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t is not enough to get information technology (IT) users to adopt a secure behavior. They must also continue
to behave securely. Positive outcomes of secure behavior may encourage the continuance of that behavior,

whereas negative outcomes may lead users to adopt less-secure behaviors. For example, in the context of
authentication, login success rates may determine whether users continue to use a strong credential or switch
to less secure behaviors (e.g., storing a credential or changing to a weaker, albeit easier to successfully enter,
credential). Authentication is a particularly interesting security behavior for information systems researchers to
study because it is affected by an IT artifact (the design of the user interface). Laptops and desktop computers
use full-size physical keyboards. However, users are increasingly adopting mobile devices, which provide either
miniature physical keypads or touchscreens for entering authentication credentials. The difference in interface
design affects the ease of correctly entering authentication credentials. Thus, the move to use of mobile devices
to access systems provides an opportunity to study the effects of the user interface on authentication behaviors.
We extend existing process models of secure behaviors to explain what influences their (dis)continuance. We
conduct a longitudinal field experiment to test our predictions and find that the user interface does affect login
success rates. In turn, poor performance (login failures) leads to discontinuance of a secure behavior and the
adoption of less-secure behaviors. In summary, we find that a process model reveals important insights about
how the IT artifact leads people to (dis)continue secure behaviors.

Keywords: continuance of security behavior; security behaviors; authentication; password; passphrase; mobile
computing; smartphone; usability; user interface; longitudinal research; field experiment
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1. Introduction

Although a large and growing body of research
(Anderson and Agarwal 2010, Dinev and Hu 2007,
Huang et al. 2011, Lee and Larsen 2009, Liang and
Xue 2010) has shed light on the factors that influ-
ence a user’s initial adoption of secure behaviors,
there has been little research about the long-term
continuance of secure behaviors. This gap is impor-
tant because persuading people to adopt a desirable
security practice is of limited value if they subse-
quently discontinue it and revert to less-secure behav-
iors. Research has shown that initial use decisions are
different from decisions to continue using that system
(Agarwal and Karahanna 2000, Bhattacherjee 2001,
Karahanna et al. 1999, Kim et al. 2007, Taylor and
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Todd 1995, Venkatesh and Bala 2008). In particular,
actual experience using a system moderates the influ-
ence of intentions and attitudes on subsequent behav-
ior (Hong et al. 2008; Limayem et al. 2007; Venkatesh
et al. 2008, 2012). For example, people tend to disable
or stop using security features that are inconvenient
or difficult to perform (Adams and Sasse 1999).
Authentication controls are a critical part of an
information security program because their objective
is to limit system access to only authorized indi-
viduals. Three types of authentication credentials are
commonly used: something you know (e.g., a PIN,
password, or passphrase), something you have (e.g.,
a smart card or USB token), or something you are
(e.g., biometric identifiers such as fingerprints, voice
recognition, etc.). Of these three types of credentials,
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the first is ubiquitous. Indeed, in many systems, a
user name and a password (or equivalent) is the only
authentication credential used. Even when systems
require multiple credentials, a practice referred to as
multifactor authentication, passwords usually are one
of those factors. Thus, password usability remains an
important security topic.

A well-documented challenge in the use of pass-
word-based authentication is the trade-off between
security and ease of use (Brown et al. 2004; Huang
et al. 2011; Ives et al. 2004; Keith et al. 2007, 2009;
Yan et al. 2004; Zviran and Haga 1999). For exam-
ple, people tend to create passwords that are easy to
remember, which often means that they are also easy
to guess. The importance of ease of use means that
features of the information technology (IT) artifact,
such as the nature of the user interface (Ul), are likely
to be key determinants of the decision to continue a
secure authentication behavior.

The potential effect of the design and implemen-
tation of the Ul on secure authentication behavior is
particularly relevant in light of the ever-increasing
use of mobile devices (e.g., phones, tablets, etc.) to
access and store sensitive information in financial sys-
tems and social networks. Whereas desktop and lap-
top computers provide full-size physical keyboards
for entering authentication credentials, mobile devices
possess miniature keyboards or, increasingly, touch-
screens, which represent flat facsimiles of a traditional
keyboard. These differences in the Ul make data entry
both slower and more error prone when using mobile
devices rather than desktop or laptop computers (Bao
et al. 2011, Jakobsson and Akavipat 2012, Lee and
Zhai 2009, Park et al. 2008).

Consequently, if people experience difficulty in
entering strong authentication on mobile devices, they
may be tempted to discontinue a secure authentica-
tion behavior (e.g., the use of a strong authentication
credential) and adopt a less-secure, but easier to suc-
cessfully perform, alternative. For example, they may
store the password on their device and configure it to
automatically submit it whenever accessing a remote
system. Such behavior seriously weakens authentica-
tion security—particularly in light of the millions of
reported incidents of mobile device loss or theft each
year (ConsumerReports 2014). People also sometimes
“loan” their phone to others (Ben-Asher et al. 2011,
Karlson et al. 2009). Whether lost, stolen, or loaned,
the result is that an unauthorized person has physi-
cal possession of the device. Therefore, if the device
was configured to automatically submit authentica-
tion credentials, the risk of unauthorized access to
systems that contain sensitive information is high.

This study makes several important contributions
to the security literature. First, we examine the fac-
tors that influence the continuation of secure behav-
iors. We use the results of psychology research on

memory structures and the modification of deci-
sion strategies to extend existing information systems
(IS) process models of security behavior (Liang and
Xue 2009). Specifically, we characterize individuals’
attempts to behave securely as part of a cybernetic
loop that influences subsequent behavior (Carver and
Scheier 1982, Wiener 1948). Our second contribu-
tion is methodological. Two of the greatest diffi-
culties in information privacy and security research
are (1) collecting valid measures of real user behav-
iors and (2) monitoring these behaviors over time
(Belanger and Crossler 2011, Smith et al. 2011). We
address those problems by designing a longitudi-
nal field experiment that allows us to observe peo-
ple’s authentication behaviors in a natural setting,
rather than in a controlled laboratory experiment.
This increases the likelihood that the behaviors we
observe are representative of those likely to occur
in practice. In particular, we investigate how the
Ul specifically the means (touchscreen versus full-
size physical keyboard) used to enter authentica-
tion credentials to obtain access to a remote system,
affects continuance of authentication behaviors. Our
results suggest that despite mechanisms designed to
improve the usability of mobile keyboards (e.g., dis-
playing the last character typed), mobile interfaces
clearly hinder the continuance of secure authenti-
cation behaviors. Consequently, the mobile interface
may be the catalyst that finally shifts—indeed, is
currently shifting—the security paradigm away from
relying primarily (and in many cases, solely) on text-
entry-based authentication and toward the use of
multifactor approaches that include other types of cre-
dentials (e.g., biometrics).

2. Literature Review and Theory
Voluntary security behaviors in nonworkplace set-
tings have received increased research attention over
the past decade. For example, studies have examined
the use of antimalware to protect computers (Dinev
and Hu 2007, Johnston and Warkentin 2010, Lee and
Larsen 2009, Liang and Xue 2010), the use of firewalls
to control access to home wireless networks (Woon
et al. 2005), and intent to engage in protective behav-
iors to respond to computer security threats in general
(Anderson and Agarwal 2010).

This stream of research has primarily drawn on
protection motivation theory (Rogers 1975, Tanner
et al. 1991) to explain how and why people choose
to behave securely. Liang and Xue (2009) developed
an IS-specific variant, which they called Technology
Threat Avoidance Theory (TTAT), designed to specifi-
cally focus on computer security. According to TTAT,
secure behaviors represent a coping response to rec-
ognized threats. The two most important antecedents
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Figure 1 (Color online) Cybernetic Loop and TTAT Process Model
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Source. Adapted from Liang and Xue (2009).

of secure behaviors are (1) perceptions that a threat
is serious (i.e., has a high likelihood of occurring and
results in severe consequences) and (2) perceptions
that the threat is avoidable because there exist effec-
tive countermeasures that can be performed without
excessive cost or effort.

This variance model has been validated in a num-
ber of studies (e.g., Johnston and Warkentin 2010,
Liang and Xue 2010). However, TTAT also includes a
process model explaining the continuance of security
behaviors that has received significantly less atten-
tion from researchers. The process model is based
on a cybernetic feedback loop (Carver and Scheier
1982). One of the core concepts of cybernetic theory
(Wiener 1948) is that human beings constantly adjust
their behavior toward an end goal via cybernetic
feedback loops (Carver and Scheier 1982). A cyber-
netic loop consists of a goal, comparator, input func-
tion, environmental impacts, and output function
(see Figure 1).

The cybernetic loop begins when there is a dis-
turbance to either the environment (e.g., the user’s
password is cracked) or the goal (e.g., IT manager
dictates a stronger password). Consider, for example,
that someone has purchased a new mobile device and
would like to use it for financial transactions such as
online banking or investments. However, the financial
institution likely has a security policy that requires
use of an authentication credential that meets certain
guidelines. Or, the user voluntarily chooses to create a
strong authentication credential. Either way, the result
is a new goal: to create and use a strong credential
to access the remote system. The user compares their
present state (weak or no authentication credential)
to their desired state (strong credential). The result
of that comparison triggers the output function. The
output function represents the behavior intended to
eliminate the discrepancy—in this case, the creation
of a stronger password. The impact on the environment
is that the user’s credential is now more resistant to

(improved protection)

password guessing and cracking. If the credential is
not sufficiently strong, the input function senses the
noncompliance, compares it to a reference point (corm-
parator), which may be either an internal standard or
an explicit requirement embedded in the remote sys-
tem, and the loop repeats until the goal is achieved.
Thus, the task of creating a strong credential can be
explained as an iterative process in which the user
continually refines the credential until it becomes sat-
isfactory based on system feedback.

However, if there is a disturbance in the environ-
ment, the cybernetic loop may continue even after a
credential is created. After creating a strong creden-
tial, another important factor emerges—the ease of
remembering and typing that credential to authenti-
cate to the system. Strong credentials may satisfy the
goal of providing more security, yet be difficult to use
(Brown et al. 2004; Keith et al. 2007, 2009). If a strong
authentication credential results in more failed login
attempts, a new goal surfaces: to make the creden-
tial more usable. The output function represents the
behavior(s) designed to achieve this new goal, includ-
ing (1) becoming skilled at remembering and typing
the credential correctly, (2) changing the credential to
something that is still compliant with policy, but eas-
ier to use, or (3) storing the credential so that it does
not have to be continuously reentered. The latter two
coping mechanisms may weaken security. Figure 2
depicts the cybernetic loop of TTAT in a sequential
(rather than looped) model (as depicted in Figure 1)
beginning with an initial output function behavior
and including a subsequent output function.

In summary, following the example of TTAT, we
adopt the cybernetic feedback loop (Carver and
Scheier 1982, Liang and Xue 2009, Wiener 1948) as
our core theory to explain the continuance of secure
authentication behaviors. We extend that basic model
by using relevant reference disciplines to explain
steps B through E in Figure 2 in more detail. In
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Figure 2

(Color online) Two Cycles Through the Cybernetic Feedback Loop
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particular, we draw on research on memory sys-
tems (Ullman 2004) to explain how the user interface
influences (dis)continuance of a secure authentication
behavior (step B of Figure 2). We draw from theory on
IS continuance and psychology theory concerning the
influence of perceived effort and emotions on decision
strategies to explain how user perceptions and reac-
tions to performing the security behavior (step C of
Figure 2) influence the decision to either continue to
engage in that behavior or to switch to an alternative
designed to bring the user’s existing state and goal
state in line (steps D and E of Figure 2).

2.1. Environmental Impacts: Memory Systems and
the User Interface

Many security behaviors require both recall of knowl-
edge and skill in applying that knowledge. For exam-
ple, successful authentication to a system requires
both remembering the credential linked to that system
and then correctly entering it. Similarly, encrypting
sensitive information requires recognizing the need
to encrypt something and knowing how to do so.
Sometimes the objective is to learn what not to do
(e.g., reduce the risk of malware by not clicking on
URL links embedded in email) and then practicing
such restraint. Research on memory structure, partic-
ularly the distinction between declarative and procedu-
ral memory (Squire 1986), provides an explanation of
how these two components of security behavior tasks
(recall and procedures) jointly interact to affect task
success.

2.1.1. Role of Human Memory Systems. Authen-
tication credentials should be easy to remember and
use yet also be resistant to guessing and brute-force

(storing and
changing credential)

Supported here by theory on cognitive load (Todd and Benbasat 1991,
1992, 1999), IS continuance (Bhattacherjee and Premkumar
2004, Brown et al. 2012, Ortize de Guinea and Webster 2013), and
psychology theory on emotion (Bargh and Ferguson 2000, Rydell et al. 2008)

enumeration attacks. The nature of human mem-
ory makes it difficult to satisfy both objectives. New
information (e.g., authentication credentials) is ini-
tially stored in short-term memory until it can be
transferred to long-term memory (Ullman 2004). This
process is aided by rehearsal and “chunking” the
information held in short-term memory (Baddeley
1994). Chunking refers to the ability to group infor-
mation together (e.g., letters into words, words into
phrases) to aid retention. Meaningful information is
easier to remember (Ebbinghaus 1913). Words with
speech sounds similar to previously learned words
are also easier to store (see the phonological similarity
effect; Baddeley 2012), which explains why mnemonic
passwords are easier to remember than random
ones (Yan et al. 2004). This phenomenon also likely
accounts for the widespread use of common words
and personal information as passwords (Johansson
and Riley 2005). However, “simple” authentication
credentials comprised of common words found in
dictionaries, such as fluffy or nonetheless, are weak
because they are easily guessed or cracked through
brute-force enumeration techniques. Credentials that
add one or more numbers either before or after a
common word, such as 579rhyme or ready123, or that
replace letters with symbols, such as p@$$w0rd, are
also “simple” because they, too, are weak and eas-
ily cracked. Therefore, most organizations have pass-
word policies that prohibit the use of common words
as part of an authentication credential and instead
require users to create credentials that include a mix
of uppercase and lowercase letters, numbers, and
special characters. Credentials that satisfy those con-
straints, such as Tq7#P@mJ9, are considered “complex”
and are stronger and more resistant to attack. How-
ever, such complex credentials are also quite unlike
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existing words and phrases already stored in memory.
Novel words and phrases are more difficult to store
and recall (Squire 2004). Thus, we would expect that
it should be harder to remember complex than simple
passwords.

However, it is also possible to use a passphrase
as a credential. Because a credential’s resistance to
brute-force attacks is affected more by its length than
by the size of the character set, there are arguments
that long passphrases consisting solely of uppercase
and lowercase letters are stronger than shorter pass-
words that include nonletter characters (Keith et al.
2007, 2009). Moreover, because the entire phrase (e.g.,
IwentsnorkelingintheNational ParkatKeyBiscayne) is used,
rather than using only specific characters from the
phrase (e.g., using the first letter of each word in
the preceding phrase to create IwsitNPaKB) to cre-
ate a shorter password, it should be easier to cor-
rectly recall passphrases than complex passwords.
Indeed, evidence indicates that passphrases result in
fewer memory-based errors in recall (Jakobsson and
Akavipat 2012) and fewer actual login failures based
on memory failures (Keith et al. 2007, 2009) than pass-
words. By contrast, passwords comprised of 12 char-
acters that do not constitute a meaningful phrase are
hard to remember (Paul et al. 2011).

Thus far, we have discussed the process of creat-
ing and initially learning a new authentication cre-
dential. However, to retain knowledge, it must be
transferred from short-term into long-term memory
(Baddeley 2012). Long-term memory can be divided
into two primary types: declarative and procedural.
The declarative memory system underlies the learn-
ing and retention of facts and events (Ullman 2004)—
it is the type referred to as “memory” in every-
day language (Squire 2004). Declarative memory is
almost entirely explicit, meaning it is available at
a conscious level. Although authentication creden-
tials may be initially stored as episodic declarative
memory—meaning they are tied closely to the cues
and details relevant to the event of creating it—they
are eventually stored as facts, making them seman-
tic declarative memories. Whereas episodic memories
are very event specific and context specific—making
them less transferrable from one situational recall to
another—semantic memories are relatively easier to
recall across contexts (e.g., entering the same pass-
word on multiple computers).

The preceding discussion explains how declarative
memory affects credential recall. However, authen-
tication credentials must not only be recalled cor-
rectly but also entered correctly into a login prompt.
This is the role of procedural memory (Ullman
2013). The procedural memory system represents
the motor skills learned from performing a given
action or sequence of actions and rules repeatedly

(Squire 2004). Procedural memory represents our
nonconscious implicit motor skills such as riding a
bicycle or entering a password or passphrase via a
physical keyboard or touch screen.

In summary, authentication credentials are learned
in a process that begins with short-term memory,
where the credential is rehearsed long enough to
transfer it to long-term memory. During initial use
of the credential, the user relies primarily on declar-
ative memory to recall it. Then, with practice in
entering the credential, it becomes stored in proce-
dural memory. Eventually, because declarative mem-
ory tends to decay quickly (Ullman 2004), a user
may rely primarily on procedural memory to correctly
enter the credential. Credentials that are either ade-
quately rehearsed, well “chunked,” based on mean-
ingful information, or comprised of known words
and phrases (or some combination of those factors)
will be more easily stored in short-term memory
and transferred to declarative memory. Thus, simple
passwords and passphrases should be easier to learn
and recall than complex passwords comprised of ran-
domly scrambled different types of characters. Fur-
thermore, because complex credentials violate normal
typing rules they are more difficult to learn how to
enter correctly and, therefore, to store in procedural
memory than are either simple passwords or “word-
processing-compatible” passphrases (i.e., those that
use natural words, follow normal rules for capital-
ization and punctuation, and incorporate numbers as
part of dates). Difficulty in retrieving the credential
from declarative memory increases the likelihood of
login failures due to memory problems; poor proce-
dural memory increases the likelihood of login fail-
ures due to typographical errors. Thus, the preceding
discussion leads to our first hypothesis:

Hyrotugsis 1 (H1). Authentication credential com-
plexity is positively related to login failures.

2.1.2. Effect of the User Interface. The authenti-
cation task environment, including the UI' of any IT
artifacts employed, may affect both recall of informa-
tion from declarative memory and the use of procedu-
ral knowledge. The UI can affect recall of information
from declarative memory by altering the salience of
cues. Cues that facilitate recall can be verbal, written,
or graphical (Tulving and Pearlstone 1966). In partic-
ular, images and text that are present when new infor-
mation is stored in working memory and transferred

1t should be noted that there are many elements of the UI includ-
ing graphical design of the form, text boxes, buttons, lists, data
input controls, etc. (Shneiderman 1986). The elements most relevant
to the authentication context include the layout of the keyboard
(i.e., where the buttons reside), the total number of key presses
required to enter a credential, the properties of the password input
box, and the graphical- and text-based cues included on the authen-
tication form screen.
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Figure 3
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to long-term memory are effective cues that aid in
retrieving that information from long-term memory at
a later time (Ericsson and Kintsch 1995). For example,
the images incorporated into advertising campaigns
are remarkably effective at helping consumers recall
brand names (Keller 1987).

To understand the role of retrieval cues in creden-
tial recall, consider the recommendation to use a dif-
ferent password for each information system (Ives
et al. 2004). Since different passwords are used across
systems, the text and graphical content of the UI
serves as a cue to help a person recall the correct
password. Consequently, changing the UI, for exam-
ple, by switching from a desktop to mobile (MacKay
et al. 2004, Wiedenbeck et al. 2005), changes a web-
site’s content and, therefore, may disrupt declarative
recall, thereby increasing login failures. As an exam-
ple, Figure 3 depicts both the desktop and mobile
versions of the login screen for JPMorgan Chase. The
desktop version contains a variety of images and text
that are not present in the mobile version. Indeed, the
textboxes and button that allow authentication com-
prise only a portion of the desktop screen, whereas
the mobile version is entirely occupied by the authen-
tication interface. As a result, the user cannot use any
of the desktop cues to aid recall on the mobile UL

The nature of the Ul can also affect the ability to use
procedural knowledge. Full-size physical keyboards
clearly display all possible characters and require at
most the use of two keys simultaneously to capitalize
a letter or enter a special character. By contrast, most
touchscreens on mobile devices require considerable
effort to change between lowercase and uppercase let-
ters, or to select numbers and special characters. For
example, Jakobsson and Akavipat (2012) point out

Discover the uncc
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that it takes 21 actions to enter the 12-character cre-
dential “flY2theM0On!” on a touchscreen, but requires
only 15 key presses if using a physical keyboard. It
also requires interrupting the data entry process to
decide whether a particular character is on the current
screen (Sears and Zha 2003). Consequently, typing on
touchscreens is inherently more error prone than typ-
ing on keyboards (Lee and Zhai 2009, Park et al. 2008).
Indeed, studies have found that it takes two to three
times longer to enter a typical complex password on
a mobile device with a touchscreen or miniature key-
board than when entering the same credential via a
full-sized physical keyboard (Bao et al. 2011). As a
result, the touchscreen Ul is clearly a unique context
from traditional keyboards. As discussed above, pro-
cedural memory is difficult to transfer from one con-
text to another (Ullman 2013).

Thus, the Ul can affect login success by making it
harder to both (1) recognize the cues used to recall
the correct authentication credential from declarative
memory and (2) by restricting the user’s ability to
draw from procedural memory. This leads to our sec-
ond hypothesis:

HyrotnEsis 2 (H2). Login failures will be greater when
entering authentication credentials using a miniature key-
board or touchscreen than when using a normal-sized phys-
ical keyboard.

In addition to directly affecting login success, there
is reason to believe that the UI will also moderate the
effect of strong credentials on login success. Because
the declarative and procedural memory systems inter-
act cooperatively in human learning and processing,
negative effects in one system may lead to negative
effects on the other (Ullman 2004, 2013). This inter-
dependent relationship was identified specifically in
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the context of a word recall experiment. After disrupt-
ing the procedural memory system, participants per-
formed lower on a word recall task than the control
group (Brown and Robertson 2007).

This interrelationship between the declarative and
procedural memory systems suggests how the design
of the Ul can affect performance of a security task.
Most people have developed procedural knowledge
for typing their authentication credentials on the
full-sized physical keyboards found on laptop and
desktop computers, and can do so with a high
rate of success. The different Ul found on a mobile
device, however, precludes drawing on that previ-
ously acquired procedural memory to enter a pass-
word with minimal conscious effort. Instead, users
must consciously search for whether each charac-
ter in their credential is visible on the screen or
requires pressing a key to access a different touch-
screen, while retaining the entire credential in mem-
ory. This heightened cognitive burden increases the
difficulty of learning the new procedural knowledge
(Keisler and Shadmehr 2010), thereby increasing the
likelihood of login failures due to typing errors. If
repeated, such failures may cause users to ques-
tion whether they are recalling the correct informa-
tion (i.e., authentication credential) for the task. As a
result, the person may then try to resolve the problem
by recalling and using different information. Thus, an
initial error in applying procedural knowledge (e.g.,
unsuccessfully entering an authentication credential
because of a typographical mistake) may cause a sub-
sequent error in the declarative memory system (e.g.,
recalling the wrong credential).

Thus, the preceding discussion suggests that the
difference between the Ul provided on mobile devices
and that found on laptops and desktop computers is
likely to exacerbate the inherent difficulty of using
strong passwords and leads to our third hypothesis:

HyrotHEsis 3 (H3). The effect of credential strength
on login failures will be greater when using a miniature
keyboard or touchscreen than when using a normal-sized
physical keyboard.

2.2. The Comparator and the Outcome Function:
How Experience Influences (Dis)Continuance

Based on the cybernetic feedback loop (Carver and
Scheier 1982), after the environment has been dis-
rupted (e.g., via switching to use of a mobile UI for
authentication), the user must perceive this disruption
(input function), and make a comparison between
the new state and the desired state (comparator) that
leads to new behavior (next output function) designed
to bring the two states into congruence. In the context
of authentication, the comparison between expecta-
tions and experience (step D in Figure 2) is binary: the
user either successfully accesses the system or fails to

do so. These two outcomes determine what happens
in step E in Figure 2 (selection of a coping behavior).

According to cybernetic theory, success requires no
change in behavior, because the user has obtained
the desired goal. The desired state is what the
user expects. Thus, when experience matches the
desired state, it represents a confirmation of expec-
tations. IS research on system use has shown that
confirmation of expectations (and positive disconfir-
mation, i.e., finding that a system exceeds expec-
tations) encourages continuance (Bhattacherjee and
Premkumar 2004, Hong et al. 2006, Limayem et al.
2007). Hence, in the context of authentication, the
login success should encourage continued use of the
authentication credential.

By contrast, if the comparator (step D in Figure 2)
evaluates current experience as not matching the
desired state (e.g., in the context of authentication,
a login failure), the user takes action (coping behav-
ior, step E in Figure 2) to resolve the discrepancy. As
shown in Figure 2, there are three possible responses
to a failure to authenticate when using a particular
credential. One is to keep using the same credential,
repeating the process until achieving success via prac-
tice. Another alternative is to store the credential so
that it is automatically submitted when authenticat-
ing. This solution eliminates login failures, regard-
less of whether caused by forgetting the credential
or difficulty in correctly entering it. A third possible
solution that also fixes both causes of login failures
is to change to a different credential that is easier
to remember and easier to type. The first alternative
(continued use of a credential) is desirable because
it maintains security at a given level, whereas the
other two alternatives solve the problem, but do so at
the expense of weakening security. Prior research in
both IS and psychology suggests several reasons why
people may discontinue using an authentication cre-
dential that results in login failures and switch to an
alternative behavior instead.

Continued practice using an authentication cre-
dential will reduce login failures (Keith et al. 2007,
2009) while maintaining security, but requires time
and effort. By contrast, the other possible alterna-
tives (storing the credential for automatic submission
or switching to a weaker credential that is easy to
enter) quickly resolve the problem of login failures
with minimal effort, but do so by weakening security.
Research in psychology indicates that decision mak-
ers seek to maximize quality (accuracy) while simul-
taneously minimizing total effort (Payne 1982, Payne
et al. 1993). IS research on decision aids has found
that people’s perceptions of required effort play a
bigger role in their choice of which decision strat-
egy to adopt than does consideration of the relative
quality of those options (Todd and Benbasat 1991,
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1992). In other words, people tend to trade off accu-
racy for effort. Moreover, this tendency persists even
in the presence of explicit incentives related to accu-
racy (Todd and Benbasat 1999). This effort-accuracy
trade-off may explain why people tend to discon-
tinue performing security behaviors that are diffi-
cult to perform successfully (Adams and Sasse 1999).
Therefore, it is reasonable to expect that people will
respond to login failures when using a strong creden-
tial by discontinuing a difficult to perform behavior
(manual entry of a strong authentication credential)
and switching to an alternative behavior (e.g., storing
their credential so that they do not have to manu-
ally enter it or switching to a weaker credential that
is easier to enter) that requires less effort to perform
successfully.

Whereas confirmation of expectations encourages
continuance, negative disconfirmation of expectations
(i.e., experiencing difficulties that were either unex-
pected or greater than anticipated) creates intentions
to discontinue use (Bhattacherjee and Premkumar
2004, Brown et al. 2012, Ortiz de Guinea and Webster
2013). Moreover, those studies indicate that negative
disconfirmation of expectations affects subsequent
behavior both directly and, by creating dissatisfaction
with the existing state of affairs, indirectly. The direct
effect represents the role of cognitive perceptions on
behavior, in that a discrepancy between the desired
and actual states results in changing behavior to elim-
inate that discrepancy. The indirect effect, through dis-
satisfaction, represents the complementary role that
emotions play on the decision to (dis)continuance
(Ortiz de Guinea and Markus 2009).

Dissatisfaction is a negative emotion. There is evi-
dence that “people are motivated to change or alter
their environment when in negative moods and to
leave well enough alone when in positive moods”
(Bargh and Ferguson 2000, p. 932). Furthermore, neg-
ative emotions encourage risky behavior (Rydell et al.
2008). In the context of authentication, login fail-
ures are likely to be perceived negatively because
they deny anticipated access. Therefore, the result-
ing dissatisfaction may encourage discontinuing the
behavior (manual entry of a strong authentication cre-
dential) that causes the problem (login failure) and
changing to behaviors (e.g., storing the credential for
autosubmission or replacing it with a simpler one that
is easier to enter) that solve the problem, but do so by
increasing risk.

In summary, the preceding discussion suggests sev-
eral complementary reasons why people are likely to
respond to login failures (step E in the cybernetic loop
depicted in Figure 2, coping behaviors) by discontinu-
ing an existing authentication behavior and replacing
it with a less secure behavior. Hence we offer the fol-
lowing multipart hypothesis:

Hyrornesis 4A (H4A). Login failures will increase
the likelihood of storing an authentication credential and
having it automatically submitted when attempting to
access a remote system.

HyrotnEsis 4B (H4B). Login failures will increase the
likelihood of changing an authentication credential to one
that is easier to use (shorter or less complex).

2.3. Effect of the User Interface on
Coping Response

In addition to the effect of login failures, there is
also reason to expect that the Ul will directly influ-
ence authentication behaviors. As shown in Figure 2,
the decision to (dis)continue a behavior is affected
by comparing a person’s experience in executing that
behavior with the desired/expected state. When the
desired and actual states match (i.e., when expec-
tations are confirmed) people are likely to continue
the behavior; but when those expectations are dis-
confirmed, they are likely to respond by discontin-
uing the behavior. The nature and design of the Ul
plays an important role on that process by affecting
how easy (hard) it is to successfully execute a given
behavior. Indeed, people’s choice of a decision strat-
egy can be influenced by changing the design of a
decision aid so that it makes one strategy easier than
another (Todd and Benbasat 1999). Moreover, ease
of use should increase satisfaction and, thereby, the
desire to continue using that system or performing
a given behavior. By contrast, difficulties in use are
likely to cause frustration and dissatisfaction, leading
to discontinuance. In short, the Ul can be either an
enabler or inhibitor (Cenfetelli 2004) to the continu-
ance of a security behavior.

As discussed earlier, the touchscreen interface pro-
vided on smartphones and other mobile devices
makes it more difficult to enter long and com-
plex authentication credentials, thereby increasing the
likelihood of login failures due to typing errors.
In addition, typing difficulties may also cause peo-
ple to question whether they are entering the proper
credential, which could, in turn, lead to login failures
due to memory errors. Consequently, it is not sur-
prising that many people report that they do not like
using such an interface to enter authentication creden-
tials (Trewin et al. 2012). Indeed, there is evidence that
some people so dislike the process for entering pass-
words on touchscreens that they actively seek ways to
avoid having to do so (Bao et al. 2011, Jakobsson and
Akavipat 2012). This leads to the following multipart
hypothesis:

HyrotnEsis 5A (H5A). Ceteris paribus, users will be
more likely to store their authentication credential when
using a mobile UL
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Figure 4 Theoretical Model and Hypotheses
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HyprotnEsis 5B (H5B). Ceteris paribus, users will be
more likely to change their authentication credential to a
simpler one when using a mobile Ul

2.4. Effects of Practice and Learning

Through repeated practice, people develop procedu-
ral memory about how to perform a task (Ullman
2004). As a result, performance tends to improve over
time. For example, Keith et al. (2007, 2009) found
that over a three-month period, participants in their
experiments experienced fewer login failures due to
either typographical or memory errors when entering
passphrases via full-size physical keyboards. Thus, it
is reasonable to expect that any effects associated with
using a mobile device to authenticate should decrease
over time. Consequently, we explore whether practice
using a mobile device to authenticate moderates the
effects of the mobile device UI on login failures and
coping behaviors. In summary, Figure 4 presents our
research model hypotheses, and research questions.

3. Method

We created a mobile app with an accompanying web-
site to conduct a field experiment to test the hypothe-
ses. The mobile app was a game that allowed social
interactions among players. This game required par-
ticipants to login to the website frequently, using
either personal computers (laptops or desktops) or a
mobile device. The mobile app (called “findamine”
or “find.a.mine” in the Apple App Store and Google
Play) is a modified geo-caching game visualized in
Figure 5.

Each week (for 12 weeks), three new clues were
delivered to the participant’s mobile device (either
tablet or smartphone). They earned points by deci-
phering the clue and travelling to the location. If the
participant was close enough (GPS-verified) to the
location, they could click a “Found it!” button, which
would prompt them to take a picture of themselves
at the location through the mobile app. If the par-
ticipant could not decipher the clue, the app pro-
vided a closeness meter (see Figure 5(d) and 5(e)) that
indicated how geographically close they were to the
target clue. This indicator updated in real time allow-
ing the participant to find any clue as they travelled
around. Participants earned game points for each clue

found. Game points were summarized on the website
leaderboard (see Figure 6). Participants had to authen-
ticate through the website to view the leaderboard,
photos of themselves and others, and details of each
clue found (e.g., time span, location on a map, photo,
points earned).

To encourage participants to return often to the
game website (and attempt to authenticate), sev-
eral other features were implemented. First, partici-
pants could create an online profile with a variety of
personal and demographic information. Second, an
online social network was incorporated into the game
that allowed players to follow and track the progress
of their friends, refer other players, and exchange
messages through the website. Participants could also
earn game points for completing their profile, follow-
ing other players, and referring friends. These features
were designed to inspire website interactivity, boost
authentication attempts, and create a natural sense of
realism and actual privacy risk.

To make the game points relevant and desirable to
participants, we provided weekly and end-of-game
rewards. Each week, we awarded five to 15 $10 gift
cards to the participants who either (1) were first to
find all of that week’s locations, or (2) were randomly
selected based on a point-weighted virtual “draw-
ing.” At the end of the game, the two participants
with the most total points, and one more based on
a point-weighted random drawing, won a new tablet
computer.

3.1. Ensuring Experimental Validity

Five hundred and sixty-eight undergraduates at a
large private university in the western United States
participated in the experiment. To generate valid
and realistic information disclosure behaviors, partic-
ipants needed to perceive actual personal risk and
fear of disclosing information. This was accomplished
in multiple ways. First, we obtained IRB? approval
to not require participants’ informed consent because
informed consent automatically elevates participants’
awareness of risk and the artificial nature of data col-
lection. Rather, participants were recruited under the
false pretense that a local mobile app business wanted
to pilot test a new geo-caching app at their university.
As a result, there was no priming effect on partici-
pants and they were less susceptible to social desir-
ability bias (Richman et al. 1999). Moreover, they were
told that the friends they referred to the game did not
have to be university students or employees.

2 Universities in the U.S. require research involving human subjects
to be approved by an Institutional Review Board (IRB) to ensure
that participants do not suffer physical or psychological harm. Nor-
mally, this involves fully explaining the nature of the experimental
treatments and obtaining informed consent.
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Figure 5 (Color online) Mobile App Screenshots
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Second, the context of the app was chosen to repli-
cate several relevant forms of information privacy
and encourage consistent disclosure. For example,
by choosing an app design with weekly incentives,
participants were motivated to play for more than
just extra credit. Because it was a geo-caching app,
there was a clear need to collect location data, which
presents personal safety risks (Baum et al. 2009).
The social network aspect of the app created both
additional enjoyment as well as creating vertical and
horizontal personal information privacy risks (Posey
et al. 2010). Thus, participants” personal information
could legitimately be made publicly available—unless
they set their privacy settings to restrict their data to
“friends only” or “nobody.” This is critical because
fear is essential to motivating users to create strong
passwords (Vance et al. 2013).

Email: ‘

Pw: Go |

[C] Remember me

(2

I need to register
| forgot my password

Third, the findamine app architecture needed to
match those that are most potentially dangerous.
In particular, the game was made possible by a
native mobile app, a cross-platform website, and
Web services that connected the mobile app to the
external database. This common architecture allows
mobile apps to easily send data to external third-
party servers. When the app was introduced to par-
ticipants, they were given a brief explanation of how
the mobile app and website worked together with
the same data. Consequently, participants were aware
that the mobile app was capable of sending personal
information to remote servers.

3.2. Experimental Manipulation
The study’s objective is to investigate the effect of the
UI on people’s behavior when using authentication
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Figure 6
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credentials of different types and strength. Prior
research has found that people do not voluntarily cre-
ate long passphrases (Keith et al. 2007, 2009). There-
fore, we manipulated the instructions in an attempt
to encourage some participants to create and use
passphrases.

Participants were randomly assigned to one of three
conditions when they opened the website.?

1. Control group: no instructions or requirements
for credential generation.

2. Passphrase group: passphrases encouraged, but
not required through technical verification (to esti-
mate real voluntary use).

3. Passphrase + benefit group: passphrases encour-
aged and users told they would not be required to
change their credential as often.

3.3. Measures
Because of our research design, we were able to cap-
ture a variety of valid and objective measures for

31t should be noted that the purpose of this study is not to test the
efficacy of credential instructions. The purpose of the instructions
was to encourage the creation of different types of credentials to
facilitate testing our hypotheses.

w .
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credential characteristics, coping behaviors, and task
success.

3.3.1. Credential Strength. The appendix des-
cribes several possible measures of credential strength
and the reasons that led us to select experts’ subjective
assessment to test our hypotheses. Consistent with
prior research (Keith et al. 2007, 2009), we measured
credential strength by providing the actual authenti-
cation credentials to two coders* who were unaware
of the study’s hypotheses and asked them to make
a subjective judgment as to whether the credential
was “simple,” “moderate,” or “complex” in terms
of strength against cracking attempts. Because com-
plex passwords do not follow traditional spellings
and language patterns, they are also more resistant
to guessing and “cracking.” As a result, the concept
of complexity is essentially synonymous with creden-
tial strength (Adams et al. 1997, Keith et al. 2009)
in the password context. Therefore, the coders were
instructed to interpret these terms as being indica-
tive of the likelihood that the credential could be

* One coder was a master’s student in IS with an emphasis in secu-
rity. The other coder is a vice president of operations at a large
consumer information privacy company.
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guessed by a human or program. To further guide
their subjective assessments, they were briefed on the
objective experimental findings from prior research
(Keith et al. 2007, 2009) on the proven character-
istics of strong credentials (e.g., length and charac-
ter variance). These coders agreed on 81% of the
credential ratings (K = 0.813,p < 0.001). When the
coders disagreed, we deferred to the practitioner. We
used this three-level (simple-moderate—complex) sub-
jective assessment to represent the strength of a par-
ticipant’s initial authentication credential.’

3.3.2. Login Failures. Actual login failures were
measured to represent the environmental impacts in
Figure 2. Every login attempt was captured in the
database and coded to reflect the outcome of that
attempt (success or failure).

3.3.3. Longitudinal Authentication Behaviors.
We captured two types of longitudinal authentication
behaviors. First, for each login attempt we recorded
whether the user entered their credential manually
or avoided entry by using the “remember me” fea-
ture. Higher scores represent a greater percentage of
all authentication attempts were performed with a
saved credential—thus indicating less secure authen-
tication behavior. Second, we stored every credential
a user ever created and had the two judges rate both
the initial and changed credentials. We calculated the
change in credential strength by subtracting the rat-
ing of the old credential from the rating of the new.
Both ratings were on three-point scales (simple, mod-
erate, complex), so the change score could range from
—2 to +2.° Thus, negative scores reflect changing to a
weaker credential, and positive scores reflect chang-
ing to a stronger credential.

3.3.4. Mobile Interface and Mobile Practice. To
test the effects of the Ul and practice we collected data
about the client browser and operating system infor-
mation at each login attempt to determine whether
the login was from a mobile device or a traditional
laptop or desktop computer. We created a variable
called mobile interface by calculating the percentage
of all login attempts made using a mobile device.
However, this does not distinguish between a user
who only made two login attempts total with one
being from a mobile device and a user who made 20
login attempts, with 10 from a mobile device. There-
fore, to differentiate between these two types of users,

® Reanalysis of our data using several composite measures of cre-
dential strength yielded substantially the same results. Therefore,
in the interest of simplicity, we report analysis based on experts’
judgments of credential strength.

®For example, changing from a complex to a simple credential
would yield a change score of —2 (1 — 3), whereas changing from
a complex to a moderate strength credential would yield a change
score of —1 (2 —3).

Table 1 Descriptive Statistics
Male (n = 402) Female (n = 166)

Age (years) X =23.46 X =20.91
Points accumulated x=1,569 x=1,425
Weekly prizes won 55 (76.4%) 17 (23.6%)
Friends recruited 162 (x =0.61) 25 (x =0.30)
Number of website Total x =9.90 Total x =4.79

sessions Mobile x =3.90 Mobile x =1.43
Table 2 Type of Credential Created
Treatment Password Passphrase
1. No prompt (control) (%) 91 9
2. Passphrase prompt (%) 81 18
3. Passphrase + Benefit (%) 85 15
Gender (of those who disclosed)

Male 277 52 (16%)

Female 14 24 (15%)

we also calculated the raw count of attempts over a
mobile device as a measure of overall mobile practice.

3.3.5. Control Variables. Three control variables
were included in the analysis. First, the total num-
ber of login attempts was used to control in predict-
ing the total number of login failures and the number
of successful login attempts based on a stored pass-
word. Second, two demographic variables—age and
gender—were collected from the findamine.mobi pro-
files as used as controls for login failures, storing cre-
dentials, and changing credentials.

4. Result

4.1. Descriptive Statistics

Table 1 presents descriptive statistics of the players
(demographic data were recorded from the player’s
game profile) and their gameplay. About two-thirds
(68%) of participants were male. Although partici-
pants could refer any friend to play the game to earn
points, men comprise a larger portion of the electronic
gaming population (ESA 2013) and even more so of
geocachers (Schneider et al. 2011).

Table 2 indicates the number of passwords ver-
sus passphrases created by group manipulation.
An ANOVA including contrast estimates indicate
that treatment 2 (p = 0.03) was successful because
players in that condition were more likely to cre-
ate a passphrase than were players who were not
prompted to consider doing so. Interestingly, treat-
ment 3 resulted in fewer passphrases created than
treatment 2. There was no gender difference in cre-
dential selection.

Table 3 shows descriptive statistics about the length,
character set, complexity, and strength of partici-
pants’ authentication credentials. Strong credentials
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Table 3  Credential Strength Details Table5  PLS Path Loadings Not Depicted in Figure 7

Simple Moderate Complex Overall Path Coefficient t-stat
Average entropy (bits) 47.87 60.83 79.73 54.4 Gender — Login failures —0.054 1.28
Percent cracked 66.59 22.23 13.73 54.72 Gender — Storing credential —0.011 0.53
Key presses required 9.17 11.54 13.72 10.14 Gender — Changing credential —0.016 0.58
for traditional Ul Age — Login failures 0.040 0.92
Key presses required 10.05 13.40 14.42 11.07 Age — Storing credential —0.037 1.36
for mobile Ul Age — Changing credential —0.019 0.84
Count 424 48 96 568 Total login attempts — Login failures 0.279 1.26
Total login attempts — Storing credential 0.632 2.16*

had higher theoretical entropy, were more difficult to
crack, and required a greater number of key presses
than either simple or moderate strength credentials
(see the appendix for details). However, most creden-
tials were simple and quickly cracked.

Table 4 summarizes descriptive statistics about cre-
dential use. Participants attempted to log in from a
laptop or desktop more often than from a mobile
device (1,612 versus 1,022 attempts). However, 194
(34%) of participants logged into the website via their
mobile device at least once, with almost 39% of all
website access occurring via mobile device. Login fail-
ures were more likely when using a mobile device.
Two hundred and eighteen (38%) participants stored
their credentials, with storage being more likely when
using mobile devices. Seven percent of participants
changed their credentials a total of 45 times. Overall,
the tendency was to change to a weaker credential:
eight participants changed from a complex to a simple
credential (change score of —2) and 16 changed from
either complex to moderate or moderate to simple
(change scores of —1), but only five people switched
to a stronger credential. There was no significant dif-
ference between passwords (36.2%) and passphrases
(85.7%) in terms of storing the credential or changing
to a credential that was either weaker or of the same
strength (6.5% each).

4.2. Tests of Hypotheses

We analyzed a path model with the partial least
squares (PLS) structural equation modeling (SEM)
technique using SmartPLS 3.0 (Ringle et al. 2014)
to test our hypotheses. The use of PLS is appro-
priate because (1) we need to test multiple paths
in the same model, (2) most of our measures are

th <0.10; *p < 0.05; **p < 0.01; **p < 0.001.

not interval based, and (3) several of our measures
do not exhibit a normal distribution (Chin et al.
2003, Fornell and Bookstein 1982). Figure 7 shows the
PLS model we used to test our hypotheses. Interac-
tion effects were tested using the product-indicator
approach (Chin et al. 2003). Table 5 lists the path coef-
ficients for covariates that were tested in our model,
but which are omitted from Figure 7 so that it focuses
on our hypotheses. The R? values indicate the vari-
ance explained in that construct.

H1 predicted that stronger authentication creden-
tials would increase login failures due to typing errors
and memory failures. Figure 7 shows that, after con-
trolling for login attempts, the path from credential
strength to login errors is significant and positive
(B =0.254,p = 0.001). Thus, H1 is supported. H2
predicted that login failures would be higher when
using a mobile Ul than when using a full-size phys-
ical keyboard. The path from the use of a mobile
device to login failures is positive and significant (8 =
0.305, p =0.041). Thus, H2 is supported. H3 predicted
that the effect of credential strength on login fail-
ures would be greater when using a mobile Ul than
when using a full-size physical keyboard. Figure 7
also shows that the use of a mobile device had a sig-
nificant, positive moderating effect on the effect of cre-
dential strength on login errors (8=0.319, p =0.027).
Thus, H3 is supported.

H4A and H4B predicted that login failures would
lead to the adoption of less secure authentication
behavior, either by storing the authentication cre-
dential or changing to a weaker one. As shown in
Figure 7, the path from login failures to storage of

Table 4 Credential Use Behaviors
Simple Moderate Complex Total

Total mobile login attempts 744 139 84 1,022
Total traditional login attempts 1,074 361 177 1,612
Mobile login failure rate (%) 18.54 42.27 33.33 24.31
Traditional login failure rate (%) 18.62 25.76 23.73 20.78
Mobile remembered login rate (%) 44.89 40.72 42.86 43.85
Traditional remembered login rate (%) 31.28 26.87 48.59 32.20
Count of changes to each type n=32 n=12 n= n=45
Count of changes away from each type n=15 n=20 n=10 n=45
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Figure 7 (Color online) PLS Path Coefficients

-

Mobile practice

—

T
0.30" ~0.29

s

Mobile interface

4

0.32* 0.31

I

sk

Initial credential
strength

0.25"

l A 4
N Login failures
g R?=36.1%

0.65 ,
-0.17"
0.23™ Storing credential
" R?=38.7%

ke

-0.22

/

Changing credential

Notes. Gender and age are not depicted for simplicity.
*p < 0.05; **p < 0.01; **p < 0.001.

the credential is significant and positive (8 = 0.226,
p <0.001), indicating that login failures increased the
tendency to store authentication credentials. The path
from login failures to changing credentials is negative
and significant (8 = —0.222, p = 0.009), indicating that
login failures result in changing to a weaker creden-
tial. Thus, both H4A and H4B are supported. Overall,
230 (40%) participants either stored their credential or
changed it.

H5A and H5B predicted that use of a mobile Ul
would increase the likelihood of less-secure authen-
tication behaviors by either storing their authenti-
cation credentials or switching to a credential that
is simpler to use but weaker. As shown in Fig-
ure 7, the path from mobile device use to storage
of credentials is positive and significant (8 = 0.654,
p =0.001), indicating that as the proportion of access
attempts via mobile devices increases, so does the ten-
dency to store the authentication credential. Figure 7
also shows that the path from mobile device use to
entropy of the new credential is negative and signifi-
cant (8= —0.166, p = 0.024), indicating that increased
use of mobile devices increases the tendency to switch
to a weaker credential. Thus, H5A and H5B are
supported.

We also explored whether practice ameliorates
the impact of using a mobile Ul on login failures
and coping behaviors. Figure 7 shows that practice
does not significantly moderate the path between
mobile device use and login failures (8 = —0.093,
p =0.248), but does affect both the likelihood of stor-
ing authentication credentials (8 = 0.295, p = 0.033)
and the tendency of mobile device users to change
to a weaker authentication credential (8 = —0.291,
p =0.050). However, the signs of the coefficients are
mixed, indicating that practice affects the two coping
behaviors in different ways. The sign of the coefficient
on the path representing H5A is positive, indicating

R*=13.6%

that increased practice exacerbates, rather than miti-
gates, the tendency to store authentication credentials
when using mobile devices. By contrast, the sign of
the coefficient on the path representing H5B is nega-
tive, indicating that practice ameliorates the tendency
to switch to a simpler credential.

Finally, we also examined demographic factors.
Neither gender nor age affected login failures, the
likelihood of storing credentials, or the likelihood of
switching to a weaker credential.

5. Discussion

This study extends research on voluntary security
behaviors by investigating the factors that influence
their (dis)continuance. Drawing on the process por-
tion of the TTAT proposed by Liang and Xue (2009),
we find that the decision to (dis)continue a security
behavior emerges from a cybernetic loop that reflects
one’s experience in performing that behavior. In other
words, although users may initially adopt a secure
behavior, they will modify or drop that behavior if
it requires too much effort to perform successfully.
Specifically, we found that when a strong authentica-
tion credential results in login failures, people tend
to either store their authentication credential for auto-
submission or to change to a credential that is easier
to enter correctly. Both solutions solve the problem of
login failures, but do so at the cost of weakening secu-
rity. Thus, we show that the IT artifact (the nature of
the user interface for entering authentication creden-
tials) affects both the success in executing a security
behavior and the decision to (dis)continue that behav-
ior. Our findings have important implications for both
research and practice.

5.1. Implications for Research

Overall, our results show that a longitudinal and
process-oriented perspective is essential to under-
standing how the IT artifact, specifically the nature
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of the user interface, affects user security behaviors.
We found a clear cycle of behavior based on temporal
introduction of different stimuli. Initially, users cre-
ate authentication credentials that reflect their desire
for a given level of security. Subsequently, after users
practice a security behavior (by attempting to login
through a prompt), their behaviors reflect a desire for
usability: if their initial authentication credential is
too difficult to correctly enter via the Ul of a mobile
device they either configure the device to store and
automatically submit the credential or they change to
a simpler, but weaker, one.

From a theoretical perspective, these findings sup-
port cybernetic loop theory (Carver and Scheier 1982)
as a process model of security behavior continuance.
We thus extend the process version of Liang and
Xue’s (2009) TTAT to show that cybernetic processes
not only explain how people respond to a threat but
also account for how the IT artifact affects their secu-
rity behaviors. We further contribute to this theory by
drawing from research on memory systems (Ullman
2004), IS research on the effect of cognitive load
on decision strategy (Todd and Benbasat 1991, 1992,
1999), and psychology research on the role of emo-
tions in decision making (Bargh and Ferguson 2000,
Bargh et al. 2001, Chen and Bargh 1999) to explain
how the cybernetic loop process model will unfold
in the context of authentication security goals and
behavior. In particular, two user goals independently
and jointly influence the continuance of secure behav-
iors over time and cause people to enter additional
cycles of the cybernetic feedback loop. The first goal is
the user’s desire for security, which is currently well
explained by variance models such as TTAT (Liang
and Xue 2009) and adapted protection motivation-based
theories (Johnston and Warkentin 2010, Herath and
Rao 2009). The second goal is the user’s desire for
usability, which is affected by the nature of the IT
artifact (UI) used to perform the task. However, these
two goals are not simultaneously considered (e.g., in
a cost/benefit trade-off calculation) each time a user
must make a decision about their security behaviors.
Rather, consideration of the security goal is stimulated
by events such as security training and awareness
programs (Bulgurcu et al. 2010) or personal experi-
ence with security breaches (Herath and Rao 2009),
whereas the usability goal is stimulated by difficult
experiences with maintaining the security behavior as
a person interacts with the IT artifact. Therefore, a
theoretical process model that accounts for behavioral
adjustments over time best explains behavior.

Our findings also underscore the importance of
acknowledging human factors issues, specifically ease
of use, as an inhibitor of secure behavior. Just as peo-
ple are often willing to trade off accuracy for effort
when making decisions (Todd and Benbasat 1991,

1992, 1999), our results show that they are willing
to trade off security for ease of use. Thus, in our
experiment, when people experience repeated login
failures when using mobile devices, they respond by
switching from a more secure authentication behav-
ior (i.e,, manual entry of a strong credential) to less
secure, but easier to perform alternatives (use of a
simpler credential or storage and autosubmission of
the credential).

Clearly, there is a need for further theory devel-
opment and research that focuses on usability when
using mobile devices in the authentication process.
Prior research on authentication credentials when
using physical keyboards provides an example of the
kind of approach that is needed. Keith et al. (2007)
found that long passphrases which did not reflect
well-learned typing skills resulted in login failures.
Building off that finding, Keith et al. (2009) hypoth-
esized and found that simple instructions to create
passphrases that used basic rules about typing (e.g.,
capitalization of initial letters of words, use of num-
bers as parts of dates, etc.) would make such cre-
dentials easier to use. In this study, we found that
stronger authentication credentials increased login
failures. An important topic for future research is to
investigate how to design credentials that are strong,
yet easy to correctly enter when using mobile devices
with virtual touchscreens.

Our results also suggest that improving user mem-
ory systems (i.e., practice) is not a panacea for the
limitations of mobile interface. Although practice did
decrease the propensity to switch to weaker cre-
dentials when using a mobile device to authenti-
cate, it did not reduce the login failure rate when
using a mobile device. Moreover, contrary to expec-
tations, continued practice with the mobile UI to
authenticate actually increased the propensity to store
those credentials. We propose that these three find-
ings are interrelated. The finding that practice did not
reduce login failures suggests that entering a pass-
word over a mobile Ul never became as easy as when
using a traditional keyboard and full-sized screen. As
explained before, the mobile Ul still requires many
more keystrokes for the same text (Jakobsson and
Akavipat 2012) even if every keystroke is correct.
Therefore, the repeated practice of authentication over
a mobile Ul may have been simply a stark reminder
of the extra effort required to enter a strong credential
with such a Ul, and the concomitant increase in the
likelihood of making mistakes. If we are correct that
the problem is caused by the nature of the U], it is log-
ical that users would respond by adopting the coping
behavior that resolves the problem by eliminating the
need to manually enter the credential—thus, mobile
UI practice leading to an increased likelihood of stor-
ing the password—rather than the coping behavior



Steinbart, Keith, and Babb: Examining the Continuance of Secure Behavior

234

Information Systems Research 27(2), pp. 219-239, ©2016 INFORMS

that still required manual entry of the credential.
However, although plausible, we cannot support this
explanation with our data and, therefore, suggest that
it is an important topic for future research.

5.2. Implications for Practice

Although our study investigates voluntary security
behavior, our findings are relevant to the workplace.
Employers are increasingly allowing employees to
use their own personal mobile devices to access the
corporate network, a practice referred to as “bring
your own device” (BYOD). Over time and through
repeated experience, people develop habits on how
they use technology (Limayem et al. 2007). If employ-
ees get habituated to acting in a certain way when
using mobile devices for personal use, those habits
may carry over when using that same personal mobile
device for work.

On the surface, the move to use mobile devices
to authenticate to remote systems appears likely
to improve security because it involves multifac-
tor authentication using a combination of something
you have (your mobile device) and something you
know (a PIN, password, or passphrase). However, our
results suggest that the inherent design features of
the mobile UI may actually decrease security because
users are likely either to change from a strong, but
hard-to-enter, credential to a weaker, but easier to
enter, one or to store their credential on the device
and configure it for autosubmission (thus changing
what appears to be multifactor authentication to mul-
timodal authentication using two things that a person
has: their mobile device and the stored credential).
However, mobile devices are susceptible to being lost
or stolen; over three million smartphones were stolen
in 2013 (ConsumerReports 2014). In addition, people
sometimes “loan” their phone to others (Ben-Asher
et al. 2011, Karlson et al. 2009). In either case, this
increases the risk that whoever has obtained physical
possession of the device can attempt to gain unau-
thorized access to the corporate system. This risk is
further increased by the fact that survey data indi-
cate that a majority of companies that currently per-
mit BYOD rely solely on passwords for authentication
(Johnson and DeLaGrange 2012).

One potential solution to this problem is for peo-
ple to configure their mobile devices to require
authentication to turn it on. Disturbingly, survey
results find that many people do not configure their
phones to require any form of authentication (Clarke
and Furnell 2005, ConsumerReports 2014, Jones and
Heinrichs 2012). Moreover, the majority of people
who do configure a password or PIN to access their
phone report that they never change it (Barn et al.
2014). The trend to incorporate biometrics to initially
logon to a mobile device (e.g., fingerprints or facial

recognition) mitigates the risk that an unauthorized
person can use a lost or stolen device. However, the
threat is not totally eliminated because (1) it is still
possible for people to configure their device to bypass
such controls; (2) the device could be left unattended
and stolen after the owner used the biometric to turn
it on; and (3) the owner would definitely have to have
authenticated prior to “loaning” the device to another
person.

Thus, managers need to be concerned about how
BYOD might affect employees’ choice and use of
authentication credentials. Of course, employers will
probably require employees to configure their mobile
devices to require authentication as a condition of
permitting BYOD. Employers will also create and
enforce policies regarding the need to periodically
change passwords. Consequently, the important ques-
tion is the extent to which employees truly comply
with those policies or attempt to circumvent them, for
example by storing their credential and configuring
their mobile device to automatically submit it when-
ever they want to login to the corporate system, to
make life easier. Our results suggest that this is indeed
a potential problem.

In summary, our results have implications for both
managers and users. Managers need to reconsider
how they formulate security policies and deploy
new IT artifacts. It is not enough to focus only on
how a new technological development or a proposed
policy, if properly implemented and complied with,
improves security. Managers must also consider how
changes in the IT artifact (e.g., replacing a full-size
physical keyboard with a virtual touchscreen) and
policy requirements (e.g., password credential com-
position rules) interact with one another in the con-
text in which they will be used. In particular, our
results suggest that (1) secure authentication poli-
cies that are effective in the desktop computing
paradigm will not work in the mobile paradigm, and
(2) voluntary secure authentication behaviors that are
not adequately usable will be discontinued. There-
fore, managers must ensure that a secure authenti-
cation policy is sufficiently usable or at least find
ways to force users to comply with it. Otherwise,
they risk having their employees develop “creative
workarounds” that make it easier to “comply” with
policies, but in a manner that actually reduces secu-
rity. Similarly, users should be wary of our natural
tendency to place usability before security and exer-
cise safe judgment in spite of mobile Ul limitations.

5.3. Limitations

This study is subject to several limitations inherent
with the use of student subjects in a controlled exper-
iment. One issue concerns the extent to which the
results generalize to other populations of interest.
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It is possible that age and experience with mobile
devices may affect our results. However, as noted ear-
lier, we did test for and failed to find evidence that
repeated practice in using a mobile device to authen-
ticate ameliorated the login failure rate or the ten-
dency to switch to a simpler credential. Moreover, if
it is true, as it is sometimes argued, that younger peo-
ple have fewer problems using IT than do older peo-
ple, then the use of students as subjects may actually
understate the magnitude of the problems associated
with using complex authentication credentials to log
in via mobile devices.

Another issue is that controlled experiments may
cause participants to behave differently than they
would in real situations. As we explained when
describing our research design, we took several steps
to mitigate that risk, including obtaining permission
to not inform participants that this was an exper-
iment. In addition, we designed the experiment so
that participants believed that they were playing a
game. Gamification has been shown to cause people
to become absorbed in the immediate task (i.e., play-
ing the game) and, thereby, to reveal more realistic
behaviors (Agarwal and Karahanna 2000, Deterding
2012, Hoffman and Novak 1996, Singh 2012). Further-
more, the game data stored in their findamine profile
had strategic value in the context of the game itself:
a player who accessed other players’ accounts could
view their clues about the target locations. Therefore,
much like a poker player needs to keep their cards
private, findamine players needed to keep their clues
private, which should have motivated them to restrict
access to those data via use of a strong authentica-
tion credential. There was also an element of per-
sonal risk associated with unauthorized access to their
personal information. Although findamine did not
include credit card or bank account information, it did
record and share their GPS location, social network
connections, and demographic profile data similar to
that found in major online social networks. Disclosure
of GPS information enables criminals to stalk victims,
which can lead to robberies when the victim is not
home (Johanson 2013) or serious physical crimes such
as assault, rape, or murder (Baum et al. 2009, Huffin-
gtonPost 2012). In summary, we believe that our par-
ticipants were motivated to participate in a variety of
ways for an assortment of reasons.

One potential source of variance not accounted for
in our study is that mobile users may employ an
external keyboard when using their device.” It was
not possible to capture this nuance in the client vari-
ables we recorded in each login attempt. However,
such behavior by participants in our study would
only bias against finding any difference in login fail-
ure rates due to different UL

7We thank an anonymous reviewer for raising this issue.

The design of our experiment did not permit
us to collect data to determine whether the reason
that participants discontinued a strong authentication
behavior was primarily cognitive (i.e., a conscious
attempt to reduce effort) or emotional (dissatisfaction
or annoyance). However, both explanations are con-
sistent with predictions based on cybernetic loop the-
ory that people will respond to repeated login failures
by discontinuing a behavior that leads to task failure.
We leave exploration of this issue as a topic for future
research.

Finally, we drew on existing knowledge about mem-
ory systems to derive implications concerning the
effect of the Ul on the continuance of secure behav-
ior. However, our understanding of how memory sys-
tems function is continually evolving (Baddeley 2012).
Therefore, IS security researchers need to monitor new
insights from psychology research on memory because
those findings may suggest even more effective ways
to design the UI to best support secure behaviors.

6. Conclusions

This paper reports the results of a field experiment
that investigated the effect of an IT artifact (the nature
of the Ul) on authentication behaviors. Our most
important finding is that user authentication behav-
iors differ depending on whether they are using tradi-
tional computers or mobile devices for remote access
to a network. We demonstrate that those differences
are due to differences in the UI of the two types of
devices. Thus, our study underscores the need for
security researchers and practitioners to consider how
the IT artifact interacts with task characteristics (e.g.,
requirements about authentication credential compo-
sition) when considering the effects of adopting new
technologies or changing security requirements. As
Adams and Sasse (1999, p. 40) argue, “users are not
the enemy” but only create problems because of mis-
matches between human capabilities and the require-
ments of secure behavior.
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Appendix. Details of Credential Strength
Measures

Credential composition and strength was measured in
a variety of ways. First, the theoretical entropy was
calculated: Entropy = log, NL, where N is the size of
the character set and L is the length (Bialynickibirula
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Table A.1 Pearson Correlation Table Table A.2 Example of Credential Strength Results
Entropy Cracked Credential Entropy Expert Cracked
Cracked —0.39* password 40.00 1 Yes
Expert judgment 0.54 —0.32% wrosapsd 40.00 2 No
. icecreamsandwhich 88.56 2 Yes
*+Significant at the p < 0.001 level. Extragiscuit$ 81.95 3 No
icanfind 40.00 2 No
Basketball11 73.55 2 Yes

and Mycielski 1975). Entropy represents the difficulty of
attempting a brute-force approach to guessing a credential,
with higher levels of entropy indicating a “stronger” cre-
dential. Entropy is considered a more accurate measure of
true credential strength against cracking than merely calcu-
lating the total number of possible password combinations
based on a given length and character set, N* (Johansson
and Riley 2005) because the length of a password, in bits,
plus the size of the character set, creates a doubling of the
number of guesses required for brute-force cracking for each
bit added to the password information.

However, credential entropy is still only a hypothetical
measure of strength. The actual words and word permuta-
tions commonly used in credentials, and also found in rain-
bow tables,® is constantly changing based on user behavior.
Therefore, we created NT hashes’ of each password used
and then used two separate programs to see which cre-
dentials could be cracked. The first program was an open-
source program called Ophcrack. All of the free rainbow
tables that came with Ophcrack were used. The other pro-
gram was a private paid application called Hash Suite with
more advanced rainbow tables. The second measure of cre-
dential strength (i.e., initial coping behavior) was whether
the user’s credential could be cracked by either of these
programs. Both entropy and credential crack rate are sum-
marized by credential type in Table 3.

Because both of the objective measures listed above con-
tain known potential measurement and error issues, we
also considered experts’ assessment of credential strength,
a subjective measure used in prior research (Keith et al.
2007, 2009). We recruited two independent expert judges—
who had no part or stake in the outcome of the research—
to rate each credential’s complexity and strength as “sim-
ple,” “moderate,” or “strong.” These coders agreed on 81%
of the credential ratings (K = 0.813, p < 0.001). When the
coders disagreed, we chose to use the decision by the expert
practitioner.

Table A.1 shows that all three measures were correlated
with one another. Both entropy and expert judgment are
negatively correlated with cracked. Thus, as expected, cre-
dentials with higher entropy are less likely to be cracked.
Similarly, credentials judged to be complex are less likely to
be cracked than credentials that experts assessed as being
simple.

Table A.1 also shows that entropy and expert judg-
ment are positively correlated, but apparently also mea-
sure different aspects of credential strength. Therefore, we

8 A rainbow table is a precomputed list of password hashes usually
used for recovering/cracking plain-text passwords.

® An NT hash refers to the algorithm used by Windows operating
systems to generate hashed versions of user passwords.

Notes. Expert scores: 1 =simple; 2 = moderate; 3 = complex.

investigated how well each measure related to whether a
particular credential was likely to be cracked. Table A.2 lists
several example passwords!? and their subsequent entropy
scores, expert ratings, and whether or not it was success-
fully cracked.

Note that the first two passwords (password and wros-
apsd), have the exact same entropy scores because they are
of the same length and are derived from the same character
base (lowercase letters). However, the expert judged the lat-
ter to be moderately complex (2) but considered the former
to be simple (1), and those judgments were consistent with
the fact that “wrosapsd” was not cracked, whereas “pass-
word” was.

Now consider the second two passwords: “icecreamsand-
which” has a higher entropy score than does “Extra8iscuit$”
because of its length, but “Extra8iscuit$” comes from a
larger character base that includes both uppercase and low-
ercase letters, numbers, and characters. Once again, the
expert correctly judged “Extra8iscuit$” to be more complex:
it was not cracked, but “icecreamsandwhich” was.

The last two passwords represent a situation where the
password cracking software was a poor indicator of com-
plexity because it was able to crack the higher entropy pass-
word of “Basketballll” but not the lower entropy password
of “icanfind.” This is because the success of the cracking
software depends on the quality of the rainbow tables. If the
rainbow table is poor, then the cracking results will also be
poor. In this case, the expert judged both passwords to be
moderately complex (2): “icanfind” because it was a phrase
and not a single word; “Basketballll” because it contained
multiple types of characters and was longer even though it
was a single word.

These three examples suggest that expert judgment is
likely a better indicator of true credential strength than
entropy scores. We think that one reason for this differ-
ence is that the chance of login failures increases with the
number of keystrokes required to enter a credential, but the
entropy scores for two credentials may not be related to
the number of keypresses required to enter that credential.
For example, refer back to the second pair of credentials in
Table A.2. The first, “icecreamsandwhich” has an entropy

10 Other than the password “password,” all other credentials in this
table were modified slightly to comply with IRB restrictions. How-
ever, the examples were modified to reflect the same entropy score
as the original credential (i.e., the nonword “wrosapsd” replaces an
actual credential that was a nonword comprised of eight lowercase
alphabetic characters). Moreover, the expert rating and cracked sta-
tus are based on the actual credential.
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score of 88.56 and requires 17 keypresses to enter; the sec-
ond, “Extra8iscuit$” has a lower entropy score of 81.95 but
also requires 17 keypresses to enter on a virtual touchscreen
interface. Entropy scores also do not take into account the
nature of keypresses. The 17 keypresses required to enter
“icecreamsandwhich” each only require pressing one finger
at a time on a physical keyboard. They also require pressing
only one key at a time on a virtual touchscreen, without the
need to ever shift displays. By contrast, entering the creden-
tial “Extra8iscuit$” on a physical keyboard requires press-
ing two keys simultaneously twice (shift plus e to yield E,
and shift plus 4 to yield $). On a virtual touchscreen, it
requires changing the display five times (once to shift to
capital letters, once to return to lowercase, once to change to
numbers, once to return to lowercase, and once to display
special symbols including the $). We believe that the need
to either press multiple keys simultaneously on a physical
keyboard or the need to continually press a key to change
the display on a virtual touchscreen increases the probabil-
ity of a typing mistake. Therefore, based on the preceding
discussion, and to be consistent with prior research on the
use of authentication credentials (Keith et al. 2007, 2009), we
chose to use expert judgment as our measure of credential
strength.
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