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ABSTRACT: Phishing has been a major problem for information systems managers
and users for several years now. In 2008, it was estimated that phishing resulted in
close to $50 billion in damages to U.S. consumers and businesses. Even so, research
has yet to explore many of the reasons why Internet users continue to be exploited.
The goal of this paper is to better understand the behavioral factors that may increase
one’s susceptibility for complying with a phisher’s request for personal information.
Using past research on deception detection, a research model was developed to help
explain compliant phishing responses. The model was tested using a field study in
which each participant received a phishing e-mail asking for sensitive information.
It was found that four behavioral factors were influential as to whether the phishing
e-mails were answered with sensitive information. The paper concludes by suggesting
that the behavioral aspect of susceptible users be integrated into the current tools and
materials used in antiphishing efforts.
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THE INTERNET HAS OPENED UP A WEALTH OF OPPORTUNITIES for individuals and businesses
to expand the reach and range of their personal and commercial transactions, but these
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openings have also created a venue for a number of computer security issues that must
be addressed. Investments in security hardware and software are now fundamental
parts of a company’s information technology (IT) budget. Also, security policies are
continually developed and refined to reduce technical vulnerabilities. However, the
frequent use of Internet technologies by corporations can also introduce new vulner-
abilities. One recent phenomenon that exploits end users’ carelessness is phishing.
Phishing uses obfuscation of both e-mails and Web sites to trick Web users into com-
plying with a request for personal information [5, 27]. The deceitful people behind
the scam, the “phishers,” are then able to use the personal information for a number
of illicit activities, ranging from individual identity theft to the theft of a company’s
intellectual property. According to some estimates, phishing results in close to $50
billion of damage to U.S. consumers and businesses a year [49, 71]. In 2007, phish-
ing attacks increased and some 3 million adults lost over $3 billion in the 12 months
ending in August 2007 [29]. Although some reports indicate that the annual financial
damage is not rising dramatically from year to year, the number of reported victims
is increasing at a significant rate [35]. Phishing continues to be a very real problem
for Web users in all walks of life.

Consistent with the “fishing” homonym, phishing attacks are often described by us-
ing a “bait-and-hook™ metaphor [70]. The “bait” consists of a mass e-mail submission
sent to a large number of random and unsuspecting recipients. The message strongly
mimics the look and feel of a legitimate business, including the use of familiar logos
and slogans. The e-mail often requests the recipient’s aid in correcting a technical
problem with his or her user account, ostensibly by confirming or “resupplying” a
user ID, a password, a credit card number, or other personal information. The message
typically encourages recipients to visit a bogus Web site (the “hook”) that is similar
in appearance to an actual corporate Web site, except that user-supplied information
is not sent to the legitimate company’s Web server, but to a server of the phisher’s
choosing. The phishing effort is relatively low in terms of cost and risk for the phishers.
Further, phishers may reside in international locations that place them out of reach of
authorities in the victim’s jurisdiction, making prosecution much more difficult [33].
Phishers are rarely apprehended and prosecuted for the fraud they commit.

Developing methods for detecting phishing before any damage is inflicted is a
priority, and several approaches for detection have resulted from the effort. Techni-
cal countermeasures, such as e-mail filtering and antiphishing toolbars, successfully
detect phishing attempts in about 35 percent of cases [84]. Updating fraud definitions,
flagging bogus Web sites, and preventing false alarms from occurring continues to
challenge individual users and IT departments alike. An automated comparison of
the design, layout, and style characteristics between authentic and fraudulent Web
sites has been shown to be more promising than a simple visual inspection made by a
visitor, but an up-to-date registry of valid and invalid Web sites must be available for
such a method to be practical [55]. Because of ineffective technological methods of
prevention, much of the responsibility for detecting phishing lies with the end user, and
an effective strategy for guarding against phishing should include both technological
and human detectors. However, prior research has shown that, like technology, people
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are also limited in terms of detecting the fraud once they are coerced into visiting a
bogus Web site [19]. Once the message recipient chooses to visit a fraudulent Web
site, he or she is unlikely to detect the fraudulent nature of the request and the “hook™
will have been set. In order to prevent users from sending sensitive information to
phishers, educating and training e-mail users about fraud prevention and detection at
the “bait” stage must be considered the first line of defense [53].

The goal of this paper is to better understand, given the large number of phishing
attempts and the vast amount of attention given to phishing in the popular press, why
users of online applications such as e-mail and instant messaging still fall prey to
these fraudulent efforts.

Literature Review

RESEARCH INVESTIGATING DECEPTIVE COMMUNICATION has been conducted over the past
several decades and has traditionally focused on the dyadic conversations between a
deceiver and a receiver in a controlled laboratory setting. Much of the research has
focused on the nonverbal deception indicators that are inadvertently transmitted by
deceivers when telling lies [9, 18, 22]. A leading model with regard to computer-based
interactions is the interpersonal deception theory (IDT) developed by Buller and Bur-
goon [7]. IDT proposes that deception occurs in a strategic fashion. Specifically, as
the deceiver submits false information to its receivers in the midst of a conversation,
then the deceiver seeks to observe signs of acceptance or disbelief. Then, depending
on what signs are observed, the deceiver is able to either maintain the false account
or make alterations in the hopes the account will become more acceptable. In other
words, deceptive communication is modeled as an ongoing, interactive process.

Interpersonal Deception Theory and Phishing

In the case of phishing, however, the deceiver only has one opportunity to modify the
false message, before the message is sent, because the communication takes place via
e-mail. Also, the phisher cannot see the receiver’s nonverbal behavior when reacting to
the message and thus cannot monitor signs of disbelief and make strategic alterations
to the message. The limited interaction between the phisher and receiver is illustrated
using a truncated version of the original IDT model (see Figure 1). The differences
between the two models may or may not hinder the deceiver’s chances for success.
The limited interaction with receivers can work to the deceiver’s advantage, as the
single deceptive phishing message cannot be directly compared by receivers to previ-
ous truthful messages for baseline comparison purposes. A corpus of messages can
provide a holistic view of a deceiver’s overall communication patterns, and deviations
from the baseline messages can reliably point toward deception [87].

The shortened interaction illustrated by the truncated model of IDT can aid the
phisher in other ways. Recent work by Park and colleagues [69] suggests that in tra-
ditional face-to-face communication, many people do not discover they have been lied
to until well after the communication event has occurred. For someone who receives
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Figure 1. Truncated IDT Model for Phishing (adapted from [7])

Phishing

a phishing message, the message receiver has ample time to uncover any discrepan-
cies, largely due to the asynchronous nature of e-mail. Yet it seems that receivers
make quick judgments on the veracity of a message, either by immediately deleting
the message, by becoming suspicious and confirming suspicions with an external
third-party source, or by being duped and responding with the desired information.
Considering the importance of personal or financial information that is frequently
solicited by phishers, a rapid response can be risky. Past research has suggested that
after receivers “click” on the e-mail message, they rarely detect the phishing Web
site or change their course of action [2, 19, 27, 46, 87]. Thus, the initial detection of
the fraudulent e-mail is critical but can be difficult. Detecting the deceptive nature of
a phishing e-mail is expected to depend on individual experiential and dispositional
factors, which will now be discussed.

A Model for Deception in Phishing

Due to the inherent differences between users, this study focuses on examining what
behavioral factors influence one’s decision to respond to phishers. Figure 2 illustrates
the relevant individual factors that are believed to have a direct effect on whether the
receiver of a phishing e-mail will be deceived or not. This research model is based on
Miller and Stiff’s model [63] and the subsequent work of George and Carlson [10, 32].
These early models illustrate individual characteristics of the deceiver and receiver
while also highlighting the potential the message has to directly influence the accep-
tance or rejection of said message. The characteristics of the communicators reflect
typical individual and behavioral differences found within deceptive communication
research. These include the motivation to deceive, the motivation to detect deception,
the ability to encode a successful message, past experiences with deception, and other
characteristics [10]. The communication medium is also modeled as having an influ-
ence, as its potential to convey the deceptive message should impact the outcome.
Aside from the deceiver’s ability to communicate the message clearly while keeping
unintended suspicious cues to a minimum [32], the medium being used to transmit
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Figure 2. Research Model (adapted from [32])

the message influences the deceptive message potential for several reasons. First, the
lower social richness and asynchronous nature of electronic media like e-mail can al-
low deceivers to rehearse and improve the message’s deceptive potential [10, 17]. The
rehearsability provided by a medium is only considered to be a factor during ongoing
communication. This is because all media allow the initiator equal amounts of time
to rehearse the message before the communicative process begins. Richer media such
as face-to-face discussion, telephony, and videoconferencing provide faster feedback
between conversants than media such as e-mail, preventing rehearsal from occurring
during the conversation. Second, different media provide deceivers varying amounts of
tailorability, described as the opportunity for the author to customize communication so
that it becomes more acceptable to individual receivers [8, 12]. Finally, as mentioned in
the previous discussion of IDT, different media transmit varied amounts of social cues
that offer receivers a greater opportunity to develop suspicion and detect deception.
A richer medium can transmit nonverbal visual and audio cues pointing to deception,
such as gaze aversion or increased voice pitch, which less rich electronic media may
restrict. Another way that phishing differs from face-to-face communication is that
the initial phishing message is crafted for a mass audience rather than tailored for
one individual receiver, and the message is planned and rehearsed to elicit a specific
response with the requested information.

E-mail also provides a social cue advantage for phishers that more interactive scam
artists do not have. Social engineering often tries to prey upon a target using elements
of charm, sympathy, urgency, and similarity to make a message more believable. While
it requires a savvy communicator to successfully convey those elements in rich, inter-
active communication without betraying deceptive intentions [64], phishers can craft
a message using these same elements without having to risk leaking social indicators
pointing to deception [72]. The research model presented here has been designed to
reflect a less interactive environment than the previous models, with a “one-size-fits-
all” deceptive message that is intended for a mass audience.

The earlier models incorporated the interactive, social context of the communica-
tion through the inclusion of interactive variables such as perceived social presence
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and the level of personal experience with the other communicator [32]. In contrast to
this, the current model includes two categories of individual factors and differences
that are not contingent on interactive communication—namely, a category of three
experiential factors (computer self-efficacy, Web experience, and knowledge of ap-
propriate security policies) and a category of three dispositional factors (disposition
to trust, perceived risk, and suspicion of humanity). Because the goal of the current
research is to explore factors that can lead to the successful deception of a phishing
receiver, the outcome variable of interest is labeled deception success. Therefore, the
research question is centered on factors that contribute to deception success:

RQ: How do the experiential and dispositional characteristics of online users
affect their susceptibility to potentially malicious phishing e-mails?

Theoretical Analysis

IN THIS SECTION, SIX HYPOTHESES THAT PERTAIN TO THE NEW RESEARCH MODEL are developed.
The first three hypotheses specify the expected relationships between the variables
related to the receiver’s experience with technology and the likelihood of deception suc-
cess. Hypotheses 4, 5, and 6 are grouped as an individual’s disposition to deception.

Experiential Factors

Computer self-efficacy (CSE) has been linked with online privacy concerns, in that
Internet users with high CSE tend to be confident in their abilities to handle online
threats and secure their privacy [85]. In regard to the threat of phishing, it is argued
here that self-efficacy plays a significant role in susceptibility to Internet deception
[2, 3, 19, 46]. Where the high CSE user is confident in his or her ability to deal appro-
priately with a phishing message, a user with low CSE is likely an inviting target for
phishing efforts as he or she is often uncertain of what is being asked and is unlikely
or unwilling to ask for advice [1]. Phishers often use strategies that present a dire
problem to message receivers, such as lost customer records, problems accessing the
customer’s account for maintenance, or data integrity complications. This is typically
followed by instructions to help assist receivers remedy the problem (i.e., by submitting
personal information and passwords on the “hook” Web site). This is a common tactic
used in social engineering that both introduces the problem and provides a solution
in the same message [64]. Because of this, message receivers with low CSE, who are
typically accustomed to receiving assistance from others, are likely to eagerly accept
the provided solution without question [64]:

Hypothesis 1: Higher perceptions of CSE decrease the likelihood a person will
be deceived by a phishing e-mail.

Another possible experiential is one’s experience with the communicative network
used in the phishing attack, or the user’s Web experience. According to channel
expansion theory [11], communicators are affected by certain contextual factors
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that can alter their perceptions of a particular communication medium. This theory
proposes that the more experience a person involved in a conversation has, the better
he or she will notice and process subtleties within the message, which provides for
a richer communication event. Channel expansion theory proposes that noteworthy
user experiences include the amount of experience a communicator has with his or
her communication partners, the topic being discussed, the context surrounding the
discussion and each communicator’s relationship with it, and perhaps most relevant
to a phishing event, the communication medium itself. Not only should experienced
e-mail or instant message users be able to detect subtle cues pointing to deception that
would otherwise attenuate in electronic media or pass without notice to inexperienced
users [10], but experienced users tend to be more confident in their abilities to detect
deceitful messages [16].

Furthermore, greater experience with the Web should also aid receivers when judging
the veracity of a phishing e-mail message. Experienced users have past experiences
with legitimate Web sites and e-mail exchanges for baseline comparison purposes.
Jarvenpaa and Todd [47] found that the more Web experience consumers have, the
more aware they are about potential risks and uncertainty surrounding potential trans-
actions. Therefore, not only are experienced Web users better equipped to deal with
deceptive cues within a message, they are also more likely to be aware of the threat
of phishing, whereas inexperienced users may not be:

Hypothesis 2: Web experience decreases the likelihood that a person will be
deceived by a phishing e-mail.

The final experiential factor that should affect the success of phishing deception is
the level to which the communicator is cognizant of different security threats, includ-
ing phishing efforts, or security awareness. Security awareness training, as described
by Straub and Welke [80], involves instructing Web users in the appropriate use of
network and system resources. Not only should existing security policies be reviewed,
but a description of possible threats and consequences of noncompliance should also
be included. As mentioned earlier, users of online services are considered to be better
prepared if they are made aware of the tactics involved in phishing and how to protect
themselves from becoming victims or security risks [53]. Within organizations, a num-
ber of security lapses, such as naively giving out passwords and employee information,
seem to correspond to the limited awareness of proper security measures [78]. Prior
research has identified a number of security awareness initiatives, including network
orientation and training, providing security procedure manuals, and issuing electronic
newsletters, that have been tied into more effective security compliance and less user
vulnerability [77, 79]. In terms of phishing, training communicators to find and identify
any questionable motives when people report problems or make unexpected requests
has shown to be effective for detecting deception [81].

Recent work on information privacy concerns in online environments gives further
insight about the importance of security awareness when preventing threats such as
phishing. Malhotra and colleagues [56] found that Web users who are concerned with
information privacy and make information privacy a high priority report less trust and



280 WRIGHT AND MARETT

perceive more risk when requested to share personal information, ultimately affecting
their decisions to share information or not. Also, surveys indicate that most consumers
hesitate before submitting personal information to companies if the receiver is unclear
how the information will be used [43]. This hesitation suggests that these reticent Web
users are aware of the potential consequences of sharing information and behave in a
security-conscious fashion. Making Web users aware of similar questionable motives
within e-mail communication should be beneficial for reducing user victimization
from phishing:

Hypothesis 3: Security awareness decreases the likelihood a person will be de-
ceived by a phishing e-mail.

Dispositional Factors

The remaining three hypotheses examine the predicted relationships between the
variables related to a receiver’s disposition to deception and the likelihood of decep-
tion success. First, a person’s disposition to trust is expected to be an important factor
toward the phishing outcome. Disposition to trust refers to one’s consistent willingness
to believe and depend on others across many different contexts and situations [58].
People who report a high disposition to trust tend to have a high faith in humanity in
general, which can manifest itself in electronic communication and online transactions
with unfamiliar parties [59, 61]. Successful deception requires a certain amount of
trust from the receiver or else the fabricated account behind the request for information
will not be believed. With the unexpected request that is part and parcel to phishing, a
propensity to trust is important for deception success as it reduces uncertainty between
relational partners [40]. In an online environment, trust can take many different forms,
whether it is a willingness to depend on others to deliver on promises and commit-
ments, a belief that others will use one’s personal information in an ethical manner,
or a perception that any communication or transaction with another party will be kept
secure [59]. Without a requisite level of trust, communicative exchanges and financial
transactions are unlikely [30].

People differ in their disposition to trust others, and the more willing one is to trust
others, the more likely one is to place trust in others before knowing background
information about the trustee [57]. A person with high disposition to trust would
be more apt to accept information from an online source at face value, even from
unknown parties. In typical interpersonal communication, trust is usually built after
a certain number of exchanges that exhibit trustworthy behavior have taken place
[62], but in the case of phishing, there is no progression of e-mail exchanges between
the phisher and the receiver to establish initial trust. Instead, phishers often embed
familiar company names, logos, and slogans in the e-mail “bait” as a way to instill
trust in the target, and they often resort to producing a mirror image of the legitimate
site [29]. The familiar branding is used in order to produce, in the single message, the
same level of trust that requires multiple messages in traditional communication to
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build. We expect this is most likely to be achieved when the receiver of the phishing
message has a high disposition to trust.

This tactic of mirroring legitimate sites does have a tendency to backfire on legitimate
companies, particularly when their legitimate messages are received by people with
low disposition to trust. Over time, some financial institutions have reported difficulties
in communicating with customers using e-mail because many customers no longer
trust legitimate messages coming from companies that they do business with [35].
These receivers seem unlikely to fall for phishing efforts and, if anything, are likely to
make more false positive judgments of deception [4]. Therefore, we believe that a high
disposition to trust serves to increase the chances of being deceived by phishing:

Hypothesis 4: Disposition to trust increases the likelihood a person will be de-
ceived by a phishing e-mail.

The research model also incorporates the likelihood that a person will partake in
a risky behavior when interacting with unknown people, products, or services [25].
Perceived risk has been described as a dispositional factor that helps predict an indi-
vidual’s likelihood to accept risk in an uncertain situation [75]. All other things being
equal, a person’s “risk preference” is based on this trait and can be linked to his or her
tendency to either be attracted or repelled by a risky choice [82]. A person’s propensity
to accept risk has been observed to be highly persistent, changing with time due to
an accumulation of experiences [76]. Different people often perceive risk differently
even when faced with the same situation and given the same choices by which to re-
spond, and individuals with a disposition of high perceived risk will be more likely to
proceed with behaviors of risk aversion. Prior research has illustrated how perceived
risk can influence individuals in an online environment. For instance, Jarvenpaa and
colleagues [48] speculate that people with high perceived risk would closely scrutinize
Web sites before entering into a transaction and possibly require explicit information
from a trusted source to remove any doubts, whereas people with lower perceived risk
are less likely to hesitate before engaging in the transaction.

Within the context of phishing, individuals with high degrees of perceived risk
should be concerned not only with the potential of being intentionally defrauded by
another party but also by elements that can extend beyond either party’s control, such
as technical problems during an exchange or an unknown third party gaining access to
the exchange through hacking. Thus, phishers often attempt to convey the notion of a
secure environment by guaranteeing encrypted communication or by using temporary
“throwaway” authenticated e-mail accounts as the source of the phishing message [2].
Likewise, impression formation makes a difference for people with higher perceived
risk when deciding to pursue an exchange with a theretofore unknown party, and their
judgments can be based on aspects ranging from information quality and appearance
to misspelled words, grammatical errors, and download delays [23, 67]. As such,
phishers certainly place high importance on impression management with regard to the
“hooking” Web sites used to cull information, as the appearance is often appropriated
directly from the legitimate, mimicked corporate Web site [55]. However, the initial
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e-mail message is often lacking in quality [3], and risk-averse receivers may decide
not to respond to such poorly crafted phishing requests:

Hypothesis 5: Higher perceived risk decreases the likelihood a person will be
deceived by a phishing e-mail.

One final dispositional factor that is expected to either result in deception success
or in detection is the amount of suspicion a receiver attributes toward a phishing mes-
sage. Itis the receiver’s suspicion of humanity that likely affects one’s susceptibility to
deception. Suspicion of humanity, which is the general assumption that other people
are not well meaning [60], is a separate and distinct construct from disposition to
trust; where a disposition to trust leads people to believe others by default, suspicion is
instead considered a part of distrust and is more emotionally charged than a mere low
level of trust [58]. A person with high suspicion of humanity takes a self-protective,
defensive stance in situations in which their suspicion is aroused, and while a person
with low disposition to trust also has a low sense of security, it is without the emotional
response that accompanies suspicion of humanity. These responses often include worry,
fear, and at their most extreme, paranoia. As Lewicki and colleagues put it, “trust ex-
pectations anticipate beneficial conduct from others, distrust expectations anticipate
injurious conduct” [54, p. 444]. As such, a suspicion of humanity allows one to take
a guarded approach in situations that do not offer security, with the added potential
of the individual responding in a defensive manner. The potential trustee is likely to
be avoided or treated in such a way as to minimize vulnerability [30].

Suspicion of humanity is activated when individuals perceive a lack of structural
assurance in a given situation [61]. Put in the context of phishing, a person with a high
disposition to trust will likely believe the other party by default, but a person carrying
a high suspicion of humanity does not perceive an adequate level of protection from
the other party and consequently perceives intentions of ill will. Familiar brands,
logos, and trademarks are used by companies to provide such structural assurance.
Therefore, one of a phisher’s chief goals is to craft a realistic, professional-looking
request that fails to arouse the receiver’s suspicion. Without an appropriate amount of
general suspicion to be aroused, we believe receivers with low suspicion of humanity
are more likely to fall victim to phishing efforts:

Hypothesis 6: Suspicion of humanity decreases the likelihood a person will be
deceived by a phishing e-mail.

Research Methods

THE ABOVE SIX HYPOTHESES WERE TESTED using a field study in which each participant
received a phishing e-mail asking for sensitive personal information. In practice, sub-
jects can possibly receive several phishing e-mails a week. In this study, we specifically
targeted information that we knew the subjects had. The study differed from traditional
phishing schemes as the e-mails are usually not targeted for specific recipients. For
example, a receiver might receive a phishing e-mail from someone pretending to be
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Bank of America and asking for the receiver’s password. This e-mail would be easily
dismissed if he or she did not have an account at Bank of America.

Participants

The target population for this study was undergraduate business students enrolled in
an introductory to information systems (IS) class at a large northwestern U.S. uni-
versity. This course was a sophomore-level course that was required for all business
majors; therefore, the course featured a broad cross section of all business majors.
Most students were either sophomore (48 percent) or junior level (43 percent). The
sample consisted of approximately 446 undergraduate students. The participants
received course credit for their participation, which amounted to approximately 1
percent of their final grade. The average age of the subjects was 21.02, and the final
sample included 189 male and 110 female subjects. On average, subjects reportedly
spend 3.5 hours per week using computers, and none of the subjects indicated that
they had previously been a victim of phishing.

A pilot study was conducted with 30 subjects in an introductory IS class four months
prior to execution of the complete study. Based on this pilot, changes were made to the
procedures and survey instrument. Changes to the instrument were based on a principal
component analysis [68]. The pilot data were not included in the main data analysis. The
main study ran nine weeks in its entirety. The first eight weeks consisted of Phase 1:
Code and Policy Dissemination and Phase 2: SSC Usage and Security Training, and
the last phase, Phase 3: The Phishing Attack, was executed in the ninth week.

Phase 1: Code and Policy Dissemination

The study began with the explanation to students that they could voluntarily partici-
pate in “security research.” All students in the course volunteered and were issued an
individual code, which was referred to as the “super-secure code” (SSC). The code
was sealed in an official university envelope that included the university logo and
contact information for the IT department. There was also a signature across the seal
of the envelope. On the outside of the envelope was printed the subject’s name and
student number. The SSC was printed on official university letterhead with the title
disclaimer “Do Not Disclose This Code.”

The SSC itself was an easy-to-remember combination of letters and numbers (e.g.,
76paris). The subjects were directed to use this code in conjunction with their student
number to access a course management system that provided students access to current
grading information, the ability to contact the professor or teaching assistants, and the
ability to take online exams and quizzes throughout the semester. The students were
told not to share the SSC with anyone under any circumstance as it would breach the
secure grading process and could affect their grade for the class. Also, the students
signed a nondisclosure agreement (NDA) in which they agreed to not disclose the
SSC. The NDA included explicit language that informed students that disclosing the
SSC to anyone would result in a violation of the university’s student conduct code.
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Following the issuance of the SSCs and NDAs, a brief survey was administered to the
subjects. The survey included items that measured the disposition to trust [58, 59, 62],
risk beliefs [48, 56], suspicion of humanity [58, 59], CSE [15], and Web experience
[23], along with basic demographic information (see Appendix A).

Phase 2: SSC Usage and Security Training

Phase 2 consisted of the eight weeks following the survey administration. During
this time, a unit on Internet security and privacy was taught among the regular class
material. Within this unit, the instructor taught the concepts of phishing, hacking, and
other relevant security/privacy topics. After completion of the security concepts, the
subjects were given a 15-question multiple-choice assessment to objectively capture
their awareness of IS security concepts. These questions were generated from a test
bank associated with a prominent introductory management information systems
(MIS) textbook [49]. Each subject’s proficiency on the assessment was used to measure
security awareness in the research model. Throughout Phase 2, every student used
the SSC an average of five to six times a week to access lecture notes, take exams,
and complete other class-related activities. These activities served to reinforce the
students’ belief that the SSC was important and should be kept private. At the begin-
ning of every class meeting, a PowerPoint slide was displayed reminding students
not to disclose their SSC.

It must be noted that during week six of Phase 2, all the participants, along with
everyone else at the university, were subjected to an actual (and unplanned) phishing
attack. In this case, the phishing e-mail told members of the university credit union
that their password had been compromised and the receivers needed to click on a link
to change their password. Following this phishing attempt, the technology manage-
ment department e-mailed a warning to all students advising them not to respond to
the request and to report any such scams. Further, there was an article in the student
newspaper detailing the phishing attack.

Phase 3: The Phishing Attack

After week eight, students were asked via e-mail to disclose the SSC in a phishing-
type scenario by the researchers. Specifically, each student was presented a situation
in which there was a dire need to forward his or her SSC to a database administrator.
In keeping with typical phishing messages [3], grammatical errors were included in
the e-mail. The message, sent from a “database administrator” named “Jason Roth,”
was as follows:

This e-mail is to inform you of a problem we are having with the information
technology database. Due to a data collision we have lost some information and
are unable to recover it. In order to get the database back up and working we
need you to forward us your “super-secure code.” Please respond to this e-mail
with your code. Sorry for the inconvenience.
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Based on experiences learned from the pilot study, collection of the SSC was al-
lowed to continue for seven days after the phishing message was sent. The pilot study
revealed that a two-week period could be problematic, as the IT group in campus and
the class instructor were increasingly contacted by more and more students asking for
guidance about the phishing attacks after the first week concluded, and the number of
responses to the message decreased sharply after a week.

Deception success was coded as “1” when the subject answered the deception
e-mail with the correct SSC (97 out of 299 subjects = 32 percent). Deception success
was deemed to have occurred in instances in which the student answered the e-mail
with the correct SSC. A failure was coded as “0” when the receiver either (1) failed
to respond to the e-mail (170/299 = 57 percent), (2) alerted someone else about the
phishing e-mail (26/299 = 9 percent), (3) responded with a question or comment to
the phishing e-mail (4/299 = 1 percent), or (4) responded with incorrect information
to the phishing e-mail (2/299 < 1 percent).

After seven days the research team debriefed the subjects as to the actual purpose of
the study. Prior to the debriefing, we administered the postinstrument, which measured
subjects’ beliefs about the importance of the SSC. These items, used for manipulation
checks, are displayed in Table 1. The details of study were then revealed and subjects
were asked to forward the original phishing e-mail to the researchers. This was to
verify that they had seen the e-mail and were able to make a judgment about the phish-
ing message. Students who could not find or did not receive the e-mail were dropped
from the subsequent data analysis. In all, 92 percent of the students did respond that
they had received an e-mail from “Jason Roth.”

Data Analysis

THE MESSAGE WAS SENT TO 446 SUBJECTS, but 147 subjects were excluded from the
subject pool for one of four reasons: (1) those who dropped the class (11 subjects),
(2) those who did not receive the e-mail or could not find the e-mail when asked in
the follow-up survey (101 subjects),' (3) those who did not complete all the items for
the two surveys (27 subjects), and (4) those who did not complete or take the objec-
tive security assessment during phase two of the study (8 subjects). This left the final
subject pool at 299.

Although the percentage of people who responded with their SSC was high
(97/299 = 32 percent), as mentioned before, this phishing exercise had the benefit of
targeting information that the researchers knew the subjects had. Also, this study did
not take into account technology barriers that might have prevented messages from
being acted on or viewed. Information regarding which e-mail service was used by
the subject was also captured in order to test if some services provided better security
against phishing attacks. Consistent with past research, not a single subject noted that
their e-mail provider detected the message as possible phishing [84]. Also, we found
that no one provider did a better job in filtering our e-mail messages, and there was
no significant loss of subjects from any particular e-mail service.
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Manipulation Check

One concern resulting from the methodology used was whether or not the emphasis
placed on the SSC was viewed as valid by the subjects. The research team wanted to
verify that the subjects believed that by revealing their code to anyone else, they would
be in violation of class policy and the student conduct code. As part of the second
survey, given prior to the debriefing, three questions concerning the importance of
securing the SSC were given. Had there been a difference in the perceived validity
between the subjects who answered the e-mails with their SSC and those who did
not answer the e-mail, the results could have been confounded and the analysis of
any further data would possibly have been trivial. However, the results of the ma-
nipulation check suggest that the subjects did feel that the SSC and the NDA were
important and enforceable. It is important to note that there was no difference in the
perceived importance of the SSC between those who were deceived and those who
did not respond (F' = 1.363, p = 0.09 for a one-tailed #-test). The means for the three
items were all above average, which suggests that the SSC was taken seriously by
the subjects overall.

Results

MPLUS VERSION 5.1 WAS USED FOR DATA ANALYSIS. Mplus was chosen over other structural
equation modeling (SEM) packages such as Amos, PLS-Graph, or LISREL due to
its ability to estimate paths using categorical variables as outcomes. SEM analysis
was chosen over regression analysis as it can be used to test all paths on the research
model simultaneously [31]. The estimation methods for binary endogenous variables
can be calculated by using either maximum likelihood (ML), weighted least squares
(WLS), or weighted least squares and variance adjustment (WLSMV) [66]. Simula-
tion research has shown that using WLSMYV is preferable to WLS and ML in cases in
which a binary endogenous variable is modeled [65]. Where WLS uses the full weight
matrix, WLSMV uses the diagonal of the weight matrix in the estimation, which al-
lows the residuals to be closer to zero than other estimation techniques, and therefore
the estimates seem to be more consistent.

Following advice from Brown [6] given for SEM analysis, the results from a power
analysis were used to guide model respecification. The complete instrument, before
respecification, included the following measures: CSE (ten items), Web experience
(four items), disposition to trust (three items), suspicion of humanity (six items), and
risk perceptions (five items). In this study, comparative fit statistics for evaluating
the model included the comparative fit index (CFI), which should be above 0.90, and
the Tucker—Lewis index, which should be less than the CFI but still above 0.90 [6].
Badness of fit was assessed using the weighted root mean square residual (WRMR),
which should be less than 0.90 [65], and root mean square error of approximation
(RMSEA), which is recommended to be less than 0.08 [6].

A descriptive analysis was undertaken in SPSS 12.0 to evaluate the distribution
of the sample. A statistical power analysis was also conducted in order to ensure
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an appropriate sample size was available for testing the omnibus structural model.
Because the current study features a binary outcome as the dependent variable, the
Monte Carlo approach is appropriate for power analysis [6]. There were several as-
sumptions and specifications that were met for the Monte Carlo approach to power
analysis. These include normally distributed indicators without missing data, which
was consistent with the data set, a sample size of at least 250, the number of replica-
tions of at least 10,000, and the population parameter estimates for indicators were
0.8 [66].2 The Monte Carlo simulation conducted with Mplus provided evidence that
the scales would cause power problems at sample sizes of 250, 300, 350, 400, 450,
and 500. Specifically, the confidence intervals and the bias of the CSE and suspicion
of humanity parameters did not fall within the required specifications. For this reason,
the original ten-item CSE measure developed by Compeau and Higgins [14] was
modified to a five-item measure, based on the pilot results and the face validity of
the items. Similar, five-item measures of CSE have been used in prior research [44,
73]. As with CSE, the suspicion of humanity scale was truncated due to unacceptable
standard errors in the power analysis. Again, this three-item measure was guided by
the extant literature (e.g., three-item use in a prior study) [28]. A subsequent power
analysis provided validation of the adjusted scales for CSE and suspicion of human-
ity. All of the above criteria provided by Muthen and Muthen [66] were met in this
subsequent Monte Carlo power analysis.

The next step in the analysis was to provide a measurement model to assess both
convergent and discriminant validities. To evaluate convergent validity, a factor analy-
sis was undertaken (see Appendix B). As stated above, there were 19 vetted items
administered to the subjects. The factor analysis was conducted using the principal
components method and constrained the number of factors extracted to five, as per
the above research model. Promax rotation with Kaiser normalization was used in
the extraction process.>

Further confirmatory factor tests were executed to assess the measurement model
more rigorously. When assessing the appropriateness of the measurement model,
one should examine (1) the reliability of items, (2) the composite reliability of the
constructs, and (3) the average variance extracted (AVE) by the constructs. This ex-
amination of reliability was done for the latent variables within the research model.
Because the dependent variable was measured dichotomously, it was not included in
this analysis. Due to the fact that the objective measure of security awareness was
an index score, this was excluded from the AVE analysis, as index scores are not
appropriate for convergent and discriminant validity testing [68]. In this instance,
face validity and reliability were tested. This operationalization of Internet security
knowledge is consistent with past research that used other objective measures. For
example, past literature has used objective measures in the context of SEM analysis
in similar fashion such as vividness [42], effort [39], and user performance [83]. This
objective measure was specifically chosen to measure Internet security rather than
using past subjective instrumentation [20].

Reliability analysis is a basis to evaluate the internal consistency of a measurement
instrument. The most common statistic for evaluating reliability is Cronbach’s alpha.
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In this research, the instrument is validated relative to a theoretical perspective, it is
recommended that reliabilities result in 0.70 or higher [68]. The instrument tested
provided high reliability to the latent factors as measured (Table 2). The results show
that each item shows convergence to its proper latent factor. Composite reliability was
analyzed next on the bank of items to provide further reliability analysis. As shown,
all reliabilities were greater than the recommended threshold of 0.70 [41].

Convergent validation provides an understanding of which observed variable cor-
relates with which latent factors. Mplus was used to assess the convergent validity of
the items. In this case, validity was evaluated using the AVE for each construct. These
values should be greater than 0.5 [26], and as they were, the constructs were judged to
have convergent validity. To establish discriminant validity, the same AVE values for
each construct should be larger than its correlations with the other constructs, which
Table 3 demonstrates. All individual items loaded onto the appropriate factor, and
none of items loaded above 0.5 onto any other factor. Finally, none of the constructs
correlate higher than the suggested limit of 0.85 [51]. Overall, the constructs used in
the measurement model displayed sufficient convergent and discriminant validity.

Having established the measurement model to be valid, we then evaluated the struc-
tural model using Mplus. Based on five common fit statistics, the evaluated model
showed sufficient goodness of fit. The SEM analysis (reported in Figure 3) revealed
that higher CSE (§ = —-0.348, p < 0.05), increased Web experience (f = -0.361,
p <0.05), increased security knowledge (f =—-0.413, p < 0.05), and a higher suspicion
of humanity (§ = -0.150, p < 0.05) all had significant negative effects on deception
success, supporting Hypotheses 1, 2, 3, and 6. The paths that were not significant
were disposition to trust (B =-0.050, p > 0.05) and risk beliefs (B = 0.004, p > 0.05).
In this study, the independent variables account for 36.4 percent of the variance (R?)
in deception success.

To summarize, four of the six hypothesized factors had a significant influence on
the likelihood that Web users will be successfully deceived by a phishing e-mail. As
Hypothesis 1 stated, subjects who reported a higher CSE and are likely to be more
self-reliant when faced with new problems online are found to be less likely to cede
control of their information assets to an unknown party, no matter how official the
request may appear. Likewise, subjects reporting higher degrees of Web experience
appear to be better equipped to process unexpected requests for information and, in
the case of phishing, decide not to respond to the requests altogether, as Hypothesis 2
outlined. Finally, subjects who showed high proficiency on security awareness evalu-
ations seem to utilize earlier advice and training and refused to honor the request for
information, supporting Hypothesis 3.

Discussion

ALL IN ALL, EXPERIENCE AND TRAINING appear to be the most effective tools for guarding
against phishing. Earlier studies have reached similar conclusions with other types
of deception and have called for awareness programs to sensitize Web users to the
undesirable dangers that they are exposed to online [36, 37]. The results here show
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Table 2. Measurement Model: Composite Reliabilities

Composite

Item Loadings reliabilities Cronbach’s o
CSE1 0.84 0.92 0.90
CSE2 0.87

CSE3 0.78

CSE4 0.82

CSE5 0.88

WebExp1 0.79 0.84 0.82
WebExp2 0.76

WebExp3 0.71

WebExp4 0.78

ISK N/A N/A N/A
Trust1 0.81 0.86 0.86
Trust2 0.80

Trust3 0.87

Risk1 0.78 0.90 0.90
Risk2 0.82

Risk3 0.89

Risk4 0.87

Susp1 0.85 0.85 0.92
Susp2 0.78

Susp3 0.80

Notes: Scale: seven-point Likert, 1 = “strongly disagree” to 7 = “strongly agree.” CSE = computer
self-efficacy, WebExp = Web experience, Susp = suspicion of humanity, ISK = Internet security
knowledge, N/A = not available.

Table 3. Factor Intercorrelations

CSE WebExp Trust Risk Susp ISK
CSE 0.704
WebExp 0.375 0.573
Trust 0.034 0.006 0.863
Risk 0.006 -0.010 0.199 0.704
Susp 0.002 -0.010 0.030 0.004 0.657
ISK 0.140 0.210 0.020 0.151 0.006 N/A

Notes: AVE values are shown in boldface on the diagonal. CSE = computer self-efficacy,
WebExp = Web experience, Susp = suspicion of humanity, ISK = Internet security knowledge,
N/A = not available.

that subjects rating low on experiential factors are most prone to deception, which
affirms the strategy of phishers and other social engineers: it is more productive to
prey on the vulnerable and the naive for personal information.

Of the three hypothesized dispositional factors (disposition to trust, perceived risk,
and suspicion), however, only Hypothesis 6, which predicted a relationship between
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Figure 3. Results of the Structural Analysis

suspicion of humanity and deception success, was supported. Given the amount of
classroom exposure subjects had to topics related to Internet security, it seems unlikely
that those who still did not look upon the message with suspicion would respond to the
request in anything other than a compliant fashion. The hypotheses for disposition to
trust and risk beliefs, however, were not supported. Overall, the subject pool reported
to be well above average in terms of disposition to trust (a mean of 5.04 on a seven-
point scale) and also reported to be closer to average with regard to risk beliefs (4.46).
This result runs counter to past research on deceptive communication and phishing,
as both disposition to trust and perceived risk factors have helped explain why people
release personal information to unknown entities online [56].

In the current study, though, these two beliefs did not discriminate between those
who did release their SSC and those who did not. One possible explanation is de-
rived from the work of Miller and Stiff [63], who surmised that some people fear the
consequences of a wrong judgment where deception is concerned and, because of
possible interpersonal and economic repercussions, become less motivated to detect
lies. In this study, it is possible that the risk of not responding with the SSC and facing
a disruption to student access to class resources could have outweighed the security
risks of defying the class policy. In other words, the need to access lab and testing
software on a daily basis was critical for success in the class, and the potential lack of
accessibility could have been viewed as having more immediate repercussions than
the possible consequences of illicitly submitting the SSC.

Although the current study is quantitative in nature, it must be noted that the return
e-mails from those who were deceived provided some insights into the process that
subjects underwent in answering the e-mails. Most subjects who did respond to the
phishing message responded like this student did:
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Here is my SSC XXXXXX. I hope that the database will get fixed very soon.
Best of luck to you on fixing the database.

We also found some subjects gave away more than just the requested information:

My Network ID is XXXXX, My Student Number is XXXXX, my super secure
Code is XXXXX, my home number is XXXXX.

I think this is my code: XXXX, but I’'m not sure. You can call my mom at XXX-
XXXX if this isn’t it as she will have it for you.

Other e-mail responses from subjects who were not deceived reiterated the strength of
the manipulation and illustrated the security awareness of some subjects, demonstrat-
ing the desired influence of sound training and security policies on user mindfulness
and subsequent behavior:

I was told to never give out my super secrete (sic) code. ... So how do I know
this isn’t a scam?

I’'m sorry to hear about your problems, but I will not be able to assist you.

Limitations and Implications

BEFORE DISCUSSING THE POTENTIAL CONTRIBUTIONS OF THIS RESEARCH, its limitations
must be addressed and should be considered when evaluating the findings described
above. First, the subjects in this study were undergraduate students, which often casts
aspersions on the generalizability of results. In addition, subjects were all enrolled
at the same university, which introduces the possibility that the subjects could have
been influenced by an idiosyncratic phenomenon. Students are likely inappropriate
for studies that involve outcome variables [45], but they are suitable for studies that
involve process variables [38, 50], such as deception detection. Further, the students
who participated in this study reflect the general population in that they all had active
e-mail accounts, making them as susceptible to phishing as anyone. A second limitation
involved the actual phishing attack that occurred during the study, which may have
had an impact on the results by potentially heightening the awareness of the subjects.
It is possible that the relationships to suspicion and the security knowledge could have
been increased. However, a recent finding from Downs and colleagues suggests that,
although some people are aware of phishing e-mail, they do not link this awareness
to their own vulnerability or to strategies for identifying phishing attacks [21]. This
was likely the case in the current study, though none of the 26 subjects who success-
fully detected the phishing attempt in the research study mentioned the real phishing
attack during later interviews. A third limitation related to the study design involved
the measurement of risk perceptions. The items for the risk perception measure were
not modified to fit the general context. As the scale was administered before the phish-
ing event, the items were instead crafted for accepting risk of providing “personal or
sensitive information to online companies” in order to not inadvertently reveal the
purpose of the study.
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This research included strict coding of the phishing response. This was a choice
made by the research team, as it was difficult to rationalize coding anyone as being
deceived who did not explicitly give the requested sensitive information. In the end, it
would be impossible to know for certain the subject’s intent. By coding the outcome
variable strictly, there would be no question as to the legitimacy and correctness of
the outcome variable, although the research team does concede this might also lead
to a different kind of bias.*

The next limitation deals with the phishing effort used in this study, which consisted
of a sole e-mail message without an accompanying Web site. In other words, the pro-
cedures in this study only involved the “bait” portion of the “bait-and-hook” strategy
used commonly by phishers. The “bait” appeared to have been produced by someone
connected to the same organization as the message receivers, which would be difficult
for many phishers to produce. As mentioned before, prior research suggests that Web
users are not likely to detect the false nature of the mocked Web sites used in phish-
ing; however, the results here indicate that the e-mail message alone was sufficient to
successfully deceive a significant number of subjects. It is believed that this limita-
tion, as well as other circumstances, makes the findings about users’ susceptibility to
phishing stronger. First, not only was the “bait” alone effective for retrieving sensitive
information, the message was completely fabricated. Further, instead of mentioning
a serious event such as the “data collision” in class, course instructors continually
repeated the need to keep the SSC private. Finally, our phishing effort also came on
the heels of the aforementioned phishing attack on campus, which could have also
impeded deception success. Given all these circumstances, a low success rate would
have been reasonable, yet a third of the receivers complied with the request. Neverthe-
less, future research can help determine if there are different influences involved and
whether a different number of subjects, larger or smaller, would have responded to a
request accompanied by a fake Web site.

A final limitation of the study is the asynchronous nature of the communicative
medium, e-mail, and how it inhibits the ability to measure response time from the
receiver. The amount of time between the receiver downloading and responding to
the phishing message might indicate the amount of scrutiny given to the message, and
it seems likely that the subjects who were deceived in this study responded quickly,
without hesitation. Despite being able to send the messages to all the subjects simulta-
neously, however, there is no way of determining exactly when receivers first accessed
the message, so response time is difficult to ascertain.

Contributions to Research

'WHILE DECEPTION IN FACE-TO-FACE COMMUNICATION is still being investigated by research-
ers, the increased popularity of computer-mediated communication (CMC) requires
researchers to consider how deception can be transmitted electronically, perhaps more
easily than more traditional modalities. This, in turn, requires researchers to reexamine
earlier theory on deceptive communication in order to apply it to CMC. The current
study takes a step in this direction. First, the long-established interpersonal deception
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theory was drawn upon, but adapted for a more asynchronous, CMC event. In doing so,
the new, truncated model illustrates the less personal, less immediate CMC modality, fo-
cusing entirely on the initial message, without the strategic modifications to subsequent
messages the deceiver makes according to IDT. By only using the “bait” portion of a
“bait-and-hook” phishing attempt, the study provides evidence that deception online
does not need to be strategic in order to be effective. As unusual and implausible as it
was, the initial message from the fictitious “Jason Roth”” was ample communication for
eliciting private information from the subjects. Beyond establishing a familiar social
categorization (“the university database administrator”’) for the receiver’s appraisal,
the phisher simply has no interest in establishing relational familiarity or engaging
in prolonged communication with the receiver. Any subsequent message from the
phisher (including the strategic modifications modeled by IDT) only improves the
chances that the phisher will contradict him- or herself or arouse suspicion in the
receiver. Unfortunately, “Jason” was able to elicit the desired information by merely
appearing to be part of the receiver’s social category. The same tactic could easily be
attempted on e-mail users within organizations in which individuals are unlikely to
have relational familiarity with every other organizational member.

Itis believed that the same limited amount of strategy exhibited in phishing can also
be seen in other online scams, such as in online auction scams and in developing Web
sites for the purpose of propagating malware. Like phishing messages, they are crafted
for wide audiences of no particular target, they are impersonal, and they are active
for only days at a time. The truncated model presented in this study could help shed
light on research that investigates these criminal activities, as well as investigations
into other forms of online communication. For instance, it may also help explain the
dissatisfactory results of legitimate online activities, such as how a lack of prolonged
communication between buyers and suppliers in online reverse auctions can lead to
misunderstandings, strained relationships, and ultimately, distrust [13].

Likewise, the individual variables posited by the CMC-adapted model by Carlson
and George [10] were tested as being motivation for receivers to detect deception.
To the knowledge of the research team, no previous study has examined the specific
experiential and dispositional variables that were focused on here, but given the amount
of variance explained by the research model, future work in this area should account
for them in addition to other situational and media-based variables. For instance,
deception researchers have noted the differences in synchronicity between face-to-
face communication and computer-mediated modalities such as e-mail and instant
messaging and how turnaround time can affect the content of responses [86]. Rather
than take advantage of response latencies to rehearse responses or, more important,
closely scrutinize messages from others, many people tend to respond quickly and
reciprocate the other party’s communication patterns. In phishing, response laten-
cies are especially critical because there is only one message that can be evaluated.
Users placing high in the experiential factors and on suspicion of humanity could
be among those who use response latencies to their benefit, provided they have the
experience to delay responding quickly and the suspicion necessary to closely ex-
amine the request.
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Implications for Practice

FOR MANAGERS, THE RESULTS PRESENTED HERE should provide welcome news: experiential
factors appear to be more influential to a user’s susceptibility to phishing and online
deception than dispositional factors. Dispositional factors, such as those measured in
this study, naturally vary between individuals and are more stable over time than the
experiential factors, such as CSE, Web experience, and security awareness, which tend
to improve with time within users. Thus, a well-planned security program, which is
discussed below, should provide the means for managers to target these experiential
factors and reinforce sound security policies that are consistent for all users.

According to Straub and Welke [80], a rigid security program includes actions that
are devoted to deterrence and act to reduce the perpetrator’s chances for success and
reduce the target’s likelihood of being victimized (see also [35]). Currently, there are
two main methods for deterring phishing. The first is through automated means, such
as through antiphishing software and toolbars that are now available widely from
Internet service providers. Unfortunately, automated means are often ignored or mis-
understood by users [84]. The key to success with antiphishing software lies with the
ability of the user to make the right decision based on information given to the user
by the software [21, 74]. As noted by Sheng et al., “there is always a case with this
software where people have to make decisions on their own” [74, p. 89].

The second popular method for deterring phishing involves educating users [24], a
method that the current results suggest holds the most potential. Institutions such as the
New York State government have adopted contextual training in which users are sent
simulated e-mail phishing and are given materials at the end of the study on combating
phishing [34]. Another approach to training is called the embedded approach, wherein
users role-play on a mocked-up e-mail inbox and are presented with several different
scenarios. Participants are exposed to several types of e-mail phishing and are able to
experience the results of appropriate and inappropriate responses [52, 74]. Such tools
not only provide experiential education but aim to improve Web users’ self-efficacy
as well, as they gain confidence dealing appropriately with strange requests made via
e-mail. Although initial results of these methods are promising, it is unclear if users
develop an understanding of how the training tools differ from their own mail client.
The results of the current research suggest that improving the CSE could contextualize
the issues that occur throughout a normal working day so that informed decisions can
be made correctly about incoming e-mails. Likewise, the gain in Web experience and
increased security knowledge resulting from training should make users less susceptible
to deception. Table 4 summarizes how our findings integrate with the contemporary
antiphishing tools and training methods.

Overall, “quick fix” solutions probably will not provide long-term deterrence, as
attack methodologies do change, and simple zero-tolerance policies may not produce
desirable results. An easy rule of thumb for managers and employees might simply
be to refuse to honor an unexpected request for information from a stranger, but such
a policy could produce “false positive” judgments and prevent valid requests from
being fulfilled. Rather, the current, truncated model of IDT suggests that e-mail users
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should actively engage and prolong the conversation with people making requests for
information through e-mail, in the hopes of either validating legitimate requests or
deterring the phishers who have no desire to extend the communication.

The results presented here indicate, as Grazioli and Jarvenpaa [37] and other
information security advocates have found, that the most effective way to combat
deception online is to educate Web users on the tactics used by social engineers such
as phishers. Technological tools, such as phishing toolbars and e-mail filters, can
be effective as long as security definitions are kept current, but even then the risk of
“false positive” judgments can result in errors in caution. The Web user is the last line
of defense, and given the current state of technology, potentially the most accurate
judge. Instituting policies that require workers to maintain active communication with
someone requesting information could be effective in combating phishers, especially
if combined with two- or three-factor authentication (“who you are, what you have,
and what you know”) or “speak-easy” security (a shared secret between communica-
tors). Such policies could help eliminate the noninteractive phishers as well as identify
messages from seemingly familiar sources that have been spoofed.

NOTES

1. A decision was made by the research team to only include subjects who could provide
evidence they received the phishing e-mail. An analysis of variance (ANOVA) was conducted
to see if these subjects possessed any difference in individual behavioral traits from that of the
subjects in the final pool. No statistical differences were found for all six constructs (p > 0.05
for all six constructs).

2. Muthen and Muthen [66] posit the following criteria for determining sample size: (1) bias
of the parameter and the associated standard errors do not exceed 10 percent for any parameter,
(2) any factor covariance standard error does not exceed 5 percent, and (3) the coverage at the
95 percent confidence is between 0.91 and 0.98.

3. The goodness-of-fit test proved significant (p < 0.001), and both the Kaiser—Meyer—
Olkin (KMO) and the Barlett’s test provided values of 0.943 and p < 0.001. The pattern matrix
clarified the reduction process, further providing that all items loaded above 0.6 and with no
cross-loadings above 0.3.

4. The model was reanalyzed to include one subject who responded with a question to the
phishers or responded with incorrect information. This model did not statistically increase the
overall fit of the model to the data.
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Appendix A. Survey Instrument

Item
Variable/ adapted
item code Item from
Computer efficacy’ [15]
Complete the following sentences: “l could complete most jobs using
an unfamiliar software package . ..
CSE1 If | could call someone for help if | got stuck.
CSE2 If someone else had helped me get started.
CSE3 If I had a lot of time to complete the job for which the
software was provided.
CSE4 If | had just the built-in help for assistance.
CSE5 If someone showed me how to do it first.
Web experience? [23]
On average, how much time per week do you spend on each of the
following Web activities?
WebExp1 Reading news on the Web?
WebExp2 Reading and/or posting messages to social sites?
WebExp3 Accessing information on the Web about products
and services you may buy?
WebExp4 Shopping (e.g., actually purchasing something) on
the Web?
Disposition to trust® [58]
Trust1 | usually trust people until they give me a reason not
to trust them.
Trust2 | generally give people the benefit of the doubt when
| first meet them.
Trust3 My typical approach is to trust new acquaintances
until they prove | should not trust them.
Risk beliefs® [48, 56]
Risk1 In general, it would be risky to give (my information) to
online companies.
Risk2 There would be high potential for loss associated with
giving (my information) to online firms.
Risk3 There would be too much uncertainty associated with
giving (my information) to online firms.
Risk4 Providing online firms with (my information) would
involve many unexpected problems.
Suspicion of humanity?® [61]
Susp1 People are usually out for their own good.
Susp2 People pretend to care more about one another than
they really do.
Susp3 Most people inwardly dislike putting themselves out to

help other people.

Notes: ' Seven-point Likert scale, 1 = “not confident at all” to 7 = “totally confident.” > Seven-
point scale, none/1-30 minutes/30-60 minutes/1-2 hours/2—4 hours/4-8 hours/8+ hours. 3 Seven-
point Likert scale, 1 = “strongly disagree” to 7 = “strongly agree.”
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