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ABSTRACT: Theft of software and other intellectual property has become one of the
most visible problems in computing today. This paper details the development and
empirical validation of a model of software piracy by individuals in the workplace.
The model was developed from the results of prior research into software piracy, and
the reference disciplines of the theory of planned behavior, expected utility theory,
and deterrence theory. A survey of 201 respondents was used to test the model. The
results indicate that individual attitudes, subjective norms, and perceived behavioral
control are significant precursors to the intention to illegally copy software. In addi-
tion, punishment severity, punishment certainty, and software cost have direct effects
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on the individual's attitude toward software piracy, whereas punishment certainty has
a significant effect on perceived behavioral control. Consequently, strategies to re-
duce software piracy should focus on these factors. The results add to a growing
stream of information systems research into illegal software copying behavior and
have significant implications for organizations and industry groups aiming to reduce
software piracy.

KEY WORDS AND PHRASES: computer ethics, deterrence theory, expected utility theory,
software piracy, theory of planned behavior.

ESTIMATES INDICATE THAT THE ILLEGAL COPYING of software is widespread and costs
software manufacturers billions of dollars annually, despite the many legislative and
enforcement mechanisms that have been developed in the past two decades. Over
one-third of all PC software packages installed in 2000 were illegal copies, resulting
inan$l 1.75 billion loss for the software industry 19J, Whereas many industry groups
promote the goal of eliminating this illegal activity, the prevalence of personal com-
puters throughout organizations and the ease with which software can be copied make
this a relatively simple action to commit and a difficult crime to detect. In more recent
years, the Internet has provided a means for software users to easily transport stolen
software around the world. The fact that the crime may appear victimless to the per-
petrator further complicates matters. The "software pirate" may see the action as
causing little harm to a faceless, billion-dollar company. Technical ettbrts to prevent
illegal copying have gained limited success, at best, and in some cases possibly re-
duced profits of software companies [14, 25]. The problem of intellectual property
rights infringement has also spread to the music and motion picture industries, where
losses are estimated to be in the billions of dollars [30].

Taking these problems very seriously, industry groups have studied the issue, in-
cluding the Business Software Alliance (BSA) and the Software and Information
Industry Association (SIIA), formed by the merger of the Software Publishers Asso-
ciation (SPA) and the Information Industry Association (IIA). These groups have
attempted to combat software piracy through a two-pronged campaign, including
education and punishment. By spreading information regarding the immoral nature
and the illegality of the act. both organizations are attempting to impact the norms
and attitudes of computer users. For example, the BSA offers a free sample corporate
policy on its Web site, and the SIIA provides free auditing software, along with many
press releases and reports documenting the potential damage of illegal software copy-
ing. The second paing involves the aspect of punishment. By advertising their piracy
hot lines and the punishments that can be incurred, the BSA and SIIA are raising
awareness of the fact that people are caught and punished for this crime. Both organi-
zations are also involved in promoting more stringent and up-to-date laws prohibiting
illegal software copying. Individual organizations use similar strategies. Many com-
panies now publish ethical codes of conduct, and punishment for illegal software
copying can be severe.
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This paper builds on the growing research into the Illegal copying of software by
developing a software piracy model focusing on the decision-making process of the
individual. The model integrates theory and research from a variety of sources and
extends previous work based on social psychology constructs to identify factors that
lead to the decision to copy software illegally (e.g., 113,19,26]). The development of
such a model will help to validate or invalidate the actions and strategies of organiza-
tions attempting to combat the software piracy problem. In an industry that employs
over 2 million people and generates over $140 billion in annual revenues 18J, a threat
such as software piracy is a major concern. A better understanding of the roles of the
individual's attitude, subjective norms, perceived behavioral control, software cost.
and punishment factors in the decision to commit software piracy will aid in the
development of mechanisms to reduce this illegal practice.

Theoretical Development

Literature Review

THE ILLEGAL COPYING OF SOFTWARE was raised as a major issue of concern in the
academic literature in the mid-1980s, when Richard Mason's [35] seminal paper on
the four major ethical Issues of the information age specifically cited intellectual prop-
erty rights as a topic deserving greater study. Four years later. Straub and Collins [54]
listed software piracy as a key information issue facing managers and suggested po-
tential ways to reduce the problem, such as organization-wide adoption of basic soft-
ware applications.

Much of the initial research into illegal software copying consisted of descriptive
surveys measuring the attitudes and practices of students and professionals. The term
sojhvare piracy was generally used to indicate any illegal software copying activity.
Shim and Taylor [48, 49] surveyed both managers and business school faculty and
found that 90 percent of business faculty believed that their colleagues copied soft-
ware illegally and over 50 percent of managers indicated that they had committed
software piracy. The surveys also found that younger managers were more prone to
practice software piracy than their older counterparts. This is a trend that runs through-
out the literature, and indicates that the practice may increase in frequency as these
managers replace the older generation. Oz [39], Paradice [40], Solomon and O'Brien
[51], and Kievit [31] all found similar results when studying student populations,
with Oz reaching the disturbing conclusion that "young professionals have no scruples
about copying software illegally" [39, p. 26]. Christensen and Eining [13] found that
business students lacked an understanding of the laws regarding copying software.
Paradice [40] concluded that it was especially important for management informa-
tion systems (MIS) managers to make their new employees specifically aware of their
departments' ethical corporate policies. In another study, Sims et al. [50] found that
males copied software illegally more frequently than females, and younger stu-
dents were more likely to pirate software than older students. Peace [41 ]. surveying
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computer-using professionals, found that 50 percent of the respondents admitted to
copying software illegally.

Using an analytical modeling approach, Gopal and Sanders [25] theorized that de-
terrence measures could be used to increase software manufacturer profits by dis-
suading individuals from illegally copying software, and found empirical evidence to
support their theory. They also determined that preventive measures, such as anti-
copying devices, did not positively aftect profits. In a later study, the authors con-
cluded that the existence of a domestic software industry is inversely related to piracy
rates in a country [26]. The authors ai^ued that enforcement of intellectual property
laws is more likely to occur when a domestic software industry exists.

Gopal and Sanders [26] also argued for the continued development of a behavioral
model of softwaie piracy activity as a tool for understanding the actions of software
pirates. They tested a model developed using demographic and ethical dimensions,
and found that it was better suited to a U.S. sample than a sample taken in India. The
authors called for additional research with revised models and improved scales, given
the importance of the piracy problem. More recently. Gopal and Sanders [27] pro-
posed a strategy for combating piracy using price discrimination.

Applying a diflerent approach than most studies in the IS literature, Thong and Yap
[57] utilized an ethical decision-making theory adapted from the marketing litera-
ture. The authors found that entry-level information systems (IS) personnel used hoth
deontological and teleological evaluations to arrive at an ethica! decision regarding
software piracy, and concluded that efforts to encourage ethical behavior in IS per-
sonnel should include training in ethical analysis and enforcement of an organiza-
tional code of ethics. By themselves, codes of ethics have been found to have no
specific effect on illegal software copying bebavior [29. 42].

Interestingly, some research has found that illegal software copying may not neces-
sarily be a damaging act to the software industry. Software piracy acts as an alternate
distribution stream for software and may lead to an increase in sales, as individuals
who may not have been aware of the product through normal distribution channels
are exposed to the software. These individuals may eventually purchase the software
or encourage others to purchase the software legally. One study found that software
piracy may be responsible for more than 80 percent of new software buyers [24]. The
software industry, through its actions, clearly does not agree with this claim and the
action of software piracy is certainly illegal, if not harmful, in most countries.

In summary, the prior literature on software piracy mainly involved conceptual
discussions, analytical modeling, and descriptive surveys, with limited process stud-
ies. As software piracy describes the act of an individual illegally copying software,
behavioral models that focus on individual decision-making will be suitable avenues
for studying the software piracy problem.

Theory of Reasoned Action

A stream of research in social psychology suggests that a person's behavioral inten-
tion toward a specific hehavior is the major factor in whether or not the individual
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will carry out the behavior [3, 21]. Behavioral intention is, in turn, predicted by the
individual's attitude toward the behavior and subjective norms. This is referred to as
the theory of reasoned action (TRA). The individual's attitude is his or her feelings of
favorableness or unfavorableness toward performing the behavior. This attitude is
formed by tbe individual's beliefs of the consequences and outcomes of tbe behavior.
An individual who believes tbat an action will lead to positive results will have a
favorable attitude toward the behavior. This positive attitude will affect intention,
which, in turn, will lead to the actual behavior. Subjective norms refer to the individual's
perception of the pressures from the social environment, and are often referred to as
peer norms. This is the pressure that the individual feels from friends, peers, authority
figures, and so on. to perform or not perform the behavior in question. Much support
has been found for the predictive ability of this theory [471. although it bas also been
found lacking in tbe explanation of ethical decision-making in situations involving
computer issues [33].

Christensen and Eining, in a pair of studies [13, 19], utilized TRA with some suc-
cess in the study of illegal software copying. Attitude toward software piracy and peer
norms were found to be directly related to software piracy behavior. Individuals wbo
pirated software appeared to beiieve that their peers viewed this as an acceptable
action and that the act of piracy was not unethical. However, these studies did not
utilize a construct for piracy intention; instead tbey focused on past piracy behavior.
The authors concluded with a call for further research into tbe underlying beliefs that
act as precursors to the attitude and peer norm factors.

Theory of Planned Behavior

The theory of planned behavior (TPB) was developed when the factor of perceived
behavioral control was added to TRA [1, 7]. TPB posits that behavior is determined
by the intention to perform tbe behavior, which is predicted by three factors: attitude
toward the bebavior, subjective norms, and perceived behavioral control. TRA pro-
vides theoretical justifications for tbe links from attitude and subjective norms through
intention to behavior. The additional factor, perceived behavioral control, is the
individual's perception of his or her ability to commit tbe bebavior. A person witb a
high level of perceived behavioral control has confidence in his or her ability to suc-
cessfully carry out the action in question. According to TPB, perceived behavioral
control is theorized to impact the intention to perform the behavior.

Much research has been done to validate TPB empirically. Armitage and Conner
[5] list 185 studies in various domains utilizing the theory, almost all of which found
significant supportive evidence. Whereas the original model of TPB posited interac-
tion effects between tbe factors, research has only revealed tbe existence of main
effects [7].

It should be noted that, in the specific area of technology acceptance, the rival
technology acceptance model (TAM) bas been found to explain more variance than
TPB. However, TPB provides more specific information regarding the factors that
users consider when making a decision [36]. Both models explain intention well.
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although TAM's focus on the acceptance of technology, as opposed to the behavior in
general, makes the model less applicable to this study.

The relative importance of attitude, subjective norms, and perceived behavioral
control are expected to vary across situations [I, 71. Therefore, it is important to
examine each specific behavior (such as software piracy) and the significance of each
factor in predicting the behavior. For example, perceived behavioral control was found
to be a leading factor in the decision to cheat on an exam or shoplift [71. whereas
attitude was found to be more important in the decision to lose weight [45] and use
information technology (56j. While attitude and peer norms have been shown to be
factors in illegal software copying behavior [13, 19], the role of perceived behavioral
control has not received adequate attention. Research comparing the efficacy of per-
ceived behavioral control with attitude and peer norms in predicting unethical behav-
ior needs to be carried out.

To summarize the usefulness of TPB as the base for a predictive model of software
piracy, several hypotheses can be posited. Turning our attention toward the tbree an-
tecedents of intention, links have been made between attitude and intention (e.g., [45,
56]), between subjective norms and intention (e.g., [1, 55]), and between perceived
behavioral control and intention (e.g., [7]). Therefore, it is proposed that a more posi-
tive attitude toward software piracy, a higher level of subjective norms toward com-
mitting software piracy, and a higher level of perceived behavioral control will all
lead to greater intention to commit software piracy. This leads to the following hy-
potheses;

HI: A more positive attitude toward software piracy will lead to greater intention
to commit software piracy.

H2: A higher level of subjective norms supportive ofsoftv^'are piracy will iead to
greater intention to commit software piracy.

H3: A higher level of perceived behavioral control will lead to greater intention
to commit software piracy.

Ajzen [ 1 ] asserted that behavioral beliefs influence attitude toward a behavior. These
beliefs link the behavior to a certain outcome. The more positive the outcome, as
perceived by the individual, the more positive the individual's attitude toward that
behavior. In the case of illegal software copying, expected utility theory and deter-
rence theory can be used to identify factors that may affect the possible outcomes of
the behavior of software piracy.

Expected Utility Theory

Economic issues, such as costs and benefits, are also commonly claimed to be factors
in a person's decision-making process. For example, a lack of financial resources has
been cited as a reason for illegal software copying behavior (e.g., [51]}. Expected
utility theory posits that a rational, self-interested individual will choose the course of



SOFTWARE PIRACY IN THE WORKPLACE: A MODEL AND EMPIRICAL TEST 159

action that maximizes his or her expected utility, when faced with risky choices. The
individual making the decision weighs the potential outcome of each alternative, tak-
ing into account the expected costs and benefits, and the probahility of each alterna-
tive occurring. The costs' and benefits do not necessarily have to be fmancial in nature;
the individual converts noncomparable items (e.g., software cost versus jail time) into
comparable measurement units, namely "utils," via a utility function (a mathematical
representation of preferences). The alternative with the highest expected outcome is
selected [44, 46J.

In most cases, computer users have three possible courses of action when faced
with a situation in which software can be used: purchase the software, do without the
software, or illegally copy the software. It is possible to describe these choices in
terms of expected utility theory. In order to do so, it is necessary to determine the
costs and benefits involved. In the case of illegal copying, costs result not only from
purchasing the software but also from the punishment level and the probability that
the punishment will be incurred. The expected utility of illegal copying is the ex-
pected benefit gained from the action less the expected cost (calculated using the
punishment probability and punishment level). The individual will illegally copy the
software when the expected utility of software piracy is greater than the expected
utility of not committing software piracy.

Expected utility theory is a fundamental tenet of much of the analytical work un-
dertaken to date in the area of .software piracy (e.g., [10, 14,25. 26]). Either implicitly
or explicitly, the factors identified using utility theory have been clearly shown to
have an impact on the software piracy decision. In a survey of graduate and under-
graduate students, it was found that the leading reason for people to illegally copy
software was that the software was too expensive to purchase, indicating tbat the
benefits of purchasing the software were outweighed by the costs [II]. Similarly,
material consequences (the perceived value of gains and losses associated with soft-
ware piracy, including punishment factors) have been found to have a significant
effect on illegal software copying behavior [19]. A negative correlation between pi-
racy rate and per capita gross national product (GNP) has also been demonstrated
[27]. The lower a country's annual per capita GNP. the higher the rate of software
piracy. This is especially pronounced for countries with annual per capita GNP of less
than $6,000. The implication is that individuals in very poor countries cannot afford
relatively expensive software packages, which leads to higher piracy rates.

These cost factors can be incorporated into the TPB model to provide a more com-
prehensive view of the individual's decision-making process, when it comes to soft-
ware piracy. As stated previously, the attitude factor in TPB is posited to have
antecedents related to the possible outcomes of the behavior. In the case of software
piracy, a major factor identified by expected utility tbeory is the cost of the software
itself The higher the cost of the software package, the more financially rewarding the
act of software piracy becomes. This factor can be included in the TPB framework as
an antecedent of attitude. It is po.sited that a higher software cost will lead to a more
positive attitude toward software piracy, as a greater benefit will be obtained through
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the illegal copying of the software. Consequently, the following hypothesis can be
posited:

H4: Software cost will have a positive effect on attitt4de toward software piracy.

Simply stated, the higher the cost of the software, the more likely it is that the
individual will have a positive attitude toward software piracy. A discussion of ex-
pected costs with respect lo punishment levels and probability of punishment is closely
linked to deterrence theory and appears below.

Deterrence Theoi^

The punishment probability factor and the punishment level factor described above
are referred to in deterrence theory literature as punishment certainty and punishment
severity, respectively (e.g., [58]). As with expected utility theory, deterrence tbeory
proposes that, as punishment certainty and punishment severity are increased, the
level of illegal behavior should decrease. In essence, the unwanted behavior can be
deterred through the threat of punishment. Ehrlich [17.18] directly related this theory
to economic factors and found that many crimes against property are related to the
expected gains of the crime versus the expected costs at the margin, much as is pro-
posed in the previous section. The author found that the rate of some felonies is posi-
tively related to estimated gains and negatively related to expected costs. Straub [53]
noted that deterrence measures are a useful primary strategy for reducing computer
abuse. These findings have a direct bearing on the illegal software copying problem.
The low probability of being caught was listed in a recent survey as the seventh most
important reason in the decision to illegally copy software [11].

Not only does deterrence theory identify the importance of the punishment cer-
tainty and punishment severity in the decision to illegally copy software, it also high-
lights the importance of cost. A strong correlation has been found to exist between
income inequality and crimes against property [ 18]. This may be due to the fact that
those with less income perceive more potential gain from illegally obtaining property
than those for whom the cost of obtaining the property legally is relatively lower. In
the case of software, the lower the cost of the software package, the less the gain, if it
is pirated. The feeling that others can afford to be victims may also be a factor. Once
again, Gopal and Sanders's [27J findings regarding piracy rates and per capita GNP
lend support to tbis line of reasoning.

As witb software cost above, punishment certainty and punishment severity are
variables that directly relate to the expected outcome. Therefore, in the TPB context,
it is posited that each of these factors affects the attitude of the individual toward
software piracy. As the chances of being caught and tbe level of punishment increase,
the individual's attitude toward software piracy will become less positive. This leads
to the following hypotheses:

H5: Punishment severity will have a negative effect on attitude toward software
piracy.
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H6: Punishment certainty will have a negative effect on attitude toward software
piracy.

The perceived bebavioral control factor in TPB is determined by control beliefs [ 1 ].
These control beliefs relate to the individual's perceptions of the resources and op-
portunities necessary to commit the act. In the case of software piracy, a limiting
factor on the ability to commit piracy successfully is the probability of detection. It is
assumed that, in most cases, the individual will perceive that the detection of the
software piracy will lead to the action being halted. This possibility of detection lim-
its the individual's ability to illegally copy the softwaie. Therefore, perception of
probability of detection (punishment certainty) is predicted to be a control belief
affecting the individual's perceived behavioral control. The greater the chance of be-
ing caught, the lower the individual's level of perceived behavioral control. This leads
to the final hypothesis:

H7: Punishment certainty will have a negative effect on perceived behavioral
controL

Summary

Each of the theories discussed above provides valuable insight into the process be-
hind the software piracy behavior of the individual and the factors involved. Using
TPB as a framework, this paper integrates these factors together into a software pi-
racy model (see Figure I). The hypotheses developed above are all represented in the
model, as is the nature of each relationship {positive or negative). As can be seen, the
TPB framework is extended using the factors identified by expected utility theory and
deterrence theory. Each of the factors identified by these theories is included as an
antecedent to the attitude factor, as each operates as a behavioral belief related to the
potential outcome of the software piracy decision. Punishment certainty is also in-
cluded as a predictor of perceived behavioral control, as the perceived possibility of
being caught is posited to affect the individual's perception of whether or not he or
she could commit the action.

Researcli IVIethodology

Questionnaire Development

THE SOFTWARE PIRACY MODEL WAS TESTED using data collected from a questionnaire
survey. The questionnaire items ufilized in this study are presented in Appendix A. In
order to avoid a situation in which subjects had differing ideas as to what constitutes
piracy, subjects were specifically advised, both in the written instructions on the ques-
tionnaire and in the verbal instructions given by the survey administrator, that the term
software piracy referred to the illegal copying of software in the workplace. No previ-
ously validated questionnaire was available for specifically measuring the factors of
attitude toward software piracy, subjective norms, perceived behavioral control, and
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Figure 1. Software Piracy Model

software piracy intention. However, surveys have been carried out with the aim of
measuring these TPB constructs in the study of other dishonest hehaviors. For ex-
ample. Beck and Ajzen [7] developed validated questionnaire item.s to test the applica-
bility of using TPB in predicting individuals" dishonest behavior in the areas of cheating
on exams, lying, and shoplifting. Using their instrument as a hase, a similar set of
items was developed for this study. The original questionnaire items were modified by
replacing the dishonest activity previously used with the term software piracy. The
specific items used to measure perceived hehavioral control were also found to he
consistent with validated items used in other studies [2j.

No previously existing set of items could he identified to measure the individual's
perception of punishment certainty, punishment severity, or software cost. Therefore,
new items were developed to measure these constructs. The items did not ask the
respondent to give specific figures for these constructs but. instead, attempted to gauge
whether the individual perceived the items to he high or low. Specific values are not
important in this study, as a specific number perceived as high by one individual may
be perceived as low hy another.

Due to the need for anonymity in ethics research in order to encourage truthful
responses from individuals about their personal activities, we could not identify the
respondents for a foliow-up survey to determine their predicted software piracy be-
havior. Further, it would not be easy to measure the predicted software piracy behav-
ior, due to its relatively infrequent occurrence and social desirability effects [59].
Hence, we utilized their software piracy intention as a proxy for their predicted soft-
ware piracy behavior. While using such a measure is limited by the cross-sectional
nature of this study, it does provide an indication of the predicted software piracy
behavior in the near future. There is strong support from prior studies on TPB. TRA,
and TAM of the link between intention and future behavior (e.g.. [4, 16.47, 55]).

The questionnaire was tested extensively for validity before the actual survey. As
described above, previously validated items were slightly modified to create some of
the items used in this survey instrument. While the use of previously developed con-
structs and questionnaire items aids in creating a valid instrument, it does not, in
itself, ensure validity [52]. As suggested by Cronbach [15], an iterative review pro-
cess was undertaken to maximize content validity. This included the distribution of a
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preliminary version of the questionnaire to five experts in the academic field and a
sample often IS professionals. After the items were slightly modified, based on the
feedback gathered, the instrument was pilot tested on 38 individuals, resulting in
some further minor changes. The final version of the questionnaire was reviewed by
five academic and five practitioner experts, and a consensus was reached regarding
the clarity and validity of the instrument. Finally, the research variables were exten-
sively tested for reliability and construct validity, upon completion of the entire sur-
vey process (see below).

Sample

The survey was conducted on a sample of working adults taking evening classes in
the part-time MBA program of a mid-Atlantic U.S. university. All of the respondents
were employed at the time of the survey. This group was deemed to be appropriate for
the study for a number of reasons. First of all. these individuals had some training
with computer systems in their classes and almost all used computers in their every-
day workplace and at home. Therefore, they had the necessary skills and technology
to commit software piracy, if they so wished, and potentially had access to software
Ihat couid be copied. Second, these individuals were at a stage in their lives where
they were contributing members of society with an understanding of the responsibili-
ties that this entails. They had a good understanding of the purchase cost of software,
the business environment in which the software industry operates, and would most
likely have some understanding of the potential legal impacts of software piracy.
Third, these individuals were working adults who will most likely be the role models
and policy-makers of the future. Most of these MBA students were already advancing
in their business careers and either already were, or will eventually become, senior
managers in their respective organizations. It is important to understand the decision-
making process of those individuals who, in the future, will be setting policies regard-
ing such things as intellectual property rights. Last but certainly not least, the sample
was readily available.

The survey was completely anonymous (although the respondents were informed
that group totals may be released). Instructors in several evening classes distributed
the questionnaires, introduced one of the authors to make some brief comments about
the study, and invited the students to take some time to complete the surveys before
starting class. No rewards were given for participation and no penalties were incurred
for not participating. As each student was given a single questionnaire and each re-
turned a questionnaire, there was no way to know who filled in a questionnaire and
who chose not to. Of 264 questionnaires that were distributed, 203 were returned
completed, yielding a response rate of 76.9 percent. This high response rate can be
attributed to the willingness of the students to participate, given the requests of the
professors and the convenient nature in which the questionnaire was administered.
Due to some missing data on two questionnaires, the data analysis was based on the
remaining 201 questionnaires with complete data, yielding a usable response rate of
76.1 percent. Sixty-one percent of Ihe respondents were male and the mean age was
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29.1 years. All of the respondents had completed a Bachelors level degree, at a mini-
mum, whereas 96 percent of the respondents used computers on a daily basis.

Results

THE DEMOGRAPHIC DATA SUPPORTED previous surveys on illegal software copying
behavior. Fifty-two percent of the total sample admitted to illegally copying software
at least once a year, on average, whereas 59.2 percent stated that they had copied
software illegally at least once. Interestingly, only 6.5 percent indicated that they
knew of an individual in their organization who had been caught copying software
illegally, and the mean response to the question "In your opinion, what percentage of
people who commit software piracy are caught?" was 8.8 percent.

The software piracy model was tested using partial least squares (PLS). PLS is a
powerful second-generation multivariate technique for analyzing causal models in-
volving multiple constructs with multiple observed items [22]. In contrast to factor
analysis and traditional regression, which analyze the measurement and structural
models separately, PLS assesses both models simultaneously in an optimal fashion.
The software utilized was PLS-Graph Version 2.91. All constructs were modeled as
reflective measures. The jackknifing procedure (201 resamples with d.f. = 2(X)) was
used to estimate the significance of the path coefficients.

Measurement Model

In PLS, analysis of the measurement model involves examining the item reliability,
convergent validity, and discriminant validity [23J. Convergent validity is determined
by the composite reliability of each construct and the average variance extracted by
each construct. As seen in Table 1, the composite reliabilities were above the recom-
mended 0.70 level- [28, 38]. whereas the average variances extracted were above
0.50 for all constructs. As shown in Tahle 2. all items loaded highest on their intended
constructs with all factor loadings greater than 0.70 (all /-values > 13.56). Hence, the
constructs demonstrated more than adequate reliability and convergent validity.

Discriminant validity is the degree to which items differentiate between constructs
or measure different constructs. From Table 3, the shared variance (or squared corre-
lation) between any two constructs was less than the average variance extracted by
the items measuring the constructs, demonstrating adequate discriminant validity [23].
Further, the conllnnatory factor analysis results in Table 2 also provided evidence of
discriminant validity.

Structural Mode!

Following confirmation of acceptable psychometric properties in the measurement
model, we examined the analysis of the structural model. In PLS, the predictive power
of the structural model is assessed by the R^ in the endogenous constructs [6, 12].
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Table 1. Reliability and Convergent Validity

Construct

Punishment severity
Sevel
Seve2

Software cost
Cost1
Cost2
Cost3

Punishment certainty
Certi
Cert2

Attitude
Atti
Att2
Att3
Att4

Subjective norms
Normi
Norm2
Norm3

Perceived behavioral control
PBC1
PBC2

Piracy intention
PInti
Plnt2
Plnt3

Mean

3.14
3.27

3.96
3.76
3 ^

4.20
3.82

2.47
2.62
2.70
2.64

3.00
3.44
3.40

3.67
4.05

3.37
2.99
3.29

Standard
deviation

1.27
1.23

0.83
0.96
0.99

1.02
1.14

0.98
1.00
0.96
1.04

1.00
1.18
1.12

1.43
1.18

1.31
1.18
1.27

Composite
reliability

0.95

0.90

0.92

0.94

0.87

0.92

0.94

Average
variance
Extracted

0.91

0.74

0.85

0.79

0.70

0.85

0.84

Sixty-five percent of the variance in soft\%>are piracy intention. 24 percent of the vari-
ance in attitude toward software piracy, and 46 percent of the variance in perceived
behavioral conttvl were accounted for by the model (see Figure 2). The percentages
of variance explained were greater than 10 percent, implying a satisfactory and sub-
stantive model [20|. All of the hypotheses were supported with the path coefficients
significant alp< 0.05.

The results show that software piracy intention is determined by the individual's
attitude toward software piracy, subjective norms of his or her peers, and his or her
level of perceived behavioral control. Attitude (P= 0.538) has the strongest effect on
software piracy intention, followed by subjective norms (P= 0.275) and perceived
behavioral control ([3= 0.136). When analyzing the relationships between attitude
and its predicted antecedents, the results were equally encouraging. Belief of the
punishment severity (p= -0.256) was found to have the strongest relationship with
attitude, followed closely by punishment certainty (p = -0.239) and software cost
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Table 3. Discriminant Validity

Construct

1.

2.
3.

4.
5.
6.

7.

Punishment
severity
Software cost
Punishment
certainty
Attitude
Subjective norms
Perceived
behaviorai control
Piracy intention

0.91
0.00

0.22
0.13
0.18

0.08
0.12

0.74

0.02
0.06
0.03

0.01
0.09

0.85
0.15
0.30

0.46
0.23

0.79
0.40

0.11
0.57

0.70

0.18
0.45

0.85
0.18 0.84

Note: Diagonals represent the average variance extracted. Other entries represent the shared
variance.

Perceived
Behavioral

Control-0.678
(T=14.43)

Figure 2. Path Coefficients for Software Piracy Model.

(p = 0.219). Finally, the identification of punishment certainty as a control belief
affecting perceived behavioral control was strongly supported (P= -0.678).

Discussion and Implications

TPB Variables

FOR ORGANIZATIONS, THE RESULTS IMPLY that the factors identified by TPB can be
manipulated to yield the desired effects. There is much validation for the strategies
currently being utilized by the BSA and the SIIA. As stated previously, the BSA. the
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SIIA, and other industry groups and individual organizations have clearly attempted
to promote an environment that favors anti-software piracy attitudes and behaviors.
For example, the BSA provides free sample corporate policies on its Web site. This
study provides evidence that such a tactic is a useful tool in fighting unwanted behav-
iors such as software piracy. An individual's attitude toward software piracy is clearly
a precursor to software piracy intention, which leads to software piracy behavior. By
altering attitudes toward software piracy, it should be possible to alter the amount of
illegal software copying committed. In addition, influencing individuals' altitudes
toward software piracy can reinforce the subjective norms of their peers. Individuals
whose peers view software piracy as unethical or illegal tend to believe similarly that
the act of software piracy is not ethical or legal, and will be less likely to commit the
crime.

Punishment Severity and Certainty

There is evidence thai punishment can be a tool in the fight against .software piracy.
Punishment severity and punishment certainty were both significantly related to atti-
tude. Increasing tbe punishment certainty can also lead to a decrease in software
piracy intention through perceived behavioral control. However, one early study found
that less than 10 percent of business students believed that software copyright laws
were enforced [13], whereas the average respondent in this study indicated that less
than 9 percent of software pirates are caught. Exact levels of software piracy detec-
tion and prosecution are difficult to determine and require further research, but rais-
ing people's f)erceptions of tbe levels of punishment certainty and punishment severity
should make it possible to reduce their intention to commit software piracy.

Organizations intent on eliminating illegal softwaie copying witbin their ranks should
consider instituting (and publicizing) significant punishments. Software tbat is avail-
able today (sucb as that available from the BSA or the SIIA) makes it very easy to
perform audits of bard disks. This study indicates that creating and maintaining an
audit strategy may, indeed, be a deterrent to software piracy. Such policies must be
strictly enforced to achieve the desired results. It is the perception of punishment
certainty and punishment severity that is important. If individuals perceive high lev-
els of these factors, the study indicates that their intentions to commit software piracy
will decrease. Simply baving the rules on the books will do little to create change, if
the rules are not enforced. Punishments sbould be clearly defmed and communicated
to tbe relevant audience.

The strength of the relationship between punishment certainty and perceived be-
havioral control is worth noting. This indicates that the more likely an individual
perceives tbe chance of being caught, the less the individual perceives himself or
herself as having the ability to commit software piracy. Tbis adds support to the role
of auditing in the organization. Increasing the chances of being caught clearly re-
duces the individual's perceived ability to commit the crime and, tberefore, reduces
software piracy. Of course, auditing requires time and cost, and does not directly
contribute to tbe bottom line. Therefore, it may not be high on an organization's list
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of priorities. However, as part of an overall anti-software piracy campaign, its impor-
tance cannot be overlooked. The actions of tbe BSA and the SIIA to publicize tbeir
piracy hotlines appear to be appropriate mechanisms for lowering the net utility of
illegal software copying.

Software Cost

Software cost also plays an important role in modifying tbe individual's attitude to-
ward software piracy. If software is very expensive, tbe perceived benefits of pur-
chasing the software may be outweighed by its cost. The lower the cost of the software
package, tbe less the gain if it is illegally copied. Whereas hardware bas demonstrated
a significant increase in value for money over time, software may not be viewed in a
similar manner by customers constantly faced with operating system and application
upgrades and new releases 137J.

While currently not part of the strategy of organizations such as the BSA and the
SIIA, tbe cost factor may bave to be taken into account by developers in .setting a
price for their software. The fmdings support suggestions to use price discrimination
strategies to reduce illegal software copying 110, 27, 371. This study supports the
view that the higher the cost of software, the more likely it is that tbe individual will
copy the software package illegally. Consequently, in countries with significantly
lower per capita GNP, it may make sense to lower prices in an effort to gain customers
and reduce software piracy. Otber anti-software piracy measures, such as educational
campaigns and enforced copyright laws, may also be worthwhile. Whereas copyright
laws are developed and promoted in countries with little or no software industry.
U.S.-based software companies can institute country-dependent software pricing. The
software industry may be missing an important ingredient in their etl̂ ôrts to control
illegal software copying. Further research in this area would be useful, to confirm tbe
viability of this strategy.

Theoretical Implications

The PLS analysis shows that all of tbe hypotheses were supported witb significant
variance explained, indicating that the proposed model is a useful tool for analyzing
tbe software piracy decision. In particular, the TPB structure is an important part of tbe
software piracy model, and both expected utility theory and deterrence theory prove to
be suitable theories for identifying critical antecedents of both attitude towjird software
piracy and perceived behavioral control. The results of this study show tbat an inte-
grated model of software piracy based on TPB can be developed with success.

ll is interesting to note that attitude toward software piracy is clearly the strongest
predictor of software piracy intention. The importance ofthe factors predicting inten-
tion can be expected to vary across situations 11, 7j. so it is useful to determine wbich
factors are most important in the specific case of software piracy. Perceived behav-
ioral control had the least impact on piracy intention in the proposed model. The
relatively stronger effect of attitude makes it even more important to determine the
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factors that predict attitude. Clearly, the individual's attitude toward the act of soft-
ware piracy is a key factor in his or her intention to copy software illegally, based on
tbe results of this study.

When considering the antecedents of attitude, the relative importance of punish-
ment certainty, punishment severity and software cost were similar. The strong re-
sults show that the base TPB model can be expanded and improved through the
inclusion of factors predicted by other theories, such as expected utility theory and
deterrence theory. Much as TRA has been extended through tbe inclusion of per-
ceived behavioral control, each of tbe theories discussed above can benefit from tbe
inclusion of otber factors in their particular decision-making models, as eacb omits
important factors that have been found to be useful in other theories. For example,
expected utility theory and deterrence theory are sbown to identify relevant decision-
making factors, including cost and punishment factors, but this study indicates that
both theories could be improved through the inclusion of additional constructs, such
as attitude and perceived behavioral control. The success and deveiopment of each
theory in its respective researcb stream indicates tbat each can provide useful insight
into the software piracy decision-making process ofthe individual, but none tell the
whole story. An integrated approacb, using insight from all ofthe relevant theories, is
the best next step in studying illegal software copying.

Limitations and Future Research

Tbe current study bas some limitations tbat sbould be taken into account. First, "soft-
ware piracy" is a value-laden phrase that is subject to different interpretations by
different individuals. For example, some individuals may consider the use of shareware
without payment as piracy whereas others may not. Despite the specific definition
given to the participants in the administration of the questionnaire and on the ques-
tionnaire itself, tbis may have been a limitation of this study. However, based on tbe
descriptive statistics, the standard deviations of all the variables were relatively small.
Analysis of plots also revealed no significant outliers. Hence, there is no evidence of
a systematic bias to the statistical results due to potential different interpretations of
software piracy.

Second, 23 percent ofthe respondents did not complete a questionnaire. Although
a possible factor may be tbe sensitivity of the topic, we believe that tbe cause of tbe
nonresponses is due more to the voluntary nature of the survey. Even before being
told ofthe topic ofthe survey, some students declined to take part and used the time
to get a drink, read the paper, or prepare for class. Also, the survey was rather long,
which may bave been a deterrent. We believe that these are tbe likely reasons for the
nonresponses, as opposed to a bias due to the sensitivity of tbe topic. Further, the
number of respondents admitting to softwiire piracy behavior was almost identical to
results gained in similar studies, providing some measure of validity.

There are also potential avenues for future researcb. First, the external validity of
this study needs to be verified. The use of working MBA students is appropriate and
convenient for testing the model but the results may not be generalizable to propo-
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nents of open source software or hackers, for example. In particular, tbe proposed
software piracy model can be tested on respondents from otber segments of society to
increase the generalizability ofthe findings. Similarly, different scenarios should be
tested to validate the generalizabiiity of tbe modei. For instance, the model can be
tested in the context of software piracy at bome to verify wbetber tbe antecedents
identified in this study are still applicable.

Second, tbe model presented in this paper can be tested in non-U.S. cultures to deter-
mine its usefulness in predicting software piracy in tbose cultures. As stated by Gopa!
and Sanders [26], there is a need to study tbe cross-cultural aspects of software piracy.
Third, there may be other factors that can contribute to predicting software piracy. If so,
it will be useful to integrate them into the proposed model of software piracy. In
particular, our proposed software piracy model does not take into account researcb in
tbe field of moral development. Variables tbat may be examined include levels of
moral development 132], moral intensity [34,43], and religion [601. Fourth, a prom-
ising avenue of research is to extend the current software piracy model to tbe blos-
soming problem of music and movie piracy to learn if tbe proposed model applies as
well in tbat setting. Finally, althougb not directly related to tbis study, the claims by a
few researchers that software piracy may facilitate, rather than harm the software
industry (e.g., [14, 24]), should be studied further. Exploration of the potential posi-
tive network externalities and advertising effects from this illegal activity will belp to
clarify the true nature of the problem and how it should be bandied.

Summary and Conclusion

THIS STUDY REFINES AND BUILDS ON tbe previous attempts to develop a model of
software piracy bebavior. Previous research has identified the usefulness of tbe theory
of reasoned action (TRA) as a base model in this area. This study extends tbat model
to include tbe factor of perceived behavioral control, as posited by the theory of planned
bebavior (TPB). The proposed software piracy mode! also continues the process of
decomposing ihe TPB constructs and identifying ihe belief and control variables that
determine the main TPB constructs. Whereas previous studies began this process, this
study advances a more complex model that integrates TPB with factors identified
from expected utility theory and deterrence tbeory.

There was significant statistical support for the proposed model, accounting for 65
percent of the variance in software piracy intention. All bypotbesized relationships
appeared to bold. Software piracy intention was predicted by the individual's attitude
towiird piracy, subjective norms, and his or her level of perceived behavioral control.
Beliefs of tbe severity of punisbment. certainty of punishment, and software cost
predicted attitude toward software piracy. Finally, punisbment certainty had a nega-
tive effect on perceived behaviorai control.

The results also provide implications for practice on several fronts. There is new
support for the practices (e.g., providing sample corporate policies, piracy hotlines,
auditing software, and publicizing significant punishments) of agencies that attempt
to foster anti-piracy norms in organizations. Within software-using organizations.



172 PEACE, GALLETTA, AND THONG

increasing employee awareness of the potential severity and certainty of punishment

can lead to decreases in intentions to pirate software. Rules alone may not be enough;

there needs to be a perception of enforcement. Finally, from the perspective of ven-

dors, there is evidetice that higher-cost software is more likely to be pirated than

lower-cost software.

Despite the calls of such prominent IS ethics researchers as Richard Mason [35],

research in the area of violation of intellectual property rights has long been con-

spicuous in its absence. However, recent years have seen the development of a small

research stream in the IS literature. A rich agenda lies ahead for investigators who

wish to better understand the dynamics of the theft of software and other intellectual

property, with an ultimate, yet ambitious goal of reducing the significant losses that

continue to occur on a daily basis.

NOTES

1. One nonfinancial cost that deserves separate study is that of guilt, not included in this
study. Unfortunately, the results have not been encouraging. Logsdon el al. [34] found that
software piracy was perceived to be an issue of low moral intensity, where pirates face a high
level of tolerance for their actions and feel little guilt. Further. Cheng et a!. 111 ] found that
individuals tend to be rational and base their pirating decisions more on the economic param-
eters of the problem. Finally, following Thong and Yap's [57] findings, an argument could be
made that a person driven by deontological (moral) thinking would not commit the aclion and
v/ould. therefore, feel no guilt, whereas a person driven by teleoiogicai (utility) thinking would
commit the act. if there are greater positive consequences, and be unlikely to feel guilt.

2. According to Barclay et al., "the interpretation of the values [composite reliability] ob-
tained is similar, and the guidelines by Nunnally [38] can be adopted" [6].
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