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benefit organizations but are not specified in ISPs—has long been overlooked. This study examines (1) the con-
sequences of organizational in-role and extra-role security behaviors on the effectiveness of ISPs and (2) the
role of formal and social controls in enhancing in-role and extra-role security behaviors in organizations. We
propose that both in-role security behaviors and extra-role security behaviors contribute to ISP effectiveness.
Furthermore, based on social control theory, we hypothesize that social control can boost both in- and extra-
role security behaviors. Data collected from practitioners—including information systems (IS) managers and
employees at many organizations—confirmed most of our hypotheses. Survey data from IS managers substanti-
ated the importance of extra-role behaviors in improving ISP effectiveness. Paired data, collected from managers
and employees in the same organizations, indicated that formal control and social control individually and
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this research for academics and practitioners, along with compelling future research possibilities.

Keywords : IS security; behavioral security; in-role behaviors; extra-role behaviors; social control theory; SCT;
security management; information security policy; ISP; formal control; social control; organizations

History : Radhika Santhanam, Senior Editor; Jonathon Cummings, Associate Editor. This paper was received
on January 23, 2014, and was with the authors 12 months for 3 revisions. Published online in Articles in
Advance April 24, 2015.

1. Introduction
The importance of information security and support-
ing information security policies (ISPs) in organi-
zations has been emphasized extensively in recent
research (e.g., Boss et al. 2009, D’Arcy and Hovav
2009, Posey et al. 2013). Recent related research has
highlighted the importance of the human compo-
nent in increasing ISP effectiveness—i.e., the extent
to which an ISP reaches its objectives and goals con-
cerning the security and protection of an organiza-
tion’s information (Knapp et al. 2007, Posey et al.
2014). Consequently, previous studies have focused on
increasing users’ compliance (Bulgurcu et al. 2010a)
and on precautionary behaviors (Boss et al. 2009),
while decreasing their computer abuse (Lee et al. 2004,
Lowry et al. 2014) and access policy violations (Vance

et al. 2013), to name a few examples. (Appendix A
reviews the definitions of the key security-related
behaviors addressed in information systems (IS) re-
search and provides example studies that address
these behaviors.) The extant research focuses primar-
ily on in-role behaviors, defined as behaviors speci-
fied by or associated with ISPs, including perform-
ing listed and expected behaviors directly or adapting
working style to align with those expectations (Katz
1964, Pahnila et al. 2007).

Our study builds on two key points of this litera-
ture. First, in addition to in-role behaviors, we explore
the influence of extra-role behaviors on ISP effective-
ness. Extra-role behavior refers to security behaviors
not specified in an ISP and not dependent on the use
of rewards or punishments to encourage performance.
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The Achilles’ heel of ISPs is that it is virtually impossi-
ble (and likewise quixotic) to outline and control every
possible security behavior. Organizational research
shows that enhanced organizational outcomes can be
achieved when employees help each other perform
their duties well, rather than performing only their
own duties myopically (Van Dyne et al. 1994, Van
Dyne and LePine 1998). This research implies that
extra-role behaviors should not be neglected, because
improved organizational working outcomes can be
obtained when extra-role behaviors are fostered. How-
ever, the lack of systematic research into the role of
extra-role behaviors in behavioral security leaves this
compelling possibility unexamined. Thus, the first pur-
pose of our study is to clarify and examine the importance
of extra-role behaviors in organizational ISP effectiveness
when the effect of in-role behaviors is controlled.

Second, the major drivers of in-role behaviors are
formal control mechanisms—including specification,
evaluation, reward, and punishment (Boss et al. 2009).
Still, as social entities, successful organizations are
unlikely to rely solely on formal control mechanisms
for effective coordination (Boss et al. 2009, Kirsch
et al. 2010). Employee behaviors are influenced both
by specified rules and social interactions and by the
social climate at work. For example, compliant behav-
ior is partially a function of the organizational secu-
rity climate (Chan et al. 2005) and social influences,
such as subjective norms and attachment (Cheng et al.
2013, Herath and Rao 2009b). Although ISPs can-
not account for such social factors, they can strongly
influence organizational security behaviors. Behav-
ioral security researchers therefore need to consider
the elements of social interaction when investigating
the drivers of security behavior, in addition to for-
mal control mechanisms. Thus, the second purpose of
this study is to examine the impact and interaction of for-
mal and social controls on employees’ in- and extra-role
behaviors.

To achieve these goals, we propose a model based
on social control theory (SCT). We collected data from
IS managers and employees at many organizations.
The survey data from IS managers confirmed the
importance of extra-role behaviors in improving ISP
effectiveness. Paired data, collected from managers
and employees in the same organizations, indicate
that formal control and social control have a positive
influence individually and interactively on both in-
and extra-role security behaviors.

2. Literature Review and
Theoretical Foundation

2.1. Employees’ ISP Behaviors: In- and
Extra-Role Activities

Research has widely concluded that to secure infor-
mation within an organization, managers should pay

attention to specifying appropriate ISPs and motivat-
ing employees to follow them (Boss et al. 2009, Bul-
gurcu et al. 2010a, Posey et al. 2013, Wall et al. 2013).
Security activities specified in ISPs are often consid-
ered in-role behaviors, which are required or expected
organizational behaviors that are the basis of regu-
lar and ongoing job performance evaluations and are
linked to rewards and punishments (Katz 1964, Wel-
bourne et al. 1998). A recent example of these for
organizational security are the protection motivation
behaviors specified by Posey et al. (2013).

In addition to in-role behaviors, the importance
of positive or prosocial behaviors in a collabora-
tive working environment has been investigated (Van
Dyne and LePine 1998, Williams and Anderson 1991).
For example, Griffin et al. (2007) adopted the role the-
ory developed by Katz and Kahn (1978) to describe
the need to emphasize positive behaviors in the con-
text of interdependence. In a highly interdependent
context, an individual’s work outcomes might be
influenced by the performance of coworkers. Thus,
one member’s failing to perform requested behaviors
could make it more difficult for the unit to achieve
collective security goals (Bachrach et al. 2006). As
an illustration, leaking customer data can lead to
low customer satisfaction or lawsuits. Even employ-
ees not responsible for an information leak can be
affected by the damage it does; workloads might
increase, bad publicity could ensue, and financial per-
formance could be reduced. This scenario indicates
that an employee’s organizational environment can
be harmed when a breach occurs—even when that
employee is not directly responsible for the breach.

Accordingly, mindful employees should be moti-
vated to pay attention to others’ behaviors in an
interdependent context and thus engage in extra-role
behaviors such as performing altruistic behaviors to
aid others (i.e., helping) and speaking up with the
intent to improve organizational functioning (i.e., voic-
ing). Helping is cooperative behavior that emphasizes
small acts of consideration. For example, without help
from others, employees who are unfamiliar with ISPs
or with how to implement them may act inappropri-
ately. Other employees can offer assistance by provid-
ing guidance pertaining to ISPs, identifying inappro-
priate conduct, or helping others learn the ISPs. In
the daily working environment, employees can vol-
untarily take actions that help to prevent security
violations. Voicing (i.e., expressing voice) is another
positive organizational behavior. It involves offer-
ing comments intended to improve the current state
rather than merely to criticize (Roberts et al. 2006,
Van Dyne and LePine 1998). Voicing is crucial in the
contemporary information security context because of
emerging threats and frequent changes in technolo-
gies. Security committees need new ideas from stake-
holders to facilitate the continuous improvement of
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ISPs. Suggestions from employees may be able to
enhance the content of ISPs and address blind spots.
Despite the importance of helping and voicing, such
general extra-role behaviors are typically not specified
in ISPs.

2.2. Control in Information Security Research
The goal of control is to motivate employees to
comply with a desired behavior (Eisenhardt 1985).
Whereas formal control focuses on specifications, eval-
uations, and reward/punishment, informal control is
related to methods based on social or people-related
strategies (Eisenhardt 1985, Kirsch 1996). IS stud-
ies have demonstrated that exercising and/or com-
bining different control mechanisms can inspire IS
developers to perform effectively (e.g., Kirsch 1996,
2004). A key conclusion of these studies is that effec-
tive controls encourage employees to perform desired
behaviors or actions and can result in better out-
comes. Similar research results are found regarding
ISP compliance, computer abuse, and unethical com-
puter behaviors (D’Arcy and Herath 2011). Most stud-
ies in this area have adopted a deterrence theory
and examined how the presence of sanctions drives
employees to comply with expectations. A common
area of focus is on the effects of formal sanctions, which
are explicit penalties for certain forms of misconduct
(Siponen et al. 2012), in encouraging desired behav-
iors and discouraging undesired behaviors. However,
the results of these sanctions have been mixed in IS
security research, especially when other factors, such
as informal sanctions, are considered (D’Arcy and
Herath 2011). For example, Siponen and Vance (2010)
showed that neutralization techniques used to ratio-
nalize negative behaviors were stronger than the cer-
tainty and severity of informal sanctions meant to
thwart such behaviors. Guo and Yuan (2012) demon-
strated that informal sanctions mediate the effects of
formal sanctions on compliance intention. Posey et al.
(2011) found that excessively strong formal controls
can create a sense of privacy invasion and injustice
that actually increases computer abuse.

Accordingly, D’Arcy and Devaraj (2012) identified
two informal sanctions: social desirability pressure as
a social cost and moral belief as a self-imposed cost.
Based on a deterrence perspective, they further empir-
ically demonstrated the suppressing effects of these
two costs, compared with formal sanctions, on inten-
tions to misuse technology. In terms of social costs,
social influence (or a social norm) is one determinant
of behavioral intention (Fishbein and Ajzen 1975).
Likewise, employees tend to adopt recommended
security actions in ISPs when they are motivated
to comply with the expectations of important refer-
ents, such as managers (Aurigemma and Panko 2012;
Herath and Rao 2009a, b; Johnston and Warkentin
2010; Peace et al. 2003).

The most common self-imposed costs include
shame, moral beliefs, and commitment. Shame is con-
sidered a deterrent of negative behavior (Nagin and
Paternoster 1993) in addition to formal and informal
sanctions (Paternoster and Simpson 1996). Shame has
been shown to inhibit the intention to commit soft-
ware piracy (Siponen et al. 2012), but also to have
no inhibitory effect on the intention to violate ISPs
(Siponen and Vance 2010). The importance of moral
beliefs or personal norms has been identified in sev-
eral studies, and it applies to compliance intentions
in a security context (e.g., Li et al. 2010, Siponen et al.
2012). Some studies have also shown that employees’
commitment to their organizations (Herath and Rao
2009b) or to organizational security (Aurigemma and
Panko 2012) improves security-related behaviors.

Although some security studies have considered in-
formal social controls, most studies have focused only
on negative or deviant behaviors, including piracy
(Siponen et al. 2012), ISP violations (Siponen and Vance
2010), and misuse (D’Arcy and Devaraj 2012). Only
a few have investigated the intention to adopt secu-
rity recommendations (e.g., Johnston and Warkentin
2010, Lee and Larsen 2009). Fewer still have considered
broader protection motivation behaviors (Posey et al.
2013). To the best of our knowledge, we are not aware
of any study that has considered positive in-role and
extra-role behaviors. Addressing this issue, we view an
organization as a social unit and argue that SCT can
provide a sound theoretical basis, from a social per-
spective, to account for informal controls improving
IS compliance. By incorporating extra-role behaviors
as dependent variables, we also contribute to SCT by
extending its scope.

2.3. The Social Control (Bond) Perspective from
Social Control Theory

SCT, proposed by Hirschi (1969), has been widely
applied in criminology research. SCT identifies causes
of social behaviors that do not conform to generally
accepted social rules or norms, such as delinquent
behaviors. SCT is also known as social bond theory,
because it proposes that despite some natural incli-
nations toward crime, strong social bonds deter indi-
viduals from committing criminal acts. In contrast,
the possibility of a person’s involvement in a crime
increases as his or her social bonds become weaker
(Vardi and Wiener 1996). Hirschi (1969) classified the
inhibitors of unwanted behaviors into four types:
commitment, attachment, belief, and involvement.

First, commitment in SCT traditionally refers to
one’s identification with and dedication to one’s role
in society. Social control theorists view commitment
from a cognitive perspective. For example, “to the
person committed to conventional lines of action,
risking one to 10 years in prison for a 10-dollar
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holdup is stupidity because to the committed per-
son the costs and risks obviously exceed 10 dollars
in value” (Hirschi 1969, p. 20). Because our context
is organizational security, we naturally modified the
context of commitment from one’s role in society to
one’s role in an organization—that is, to one’s organi-
zational commitment. In other words, the more com-
mitted people are to their organizations, the more
they calculate the costs of higher losses in committing
delinquent behaviors within their organizations.

Second, attachment refers to employees’ associations
with others around them. Attachment is viewed as
one type of internal control, based on social links.
Individuals may take or avoid taking some actions
when they are highly attached to others—including
peers, parents, and other people they consider impor-
tant. For example, attachment is negatively associated
with delinquent behaviors, because performing such
behaviors can disappoint those to whom the actors
are attached (Hirschi 1969). In an organizational con-
text, coworkers represent the most relevant attach-
ment targets for employees.

Third, belief refers to the extent to which individ-
uals think that performing certain behaviors is ethi-
cally correct. SCT assumes that a society has shared
norms and values. When people internalize those
norms or values, the individuals are motivated to
perform behaviors that conform to the shared norms
or to avoid conduct that violates them. For example,
deviant behaviors are more likely to be observed in
individuals who do not have an attitude of respect
toward the rules of society (Hirschi 1969). Our study
considers employees’ beliefs about ISPs as a major
driver of both in- and extra-role security behaviors.

Fourth, in traditional SCT contexts, involvement
refers to the time and energy one spends on conven-
tional societal actions. According to Hirschi (1969),
because time and energy are limited for each indi-
vidual, the more one spends on “regular” activi-
ties, the less one can spend on deviant activities.
However, whereas previous criminology studies have
focused on exploring ways to prevent delinquent
behaviors, our research goals involve the drivers of
in- and extra-role behaviors, which are positive orga-
nizational behaviors, not negative ones. The original
assumption, therefore, does not hold well in our orga-
nizational context. Although Lee et al. (2004) define
involvement as the amount of time and energy spent
on conventional activities that reinforce relationships,
the definition of involvement needs to be modified
according to the form of behavior under investiga-
tion. We thus define involvement as the extent to which
employees engage in the ISP-formation process and
are aware of ISPs.

Outside of criminological research, only a few stud-
ies have attempted to apply SCT in a security con-
text, although they have made promising indications

regarding its applicability. For example, Lee and Lee
(2002) explored the effectiveness of SCT in the context
of computer crime in organizations. They proposed
a combined model of SCT and general deterrence
theory to investigate and address employees’ misuse
of IS. Ifinedo (2014) integrated SCT with the theory of
planned behavior (TPB) to explore compliance inten-
tions toward ISPs. Cheng et al. (2013) explored the
impact of social bonds on ISP violation intentions.
Their findings confirm the importance of social bonds
in deterring potential criminal acts and encouraging
ISP compliance.

In this study, we adapt SCT to our context of moti-
vating employees to perform positive in- and extra-
role behaviors. Departing from studies that used SCT
to identify ways to prevent delinquency, we investi-
gate whether social control can boost in- and extra-
role behaviors. In addition, by incorporating social
and formal controls into a single model and examin-
ing their effects on in- and extra-role behaviors, we
can explore the influence generated by each control
mechanism and the relative importance of each mech-
anism regarding each behavior.

3. Research Model
As shown in Figure 1, our research model is separated
into two distinct models. Model 1 aims to achieve
our first goal: to discover the importance of extra-role
behaviors in addition to in-role behaviors. Because
ISP effectiveness is an organization-level construct,
two independent constructs represent the extent to
which in- and extra-role behaviors are observed in IS
departments in general. The purpose of Model 2 is
to examine the effects of perceived formal and social
control on both extra-role and in-role behaviors; thus,
this model applies to the individual level. In addi-
tion, formal control contains three subcomponents,
and social control contains four. Although it is possi-
ble to consider the effects of each subcomponent on
dependent variables, for the sake of theoretical par-
simony, we use these two as second-order formative
constructs (Law et al. 1998). Furthermore, we treat
these two constructs as formative because internal
consistency is not necessary for the subcomponents in
each control (e.g., whereas one respondent may per-
ceive high evaluation and high specification, another
may sense high evaluation and low specification in
his or her company).

3.1. Model 1: In- and Extra-Role Behaviors and
ISP Effectiveness

The goal of ISPs is to improve organizational infor-
mation security, and thus a surrogate of their effec-
tiveness is the extent to which information is secured.
We argue that the effectiveness of information secu-
rity within an organization relies on the employees
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Figure 1 Research Models (Department Level and Individual Level)
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who perform in-role security behaviors (Guo 2013).
For example, information leakage frequently occurs
when employees fail to log out after accessing their
email accounts on public computers. Of course, infor-
mation still might not be secured if the ISPs cannot
cover all emerging threats. The likelihood that infor-
mation cannot be secured is even higher when some
employees fail to follow ISPs. Significant harm can be
caused by careless behaviors performed by employ-
ees even when their intentions are not malicious (Guo
et al. 2011). Therefore, we hypothesize the following:

Hypothesis 1 (H1). In-role organizational security be-
haviors are positively associated with ISP effectiveness.

In an information security context, the extra-role
behavior of helping is important to ISP effectiveness,
because an organization’s performance is determined
by the amalgamation of each employee’s efforts. It is
likely that some employees in any organization will
fail to perform specified ISP behaviors because of low
ISP awareness, poor abilities, low self-efficacy, or care-
lessness. Employees must therefore help each other
adhere to ISPs; otherwise, the “weakest links” will
undermine their organizations’ security. For example,
employees can enhance ISP effectiveness by intro-
ducing new employees to ISPs, reminding others to
log out of a system after accessing information, and
assisting those who do not know how to perform
security behaviors.

Employees may also perform voicing behaviors,
such as making innovative suggestions related to
ISP content with the intention of improving infor-
mation security. Effective ISPs cannot be fully devel-
oped and improved if employees do not actively
make recommendations, communicate their concerns

to others, or even encourage other employees to get
involved. Without input from employees, ISP commit-
tees are more prone to make decisions disconnected
from employees’ experiences. This disconnection is
a serious issue, because recent research has found a
large divide between employees and security experts
in understanding and addressing ISPs (Posey et al.
2014). Consequently, a lack of voice can undermine
ISP effectiveness. In summary:

Hypothesis 2 (H2). Extra-role organizational security
behaviors (e.g., helping and voicing) are positively associ-
ated with ISP effectiveness.

3.2. Model 2: Controls and Behaviors
In this study, we argue that both formal and informal
(social) controls should be exercised to boost in- and
extra-role behaviors. We now explain how both types
of control influence in-role and extra-role behaviors.

3.2.1. Effect of Formal Control on In-Role Behav-
iors. One study developed a model to explain indi-
vidual information security precaution-taking behav-
ior on the basis of formal control (Boss et al. 2009).
The authors hypothesized that individuals pay more
attention to precautionary behavior when certain for-
mal control mechanisms exist, including specification,
evaluation, and reward. Those control mechanisms
are, indeed, very similar to the formal control con-
cept proposed by Kirsch (1996). Specification refers to
formalized statements that articulate desired behav-
ioral outcomes and that are typically codified as orga-
nizational policies and procedures. Specification pro-
vides employees with direction regarding the desired
goal and ways to achieve it. Evaluation is a process of
data collection and comparison to examine how well
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an individual’s behavior or performance meets the
specification. With evaluation, managers can deter-
mine the adjustments required for any deviations.
Reward refers to the implicit or explicit consequences
of violating or complying with the specified behav-
ior. Rewards send a signal to employees that com-
pliance with the specified behavior is desired. With
specified procedures and expected outcomes, man-
agers can determine the reward or punishment for
employees, based on how well the employees’ behav-
iors meet expectations or whether the expected out-
comes are observed. Boss et al. (2009) found that spec-
ifying ISPs and evaluating behaviors are effective in
convincing employees that ISPs are mandatory and
thus result in compliant behaviors. Hence, we hypoth-
esize the following:

Hypothesis 3A (H3A). Formal control related to or-
ganizational security is positively associated with in-role
organizational security behaviors.

3.2.2. Effect of Formal Control on Extra-Role
Behaviors. Although performing certain behaviors
not specified in the ISP does not necessarily lead
to a certain reward, we expect that formal control
can still influence extra-role behaviors, because ISPs
may serve as educational tools, especially regarding
specification. Specification clarifies which behaviors
enhance system security and which weaken it. Effec-
tive rules also specify the possible consequences of
inappropriate conduct. We argue that if employees are
more aware of security threats and possible conse-
quences, they are better able to assist others to protect
their computers and avoid interference with their own
work (Bulgurcu et al. 2010a, D’Arcy and Hovav 2009).
In this fashion, formal control also serves as an educa-
tional tool that allows employees to understand inap-
propriate conduct and its possible outcomes. There-
fore, we hypothesize the following:

Hypothesis 3B (H3B). Formal control related to orga-
nizational security is positively associated with extra-role
organizational security behaviors.

3.2.3. Effect of Social Control Effect on In-Role
Behaviors. As noted, we adapt to our context the four
mechanisms of SCT that influence social control: com-
mitment, attachment, belief, and involvement.

Commitment. Commitment acts as a driver that
pushes employees to serve organizational goals.
Highly committed employees are willing to dedi-
cate themselves to their roles, because they iden-
tify themselves as members of the organization. As
an outcome, the relationship between commitment
and desired action can be observed (Wiener 1982).
Empirical studies have confirmed the relationship
between commitment and compliance. For exam-
ple, Bulgurcu et al. (2010b) showed that organiza-
tional commitment positively affects an employee’s

ISP compliance attitude, and Stanton et al. (2005) il-
lustrated the importance of organizational commit-
ment to security behavior. In sum, commitment
drives employees to perform in-role behaviors, and
highly committed employees believe it is important
or ethically imperative to perform such organizational
behaviors (Malhotra and Galletta 2005).

Attachment. According to Hirschi (1969), people who
live in the same social settings often share moral
beliefs. They may adhere to such values as sharing,
sensitivity to the rights of others, and respect for
rules. Accordingly, within social units, it is often desir-
able for members to perform behaviors that adhere
to commonly held beliefs. Employees tend to perform
desired behaviors (or be compliant) to avoid nega-
tive social consequences, such as disdain from others.
When employees are strongly tied to important refer-
ents (e.g., coworkers), they are more sensitive to judg-
ments from those referents and try not to disappoint
them. Therefore, employees are less likely to violate
organizational norms when they have a strong attach-
ment to their job and the organization (Cheng et al.
2013). If employees believe their managers or peers
expect them to comply with ISPs, they are more likely
to undertake security actions (Herath and Rao 2009b,
Pahnila et al. 2007). Hence, attachment increases com-
pliant behaviors, and highly attached employees are
more likely to engage in in-role security behaviors.

Belief. Ajzen and Fishbein (1980) developed TPB to
explain an individual’s intention to perform a given
behavior. TPB posits that people’s attitudes toward
performing a given behavior are related to their beliefs
about behavior-related consequences. TPB further pos-
tulates that behavior can be explained by behavioral
beliefs, normative beliefs, and self-efficacy. In addi-
tion, empirical security-related studies have shown the
positive effects of beliefs and attitudes on behavioral
intentions (e.g., Pahnila et al. 2007). In a social unit
in which shared norms, values, and goals are devel-
oped, internalization is a major driver of acceptable
behaviors (Lee et al. 2004, O’Reilly and Chatman 1986).
In sum, employees who have strong beliefs that agree
with the shared norms and goals of their organizations
are more likely to generate favorable attitudes toward
in-role behaviors and engage in them than those with
weaker beliefs.

Involvement. To explain the impact of involve-
ment on in-role behavior, we adopt the participa-
tory decision-making theory. This theory indicates
that employees are more likely to accept a decision
if they are involved in the decision-making process
(Irvin and Stansbury 2004). James (1996) indicated
that users are more accepting of information secu-
rity measures when they are involved in the planning
process and contribute to the solutions of any identi-
fied issues. Albrechtsen (2007) also found that users’
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active participation in an information security work-
shop was the key to successfully influencing their
behaviors and that it helped to improve their infor-
mation security knowledge and awareness. Moreover,
Theoharidou et al. (2005) suggested that organizations
should encourage employee participation in informal
meetings and should motivate employees by involv-
ing them in all phases of security design and imple-
mentation. A study by Lee et al. (2004) showed that
employee participation in informal meetings effec-
tively reduces computer abuse. We therefore expect
that employees are more willing to comply with ISPs
when those employees are involved in the process of
planning them.

Considering these four major forms of social con-
trol in relation to in-role behaviors, we predict the
following:

Hypothesis 4A (H4A). Social control related to orga-
nizational security (via commitment, attachment, belief,
and involvement) is positively associated with in-role orga-
nizational security behaviors.

3.2.4. Effect of Social Control on Extra-Role
Behaviors.

Commitment. The relationship between commit-
ment and organizational citizenship behavior (OCB)
has been theoretically articulated by Scholl (1981) and
Wiener (1982). Others argue that commitment drives
employees to perform altruistic behaviors by promot-
ing their identification with the organization (Organ
and Ryan 1995). Employees with a strong commit-
ment identify with, are involved in, and enjoy mem-
bership in the organization. They are therefore likely
to exert great effort on behalf of the organization
(Mowday et al. 1979). Furthermore, highly commit-
ted employees tend to believe that they are a part
of an organization and are willing to perform activi-
ties outside of their normal in-role behaviors, includ-
ing prosocial activities that benefit the organization
(Wiener 1982). Empirical studies have also supported
the benefits of positive commitment in both Western
(e.g., O’Reilly and Chatman 1986) and Eastern cul-
tures (e.g., Van Dyne and Ang 1998). We thus expect
that employees with a high commitment are more
likely to engage in extra-role behaviors.

Attachment. SCT posits that individuals with a
strong sense of attachment to colleagues tend not to
perform delinquent behaviors, to avoid disappoint-
ing or receiving criticism from colleagues. We like-
wise argue that attachment can lead employees to
perform altruistic behaviors, outside of in-role behav-
iors, because such behaviors are potentially pleasing
to those to whom they are attached. Because people
are more sensitive to others when they are attached to
them, receiving positive feedback from others is likely
important. Although engaging in extra-role behaviors

is not recognized by formal reward systems, employ-
ees may receive informal appreciation or recognition
from supervisors or colleagues (Organ 1988). Thus,
employees with a higher attachment are more likely
to engage in extra-role behaviors.

Belief. Workplace values represent another driver
of extra-role behavior (Van Dyne et al. 1994). When
employees internalize shared workplace values and
goals, the employees are more likely to help others
reach the shared goals. As noted, social control takes
place in societies with shared norms and values. This
implies that when securing organizational systems is
a goal or value shared by employees in an organiza-
tion, such employees are more likely to adhere to ISPs
and assist others to do so.

Involvement. Employees who are involved in policy-
making processes are more eager to see the poli-
cies succeed (Irvin and Stansbury 2004). Employees
have a higher level of ownership of and commitment
to policy content when they help develop it (Allen
and Meyer 1990). Such employees tend to devote
extra effort to and take actions in support of the
policies’ success. Furthermore, participatory decision
making generally leads to higher satisfaction (Black
and Gregersen 1997, Cotton et al. 1988), and satisfac-
tion is a major driver of citizenship behaviors such as
helping. It is thus reasonable to assume that in addi-
tion to performing the behaviors specified in ISPs,
employees involved in the ISP formation process will
tend to support others to ensure the security of the
system or information.

Considering these four major forms of social con-
trol in relation to extra-role behaviors, we predict the
following:

Hypothesis 4B (H4B). Social control related to orga-
nizational security (via commitment, attachment, belief,
and involvement) is positively associated with extra-role
organizational security behaviors.

3.2.5. The Interaction Effect of Social Control
and Formal Control on In-Role Behaviors. In this
section, we propose that formal control has a stronger
effect on in-role behaviors when social control is also
present. We expect that employees who are aware of
formal control mechanisms and have a strong con-
nection with other employees or the organization will
perform more in- and extra-role behaviors. As sug-
gested by SCT, the presence of social control increases
individuals’ motivation to perform in-role behaviors
because they believe information should be secured,
they commit to the success of ISPs, they are willing
to put in effort to help the company, and the fail-
ure to perform expected behaviors may disappoint
the people important to them (Hirschi 1969). There-
fore, they tend to adapt to the rules and execute
them more effectively. Thus, we expect more in-role
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behaviors when levels of both formal and social con-
trol are high, because employees are motivated to
perform expected behaviors by both external drivers
(e.g., rewards) and internal drivers (e.g., not disap-
pointing others).

In addition, employees tend to perform limited in-
role behaviors when either formal or social control
is low. When social control is the only driving force,
individuals do not know what to do (low specifica-
tion), are not afraid of being caught for bad behaviors
(low evaluation), and are not motivated to act (low
reward). Conversely, when formal control is the only
driving force, the possibility that employees will per-
form only minimal behaviors is high, because they
are not concerned with disappointing others or com-
promising their relationships with them. We there-
fore expect that employees with either low social or
low perceived formal control will perform fewer in-
role behaviors compared with those who have strong
social bonds and a strong sense of formal control.
Thus, we hypothesize the following:

Hypothesis 5A (H5A). The interaction between social
and formal control related to organizational security is
positively associated with in-role organizational security
behaviors.

3.2.6. The Interaction Effect of Social Control
and Formal Control on Extra-Role Behaviors. We
also argue that employees who are strongly bonded
with coworkers tend to perform more extra-role
behaviors when they are aware of formal control.
By viewing social control as the major motivation
for employees to perform specific extra-role behav-
iors and formal control as the procedural guideline
or performance standard for performing those behav-
iors (Cheng et al. 2013, Lee et al. 2004), we propose
that these two control mechanisms can generate a
stronger effect jointly than they can independently.
Extra-role behaviors are more likely when employees
have a strong motivation to help others, and more
helping behavior can be expected when employees
know exactly how to help others.

However, we expect fewer extra-role behaviors
when either perceived formal or perceived social con-
trol is low. Although employees who are strongly
bonded with others are willing to perform altruistic
behaviors, a lack of knowledge or behavioral crite-
ria with respect to these behaviors reduces the pos-
sibility that employees will actually perform them.
Therefore, even though extra-role behaviors can still
be expected, the amount or frequency of the behaviors
should be lower. Conversely, although certain extra-
role behaviors can be expected when employees know
exactly what to do, a lack of strong motivation limits
the occurrence of such behaviors. The ideal conditions
for promoting extra-role behaviors consist of a high

degree of both perceived formal and social control.
Therefore, we hypothesize the following:

Hypothesis 5B (H5B). The interaction between social
and formal control related to organizational security is pos-
itively associated with extra-role organizational security
behaviors.

4. Research Methods
4.1. Study Design
Given the different goals and study levels of Mod-
els 1 and 2, distinct data sets from managers and
employees were used to test the models. We gath-
ered both data sets via surveys in actual organi-
zations in Taiwan. Because managers of IS depart-
ments are more familiar with ISP effectiveness than
employees are, feedback from managers was used to
examine Model 1. The constructs in Model 2 include
employees’ perceptions of formal control and their
social bonds with the organization or other employ-
ees. Thus, for Model 2, we solicited opinions from
employees in the same organizations.

4.2. Data Collection
We sent a survey package (one survey for the man-
ager and five surveys for the IS employees) to
200 managers of IS departments in different compa-
nies in Taiwan. IS managers were asked to deliver
up to five individual-level surveys to their subordi-
nates. The survey for the managers included a series
of questions pertaining to ISP effectiveness, general
extra- and in-role behaviors in their departments,
and extra- and in-role behaviors for each of their
five selected employees. The survey for the employ-
ees included questions on their perceptions of for-
mal control from the organization and informal con-
trol from the organization or colleagues. Of the 200
surveys for managers, 78 were completed and usable
for data analysis, and of the 1,000 employee sur-
veys, 260 were returned. Among the returned surveys
from employees, 43 were deleted because they were
incomplete. The final valid response rate was 39% for
managers and 21.7% for employees; these rates are
strong for organization-level research. Tables 1–3 pro-
vide detailed demographics for employees, managers,
and organizations, respectively.

To ensure that the selected employees were repre-
sentative of the larger department, we compared the
managers’ rated in-role and extra-role behavior scores
of their departments and the scores of the employees
they selected to participate in the survey. No signifi-
cant difference was found (the averaged difference is
0.04 for in-role and 0.05 for extra-role behaviors), thus
providing assurance of the representativeness of the
selected participants.
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Table 1 Demographic Information: Employees 4N = 2175

Measure Categories No. %

Gender Male 138 6306
Female 76 3500
Missing 3 104

Age 25 and under 8 307
26–30 59 2702
31–35 70 3203
36–40 49 2206

41 and above 28 1209
Missing 3 104

Tenure (years) 1–3 92 4204
4–6 49 2206

7–10 51 2305
11 and above 21 906

Missing 4 108
Education Doctoral 1 005

Masters 73 3306
Bachelors and less 140 6405

Missing 3 104
Position Programmer 140 6405

System analyst 14 605
Network engineer 7 302

Database administrator 6 208
Maintenance employees 11 501

Other professionals 36 1606
Missing 3 104

Department IT 83 3802
Service support 14 605

Systems 7 302
R&D 55 2503

Applications 32 1407
Others 26 1200

Industry type Manufacturing 64 2905
IT 72 3302

Retailing/service 26 1200
Medical 14 605
Finance 33 1502
Others 3 104
Missing 5 203

Notes. IT, Information technology; R&D, research and development.

4.3. Ensuring Cross-Cultural Equivalence
Because the survey was conducted in Taiwan and
most of the items were adopted from papers pub-
lished in international English language journals, we
performed several steps to ensure translation qual-
ity, per Brislin (1980), and cross-cultural equivalence,
per Lowry et al. (2011). First, we collected English
language items from published papers and translated
them into Mandarin Chinese. To ensure content valid-
ity, the Chinese versions of the surveys were pretested
by two IS researchers and two practitioners. Seven
Ph.D. students were then asked to perform card sort-
ing of all items. To increase the items’ quality and
validity, a few items with ambiguous terms were
modified based on feedback. Finally, a translator with
no connection to the study translated all of the items
back into English. More importantly, the comparison
between the initial and back-translated English ver-
sions of the surveys showed no significant semantic

Table 2 Demographic Information: Managers 4N = 785

Measure Categories No. %

Gender Male 60 7609
Female 14 1709
Missing 4 501

Age 26–35 23 2905
36–45 42 5308

46 and above 11 1401
Missing 2 206

Tenure (years) 1–3 21 2609
4–6 23 2905

7–10 18 2301
11 and above 14 1709

Missing 2 206
Education Doctoral 2 206

Masters 53 6709
Bachelors and under 21 2609

Missing 2 206
Department IT 18 2301

Service support 9 1105
Systems 5 604

R&D 22 2802
Applications 12 1504

Others 12 1505

Notes. IT, Information technology; R&D, research and development.

differences, suggesting translation quality and cross-
cultural equivalence.

4.4. Constructs and Measurement
Social control includes four components. In this study,
social control is considered a second-order formative
construct containing four reflective constructs. Com-
mitment was assessed with three items adapted from
Meyer and Herscovitch (2001). Those items reflect
employees’ willingness to make an effort to benefit

Table 3 Demographic Information: Organizations 4N = 785

Measure Categories No. %

Industry type Manufacturing 19 2404
IT 32 4100

Retailing/service 5 604
Finance 12 1504

Transportation 1 103
Others 8 1003

Missing 1 103
Number of employees 100 and under 23 2905

(in organization) 101–999 23 2904
1,000 and above 32 4100

Number of employees 1–10 34 4306
(in department) 11–20 16 2005

21 and above 27 3406
Missing 1 103

Information security Yes 50 6401
management team? No 25 3201

Missing 3 308
Specialist in charge of Yes 64 8201

information security? No 12 1504
Missing 2 206

Note. IT, Information technology.



Hsu et al.: Role of Extra-Role Behaviors and Social Controls in ISP Effectiveness
Information Systems Research 26(2), pp. 282–300, © 2015 INFORMS 291

their organizations. Involvement was measured with
five items developed by the authors, but guided by
SCT literature. The measures focused on capturing
an individual’s experience of participating in formal
and informal activities and meetings (Lee et al. 2004).
Attachment was assessed with three items adapted
from Chiu et al. (2006) and Hoegl and Gemuenden
(2001). Those items reflect an individual’s emotional
attachment to other employees in the same depart-
ment. Belief was measured with three items adapted
from Ajzen and Fishbein (1980). The items measured
both the individual’s beliefs that the behavior leads
to certain outcomes and his or her evaluation of these
outcomes.

Formal control includes three components. Twelve
items (four items for each component) adopted from
Boss et al. (2009) were used to assess those compo-
nents. Specification captures how familiar employees
are with ISPs that are clear and formalized statements.
Evaluation focuses on the assessment of individual
employees’ ISP violation or compliance. Reward mea-
sures the implicit or explicit consequences of ISP vio-
lation or compliance.

Behaviors include both in- and extra-role behaviors.
Six items adapted from Griffin et al. (2007) were used
to capture in-role behavior, or how well employees
adapt to the new security requirements and perform
specified security behaviors proficiently. Another six
items adapted from Van Dyne and LePine (1998) were
used to measure extra-role behaviors—that is, how
well employees perform altruistic behaviors not spec-
ified in ISPs and how well they voice their opinions
or suggestions to benefit their work group.

Five items adapted from Knapp (2005) were used
to measure ISP effectiveness, which refers to how well
an organization’s ISP supports its overall security.

4.5. Validity and Reliability
As shown in Appendix B, Table B.1, all item load-
ings are above 0.7, and item-total correlations (ITCs)
are higher than 0.3. The composite reliability of all
constructs is higher than 0.7, and the average vari-
ance extracted (AVE) values are all greater than 0.5,
indicating convergent validity. Moreover, the results
in Table B.2 show that the square root of the AVE
is greater than all of the ITCs, indicating discrim-
inant validity. We treated formal and social con-
trol as second-order formative constructs that con-
tain three and four first-order constructs, respectively.
This approach is appropriate, because the inclusion of
these components is supported by the literature, and
all weights of the first-order constructs are significant.
In addition, low to moderate (not high) correlations
between paired first-order variables can be observed,
which implies that they should not be modeled as
reflective constructs. Last, problems with collinearity

are not likely, because the variance inflation factor val-
ues (between 1.0 and 1.8) are all lower than the con-
servative cutoff value (3.3). Also, to address the crit-
ical issue of unobserved heterogeneousness, we used
the finite mixture partial least squares (FIMIX-PLS)
function provided in SmartPLS to test whether the
aggregate analysis is affected by heterogeneous data
structures (Posey et al. 2013). The results show that
our data are not influenced by the unobserved hetero-
geneous issue, because no significant difference was
found in a two-segment analysis.

4.6. Common Method Bias and Nonresponse Bias
Because the data were self-reported, common method
bias (CMB) was a potential concern in Model 1,
which we address statistically in this section. First,
the Harman’s single-factor test was conducted. The
results showed that five factors were present, and
the variance explained by the first factor was 43.2%
(Harman 1976). We also followed the approach rec-
ommended by Liang et al. (2007), which includes a
common method factor linking to all single-indicator
constructs. The results showed that most method
factor loadings were not significant. In addition,
the ratio of substantive variance to method vari-
ance was approximately 34:1. However, both of these
approaches are limited and have their critics. We thus
followed the guidelines by Pavlou et al. (2007) to con-
clude that CMB is highly unlikely, because the corre-
lations between our latent constructs were moderate
to low (CMB causes high correlations). CMB, there-
fore, should not be a serious concern for this study.

Moreover, to assess the potential for nonresponse
bias, surveys returned in the first two weeks were
compared with those returned in the final two weeks.
The results revealed no differences between these
two waves. To further detect the possibility of non-
response bias, we followed best practices and con-
ducted a post hoc qualitative approach suggested by
Sivo et al. (2006). We contacted five managers who
did not return the survey and five managers who
returned the survey. However, we found no signifi-
cant evidence in the differences between these groups
in terms of in- and extra-role behaviors (between
those who did and did not return the surveys) that
would suggest nonresponse bias.

5. Analysis and Results
5.1. Hypotheses Testing
Following the latest partial least squares (PLS) stan-
dards by Lowry and Gaskin (2014), we used PLS to
test the proposed hypotheses. PLS, a components-
based structural equation-modeling tool, was selected
for the following reasons. First, the goal of this study
was to incorporate theories to explore the impacts
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Figure 2 Results of Model 1
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of different control mechanisms on both in- and
extra-role behaviors, and PLS is considered appro-
priate for such an extension of existing structural
theories, because this tool is useful for theory con-
struction rather than confirmation (Hair et al. 2011,
Lowry and Gaskin 2014). In contrast, covariance-
based methods are more appropriate for testing estab-
lished theories and consequently providing fit statis-
tics, which do not apply with PLS (Lowry and Gaskin
2014). Second, we operationalized controls as forma-
tive second-order constructs. Even though formative
constructs theoretically can be realized in covariance-
based structural equation modeling (SEM), such an
application is complex, limited, and rarely conducted,
because covariance-based SEM usually cannot pro-
cess the large matrices needed to realize these for-
mative constructs (Diamantopoulos 2011, Hair et al.
2011). Specifically, we used SmartPLS 2.0 (Ringle et al.
2005) with bootstrapping as a resampling technique
(500 random samples) to test the structural model and
the significance levels of the paths. Path coefficients,
their significance levels, and the R2 values were used
jointly to evaluate the model. In addition, to generate
the interaction terms for Model 2, we followed the
standardized product indicator approach suggested

Figure 3 Results of Model 2
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by Chin et al. (2003), which has been broadly adopted
by previous studies (e.g., Tiwana and Keil 2009) and
is built directly into SmartPLS.

Model 1 tests the effect of extra-role and in-role
behaviors on ISP effectiveness. As shown in Figure 2,
both extra-role (� = 0�36; t = 2�81) and in-role (� =

0�51; t = 3�59) behaviors positively affect ISP effective-
ness. These results indicate that ISP effectiveness is
high when employees perform activities specified in
ISPs or help others perform those activities. In addi-
tion, in-role behavior is likely more helpful in our
context, because the coefficient is higher. Last, these
two behaviors explain almost 51% of the variance of
ISP effectiveness.

Model 2 examines the effects of formal and social
control on in- and extra-role behaviors, as shown in
Figure 3. We operationalized social control and formal
control as second-order formative constructs. Based
on our hypotheses, we tested the individual and joint
impacts of extra-role and in-role behaviors. Formal
control was found to affect in-role behavior (�= 0�16;
t = 2�34) but not extra-role behavior (� = 0�11; t =
1�62). Social control was positively associated with
both in-role (� = 0�15; t = 2�29) and extra-role (� =

0�22; t = 2�93) behaviors. Hence, with the exception
of H3B, all proposed hypotheses were supported. Fur-
thermore, the combined variance explained by social
and formal control was 24.3% for extra-role behav-
ior and 26.8% for in-role behavior. In addition, the
interaction term (social control × formal control) had
a significant positive influence on extra-role behavior
(�= 0�29, t = 4�71) and in-role behavior (�= 0�33, t =
5�26). Thus, H5A and H5B are fully supported.
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5.2. Summary of Results
For Model 1, both in-role (H1) and extra-role (H2A)
security behaviors were found to improve ISP effec-
tiveness. The variance of effectiveness explained by
the two types of behaviors indicates that these behav-
iors have strong predictive capabilities. For Model 2,
with the exception of the link from formal control
to extra-role organizational security behaviors (H3B),
the direct effects from formal control to in-role orga-
nizational security behaviors (H3A) and from social
control to in-role (H4A) and extra-role (H4B) organi-
zational security behaviors, as well as the interaction
effects (H5A and H5B), were supported.

6. Discussion
In this study, we examined the importance of organiza-
tional in-role and extra-role security behaviors on the
effectiveness of ISPs and examined the impact of for-
mal control and social control on both types of security
behaviors. The results confirmed our expectation that
in addition to in-role behaviors, extra-role behaviors
play a critical role—although in-role behaviors have
a relatively stronger effect. For the drivers of behav-
iors, we further compared the weights of each first-
order construct to understand its contribution toward
the overall construct. For formal control, the weights
of evaluation (0.57) and specification (0.48) were more
than double that of rewards (0.23). This result aligns
with that of Boss et al. (2009), who showed that
rewards have a limited effect on the degree to which an
ISP is perceived to be mandatory. For social control, the
strong weight of involvement (0.52) represents its crit-
ical role in forming the second-order construct, com-
pared with the other three components (0.46 for belief,
0.36 for attachment, and 0.34 for commitment). This
result highlights the importance of employee involve-
ment in ISP formation, especially because involvement
is the most critical component of social control within
an organization. Moreover, the weight of belief was
slightly stronger than those of attachment and com-
mitment. This pattern also aligns with past studies.
For example, Lee et al. (2004) found that, followed by
norms and belief, involvement is better at reducing the
intention to abuse a computer.

Another interesting finding is the level of impact
exerted by different control mechanisms on each type
of behavior. For in-role behavior, the effects of both
types of control were significant, and the levels of
effect were similar. The result indicates that both types
of control mechanisms likely generate equal effect
sizes with respect to in-role behavior. The positive
coefficient of the interaction term further suggests that
better effects can be achieved when both types of con-
trol are present; that is, they have a positive multiply-
ing effect when they appear together.

For extra-role behavior, contrary to our expectations,
we discovered that formal control has a limited effect.

We had argued that outcome interdependence drives
employees to perform extra-role behaviors and that
formal control can be viewed as an educational tool
that allows employees to learn what behaviors may be
performed to enhance information security. Yet formal
control was found to affect extra-role behavior pos-
itively and significantly when social control and the
interaction between the two control mechanisms were
not included. However, the effect of formal control
on extra-role behaviors became insignificant when the
social control mechanism was included.

To explain this finding, we argue that knowing
what security actions should be performed may boost
extra-role behaviors in an interdependent contempo-
rary work environment. However, the insignificant
direct effects of formal controls imply that formal
control is not as crucial as social control in inspir-
ing extra-role behaviors. More extra-role behaviors can
be expected when employees are attached to their
coworkers, are involved in IS creation activities, share
security beliefs, and are highly committed to their
organizations. Although employees driven by formal
control might perform extra-role behaviors, the scope
of their behavior is more likely to be limited to interde-
pendent tasks.

6.1. Contributions to Research and Theory
Although researchers have begun to investigate the
impact of human factors on ISP effectiveness, stud-
ies have largely focused on reducing misuse behavior
or promoting compliance with formal policies. Extra-
role behaviors have been largely overlooked. We con-
tribute to behavioral security research by showing the
importance of extra-role behaviors to ISP effective-
ness, in addition to the importance of in-role behav-
iors. Although the influence of extra-role behaviors
was slightly lower than that of in-role behaviors in
our study, they are nonetheless crucial for improving
organizational ISP effectiveness.

We contribute not only to the information security
research stream but also to control theory research
by introducing social control as a compelling form
of informal control. We suggest that social control,
through SCT, can be used to extend or complement
the concepts of informal control. For example, intrin-
sic motivation and shared norms and values play a
critical role in informal control. Individuals who are
self-regulated or driven by social pressure from others
in the same group tend to perform desired behaviors
to receive rewards or avoid punishment. However,
past control literature has not paid much attention to
processes other than the fostering of self-regulation,
formation of shared norms, receiving of rewards, and
avoidance of punishment. Although SCT emphasizes
the importance of shared norms, values, and goals,
it also emphasizes the need to take other factors—
attachment, commitment, belief, and involvement—
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into consideration. According to SCT, individuals per-
form desired behaviors because (1) they do not want
to disappoint those to whom they are attached (i.e.,
attachment), (2) they pledge themselves to their roles
within an organization (i.e., commitment), (3) they
internalize organizational norms and believe that per-
forming those behaviors is correct (i.e., belief), and
(4) they are involved in the consensus-forming pro-
cess (i.e., involvement).

This study also contributes to SCT. Originating from
criminology, SCT research has focused largely on how
social bonds reduce delinquent behaviors. Past stud-
ies have maintained that individuals tend to avoid per-
forming delinquent behaviors when they are strongly
bonded with their environment. We extended the
scope and applicability of SCT by proposing that social
control (i.e., social bonds) increases positive behaviors,
such as in-role and extra-role behaviors. We demon-
strate that social bonds can also drive individuals to
perform specified and desired behaviors, because indi-
viduals want to perform such behaviors to avoid dis-
appointing others. We also show that social bonds
lead employees to perform altruistic behaviors. Extra-
role behaviors represent activities in which employ-
ees help others to perform their duties well and in
which they voice ideas and strategies for the organiza-
tion. We showed that employees tend to perform extra-
role behaviors when they are strongly connected with
others.

Finally, this study also contributes to research on
extra-role behaviors. We illustrated that social con-
trol is a critical antecedent of employees’ extra-role
behaviors. Previous studies have classified personal
characteristic-related antecedents of extra-role behav-
iors into different types, such as attitude, disposi-
tional variables, role perception, demographic vari-
ables, and ability. Although some components of social
control have been identified in the literature (e.g., com-
mitment), this is the first study to view control as
an important antecedent of extra-role or citizenship
behaviors. Furthermore, the positive coefficient of the
interaction effect of formal and informal control on
extra-role behavior suggests that although formal con-
trol itself has a limited effect on promoting extra-role
behavior, social control can generate a greater effect
when formal control is present—creating a powerful
interaction effect.

6.2. Contributions to and Implications for Practice
Again, the “weakest link” in a department or orga-
nization can harm all employees. This study has
interesting implications for practitioners seeking to
improve the security of organizations by addressing
“weak links.” First, as shown in Model 1, both in- and
extra-role behaviors are crucial to ISP effectiveness.
This result implies that at the departmental level,

managers cannot focus only on encouraging in-role
behaviors of ISP compliance; they must also encour-
age employees to perform extra-role behaviors related
to security. Encouraging extra-role behaviors is crucial
to addressing organizational “weak links,” regardless
of whether such employees are acting carelessly, mali-
ciously, unobservantly, without self-efficacy, or sim-
ply without knowledge of ISPs. Performing extra-role
behaviors can help employees monitor and report bad
behavior and/or help less capable employees work
more effectively.

The results of Model 2 indicate some ways to pro-
mote desired behaviors in individuals. Formal control
and social control were shown to be equally impor-
tant for driving employees to perform in-role behav-
iors. However, social control was more important in
driving extra-role behavior. To improve formal con-
trol, in addition to specifying the expected behav-
ior explicitly, managers should ensure that employees
fully understand what behaviors are expected, how
their behaviors will be evaluated, and what rewards
they may be granted by performing these behav-
iors. This knowledge can be shared through effective
security, education, training, and awareness (SETA)
initiatives. Because threats from the Internet are con-
tinually evolving, training and policies must be con-
tinually adapted and delivered on a regular basis.
To enhance employee awareness, managers can also
post ISP-related practices in places easily accessible
to employees or even provide system modifications
with job-aware reminders for specific organizational
activities in certain job functions (e.g., audits, quarterly
statements, field sales, warehouse control). In addi-
tion, organizations should make greater efforts to eval-
uate and reward desired security behaviors as part of
periodic raise and performance reviews. Nevertheless,
these efforts alone will fail to secure organizations fully
from internal threats. Social control is pivotal.

To improve social control, given the importance
of altruistic behavior to ISP effectiveness, organiza-
tions should promote extra-role behavior by build-
ing social bonds among employees and by encour-
aging managers to lead by example. Our model and
results suggest that antisocial employees who lack a
connection to others in an organization may be inher-
ent security risks. Managers must act as leaders who
enhance employees’ psychological attachment to their
colleagues and the organization, increase their com-
mitment to the organization, strengthen their beliefs
regarding in- and extra-role behaviors, and allow them
to participate in (even lead) the ISP-formation pro-
cess. Formal or informal mechanisms can be provided
to enhance interaction among employees. Frequent
interaction is the basis for forming interpersonal rap-
port and psychological attachment. Managers should
pay attention to employees with low commitment,
because those employees are less likely to perform
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their jobs well and are relatively unwilling to help
others. Managers should also pay attention to the
employee recruiting process to select employees who
enjoy working with others. Soft skills and leader-
ship may be the crucial missing links to many insider
security issues. Hence, efforts such as company pic-
nics, 360-degree feedback, department lunches, work
retreats, anonymous feedback mechanisms, celebrat-
ing success, recognizing outstanding employees, team-
building exercises, job rotation, open-door policies,
and even after-hours trips to the local bar might not
only increase employee morale but also help build
a hard-to-penetrate “social firewall” that improves
insider security behaviors.

Moreover, of the four first-order constructs, involve-
ment has the highest weight and might be the easiest to
implement. Managers can capitalize on several oppor-
tunities to involve employees in ISP formation and
training. For example, after the guidelines for infor-
mation security have been established, managers can
invite employees to make recommendations at an
ISP-formation meeting. A bottom-up approach gives
employees a better chance to understand the guide-
lines and provide their input into forming the most suit-
able and achievable ISPs. Our research thus calls into
question the common practice of using security experts
as the primary source of ISPs, especially because there
are serious perceptual gaps between these experts and
employees (e.g., Posey et al. 2014). Moreover, after ISPs
have been determined, engaging employees in SETA-
basedtrainingprogramscanimprovetheirawarenessof
potential security threats. Because employees are more
committed to ISPs they helped write and implement,
they are more likely to perform adequate actions or
assist others. Employees could also help run SETA-
based training programs on a rotating basis.

Last, the findings from our investigations on what
contributes to ISP effectiveness indicate that manage-
rial attention is required to motivate employees to pay
greater attention to in-role behaviors while not ignor-
ing extra-role behaviors. In addition, the coefficients
of in-role (0.51) and extra-role (0.36) behavior imply
that managers should pay more attention to in-role
behaviors. We believe attention is especially necessary
when employees are not strongly bonded with each
other or when ISPs are well known and understood.
Extra-role behaviors are driven mainly by social bonds
and therefore are difficult to observe when employ-
ees are not strongly bonded with their organizations
or coworkers. Because in-role behavior is a function
of both types of control, ISP effectiveness has to rely
on in-role behaviors driven by formal control. When
employees are familiar with the ISPs, they better know
what to do and are therefore more likely to perform in-
role behaviors. In this condition, ISP effectiveness may
rely on in-role behaviors driven by formal control.

By contrast, extra-role behaviors may be emphasized
when an ISP is not clearly written, is newly intro-
duced, or is unfamiliar to employees. In-role behavior
driven by formal control is less likely when ISPs are
not clearly written or are “above and beyond” employ-
ees’ job requirements. As indicated in Figure 3, the
weights of the first-order formative components indi-
cate that specification and evaluation have higher con-
tributions, which further indicates that formal control
is low in the absence of a clear ISP specification or eval-
uating approach. Under these circumstances, ISP effec-
tiveness can rely only on the force of social control to
drive employees to perform required actions and help
others to do so.

6.3. Limitations and Future Research
Several limitations of this study point to exciting re-
search possibilities. First, although we collected data
from both managers and employees to avoid CMB
and to improve generalizability, the data are cross-
sectional. It is quite likely, however, that performing
extra-role behaviors enhances social bonds; longitudi-
nal data are required to explore this type of recursive
relationship.

Second, we used a subjective evaluation of ISP effec-
tiveness. Objective data, such as the number of actual
ISP violations, would be useful to verify and build on
our findings. These kinds of data are particularly chal-
lenging to gather in organizational settings, however,
because organizations generally do not want to dis-
close ISP violations. Overcoming this barrier would be
a meaningful breakthrough.

Third, some of the extra-role behaviors proposed by
researchers are not easily measured (Van Dyne and
LePine 1998). In this study, only helping and voic-
ing (i.e., providing suggestions or opinions) behaviors
were included. It would thus be beneficial for future
research to explore the effects of other types of extra-
role behaviors, such as championship, sportsmanship,
initiative, and civic virtues. Furthermore, it was sug-
gested recently that the distinction between in- and
extra-role behaviors is contingent and that altruistic
behaviors may be considered in-role behaviors in cer-
tain contexts (Vey and Campbell 2004). For example,
helping others may result in intangible or tangible
rewards in some companies with 360-degree evalua-
tions. Executives would also be expected to engage in
many extra-role behaviors because they should lead
by example. Careful considerations should be made
before applying our results to organizations that con-
sider helping an in-role behavior.

Finally, this study focuses only on IS employees
because we believed they were more likely to en-
counter and understand various information security
threats than employees in other departments. More-
over, our data were gathered in Taiwan, which is con-
sidered a strongly collectivistic society compared to
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the United States, which is considered strongly indi-
vidualistic. Taiwan is also much stronger in terms
of uncertainty avoidance. Individual- and national-
level differences between Chinese and American cul-
tures have been found in technology-based decision
making (Zhang et al. 2007), trust formation (Lowry
et al. 2010), privacy evaluations (Lowry et al. 2011),
and even in the propensity toward computer abuse
(Lowry et al. 2014). A given culture contains spe-
cific social norms that apply differently from those
in other cultures (Lowry et al. 2011). Consequently, it
is possible that SCT applies differently to IS security
compliance in Chinese, American, and cross-cultural
organizational cultures (e.g., multinational firms in
Hong Kong, New York, and London). Organizations
themselves also have distinct cultures that give rise
to unique sets of accepted norms (e.g., employees
at Walmart have different organizational norms than
those at HSBC). Therefore, particular care should be
taken when generalizing our results to a new cultural
or organizational context. We encourage researchers
to collect data from employees in departments out-
side of IS and from companies outside of Taiwan to
build on our results cross-culturally.

Appendix A. Key Security-Related Behaviors from IS Research

Behaviors Definitions References

Access policy
violation behaviors

Occur when employees access sensitive information in a way that is
contrary to the policies of their organizations

Vance et al. (2013)

Compliant behaviors Employees protect the information and technology resources from
potential security breaches and follow the ISP of the organization

Bulgurcu et al. (2010a),
Herath and Rao (2009b)

Computer abuse “The unauthorized and deliberate misuse of assets of the local
organization information system by individuals” (p. 257)

Straub (1990)

Delinquent behaviors Intentional and deliberate use of information, such as stealing,
revealing, and selling confidential information to outsiders

Siponen and Vance (2010)

Misuse behaviors Intentional misuse of IS resources including behaviors that are
unethical or inappropriate (e.g., personal use of company email
account) and those that are illegal (e.g., accessing confidential
company information)

D’Arcy et al. (2009)

Noncompliant
behaviors

Employees knowingly and intentionally violate ISPs of their
organizations, regardless of the behavior and the reason

Lowry and Moody (2014)

Precaution behaviors Individuals take proactive measures or actions to secure their
computers and deal with information security in accordance with
prescribed corporate ISPs

Boss et al. (2009)

Protection-motivated
behaviors

“Volitional behaviors enacted by organization insiders to protect
(1) organizationally relevant information and (2) the computer-based
information systems in which the information is stored, collected,
disseminated, and/or manipulated from information security threat”
(p. 1189)

Posey et al. (2013)

Reactance behaviors Employees knowingly and intentionally violate ISPs of their
organizations—and even do the opposite of what is required—in
response to perceived organizational injustice or threats to their
individual sense of freedom

Lowry and Moody (2014),
Posey et al. (2011)

Unethical behaviors Refers to misuse or the inappropriate use of IS, such as illegal copying
of software and data or recklessly posting confidential data onto
unsecured servers or websites

Banerjee et al. (1998),
Leonard and Cronan
(2001)

7. Conclusion
We examine the influence of in-role and extra-role
security behaviors on ISP effectiveness and, based
on social control theory, explore the role of formal
and social controls in enhancing these behaviors.
Data collected from 78 IS managers demonstrate the
importance of both in-role and extra-role behaviors
in improving ISP effectiveness, and paired data col-
lected from managers and 217 employees in the same
organizations indicate that formal control and social
control individually and interactively enhance both
in- and extra-role security behaviors. The findings
suggest that managers should encourage extra-role
security behaviors to improve security and enhance
employees’ connections with their organizations.
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Appendix B. Measurement Items, Validity Support, and Reliability Support

Table B.1 Measurement Validity and Reliability

Constructs Item Loading ITC

Extra-role behaviors: By manager, on the department level
“Employees of this department 0 0 0”

Extra-role behaviors—
Department

(�= 0092; CR = 0094;
AVE = 0071)

0 0 0 volunteer to do security policy-related behaviors for the work group. 0086 0078
0 0 0help each other in the group learn about the security policies. 0075 0064
0 0 0help orient new employees to the security policies in this group. 0070 0055
0 0 0develop and make recommendations concerning information security policies that affect the organization. 0083 0074
0 0 0 speak up and encourage others in the organization to get involved in information security policies that

affect the organization.
0082 0073

0 0 0 speak up in the organization with ideas for new strategies or changes in information security policies. 0081 0074
In-role behaviors: By manager, on the department level

“Employees of this department 0 0 0”
In-role behaviors—

Department
(�= 0086; CR = 0080;

AVE = 0051)

0 0 0 always adapt well to changes in core security requirements. 0070 0069
0 0 0 always cope with security requirement changes to the way they have to do the core tasks. 0066 0067
0 0 0 always learn new skills to adapt to changes resulting from security requirement changes. 0075 0071
0 0 0 always carry out the core parts of security requirements well. 0082 0059
0 0 0usually complete core security requirements well using the standard procedures. 0082 0054
0 0 0 ensure core security requirements are completed properly. 0083 0066

ISP effectiveness: By manager, in department
ISP effectiveness
(�= 0086; CR = 0089;

AVE = 0072)

The information security policy achieves most of its goals. 0081 0070
The information security policy accomplishes its most important objectives. 0085 0075
Generally speaking, information in the organization is sufficiently protected. 0087 0079
Overall, the information security policy is effective. 0086 0079
The information security program (policy) has kept security losses to a minimum. 0084 0075

Extra-role behaviors of individual employees: By manager, on the individual level
Extra-role behaviors—

Employee
(�= 0088; CR = 0.91;

AVE = 0.64)

(Name of employee) volunteers to do “security policies”-related behaviors for the work group. 0078 0075
___ helps others in the work group learn about the work related to security policies. 0082 0071
___ helps orient new employees in this work group to the security policies. 0079 0060
___ develops and makes recommendations concerning information security policies that affect the work

group or organization.
0088 0076

___ speaks up and encourages others in the work group to get involved in information security policies that
affect the work group or organization.

0087 0078

___ speaks up in the work group (or organization) with ideas for new strategies or changes in information
security policies.

0089 0075

In-role behaviors of individual employees: By manager, on the individual level
In-role behaviors—

Employee
(�= 0086; CR = 0.89;

AVE = 0.59)

(Name of employee) always adapts well to changes in core security requirements. 0089 0066

___ always copes with security requirement changes to the way he/she has to do the core tasks. 0082 0071
___ always learns new skills to adapt to changes resulting from security requirement changes. 0079 0070
___ always carries out the core parts of security requirements well. 0086 0070
___ usually completes core security requirements well using the standard procedures. 0084 0071
___ ensures core security requirements are completed properly. 0083 0075

Social control: By employee, on the individual level
Belief
(�= 0090; CR = 0.93;

AVE = 0.83)

Following IS security policies is one of my beliefs. 0089 0076
Following IS security policies is what I should do. 0093 0084
Following IS security policies is the right thing to do. 0090 0077

Attachment
(�= 0092; CR = 0.95;

AVE = 0.86)

At work, I depend on my colleagues. 0089 0080
At work, I am very close to my colleagues. 0096 0090
At work, I am attached to my colleagues completely. 0093 0083

Involvement
(�= 0092; CR = 0.94;

AVE = 0.76)

I often attend meetings related to organizational security regulations. 0088 0080
I am involved in organizational security activities. 0088 0081
I am involved in organizational security decisions. 0083 0075
I often participate in organizational security training-related activities. 0089 0081
I attend many organizational security training courses. 0088 0081

Commitment
(�= 0086; CR = 0.92;

AVE = 0.78)

Overall, I am willing to put effort into this organization. 0087 0071
Overall, I am willing to put effort into my work. 0091 0079
Overall, I am willing to put effort into making the organization better. 0087 0070
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Table B.1 (Continued)

Constructs Item Loading ITC

Formal control: By employee, on the individual level
Specification
(�= 0090; CR = 0.93;

AVE = 0.77)

I am familiar with the organization’s IT security policies, procedures, and guidelines. 0088 0077
I am required to know a lot of existing written procedures and general practices to secure my computer system. 0082 0069
There are written rules regarding security policies and procedures at the organization. 0089 0079
The organization’s existing policies and guidelines cover how to protect my computer system. 0091 0083

Evaluation
(�= 0096; CR = 0.97;

AVE = 0.88)

Managers in my department frequently evaluate my security behaviors. 0093 0088
Managers regularly examine data relating to how well I follow security policies and procedures. 0092 0087
Managers formally evaluate me and my colleagues regarding compliance with security policies. 0095 0092
Managers assess whether or not I follow organizational security procedures and guidelines. 0095 0091

Reward
(�= 0096; CR = 0.97;

AVE = 0.90)

My pay raises and/or promotions depend on whether I follow documented security policies and procedures. 0094 0091
I will receive a personal mention in oral or written reports if I comply with security policies and procedures at this

organization.
0093 0086

I will be given monetary or nonmonetary rewards for following security policies and procedures. 0097 0094
Tangible rewards are tied to whether I follow the organization’s IT security policies, procedures, and guidelines. 0095 0092

Notes. CR, Composite reliability; IT, information technology.

Table B.2 Measurement Model Statistics

Latent construct Mean SD 1 2 3 4 5 6 7 8 9 10 11 12

(1) Belief 4014 0052 00911
(2) Involvement 2057 0083 00125 00872
(3) Commitment 4000 0045 00261 00219 00883
(4) Attachment 3056 0064 00119 00077 00351 00927
(5) Evaluation 3022 0079 00318 00434 00185 00207 00938
(6) Reward 2027 0078 00036 00285 00130 00008 00344 00949
(7) Specification 3054 0068 00341 00489 00287 00211 00529 00063 00877
(8) Extra-role behaviors 3016 0085 00137 00405 00115 00174 00400 00040 00263 00800
(9) In-role behaviors 3080 0076 00183 00330 00065 00060 00431 00075 00357 00536 00768

(10) Extra-role behaviors (higher level) 3021 0088 — — — — — — — — — 00843
(11) In-role behaviors (higher level) 3084 0069 — — — — — — — — — 00507 00714
(12) ISP effectiveness (higher level) 3087 0075 — — — — — — — — — 00501 00780 00849

Notes. The diagonal (bold) line represents the square root of AVE. SD, standard deviation.
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lished in Articles in Advance, April 24, 2015, Information Systems Research, DOI:10.1287/isre.2015.0569), the
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