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his research investigates information security management as an administrative innovation. Although a

number of institutional theories deal with information systems (IS) innovation in organizations, most of
these institutional-centered frameworks overlook external economic efficiency and internal organizational capa-
bility in the presence of pressures of institutional conformity. Using Korea as the institutional setting, our
research model posits that economic-based consideration will moderate the institutional conformity pressure
on information security adoption while organization capability will influence the institutional confirmation of
information security assimilation. The model is empirically tested using two-stage survey data from a field
study of 140 organizations in Korea. The results indicate that in addition to institutional influences, our six pro-
posed economic-based and organizational capability moderating variables all have significant influences on the
degree of the adoption and assimilation of information security management. We conclude with implications
for research in the area of organizational theory and the information security management literature, and for
practices regarding how managers can factor into their information security planning the key implementation
variables discovered in this study. The robust setting of the study in Korean firms allows us to generalize the
theory to a new context and across cultures.
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1. Introduction

Organizations normally consider the value of infor-
mation communication technology (ICT) as the mech-
anism that allows them to create and maintain
competitiveness both in physical and virtual market-
places. Nevertheless, given the increasing levels of
commoditization of information technology (IT), it is
clear that information security breaches and risks that
exploit an organization’s technical and human behav-
ior vulnerabilities pose increasingly serious threats
to the day-to-day running of global organizations.
(Gordon and Loeb 2002). Korea, the context in which
this empirical investigation takes place, has a highly
developed ICT infrastructure.! The strong growth of
electronic commerce in Korea, which was reported to
reach approximately USD 17 billion in 2009, is another
indicator of how companies have seized opportuni-
ties brought by the widespread adoption and usage
of IT. However, the maturing of IT infrastructure and

! OECD broadband statistics. http://www.oecd.org/datacecd/21/
57/39574824.xls (accessed April 13, 2009).
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firms’ increasing reliance on IT has also led to a rise in
information security breaches. For instance, the num-
ber of reported cases of personal information violation
has increased by 25% from 2005 to 2009. About 30%
of Korean companies reported the illegal disclosure of
company internal confidential information in 2008 in
comparison to 15% in 2005.2 As a result, the Korean
regulatory agencies have introduced a series of com-
pliance requirements to ensure that companies imple-
ment appropriate information security management.
For instance, the “Act on Personal Data Protection”
came into force in 2009; it aims to make it manda-
tory for business sectors to comply with requirements
of personal data protection including online finan-
cial transactions.® In 2005, the Financial Supervisory
Commission also issued guidelines and requirements
for security of electronic financial transactions and
best practices for corporate governance. Reflecting on

2 Source. http://www.dt.co.kr/contents. html?article_no=200806180
2012369-661001 (accessed April 1, 2009).

3 Source. http://www.csokorea.org/news/download.asp?idx=3348
(accessed March 2, 2009).
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these developments in the recent past, we argue in
this study that Korean managers are searching for
a new, rationalized security management process to
manage risks, preserve the confidentiality, integrity,
and availability of information, and ensure the busi-
ness continuity of their organizations. Conceptually,
this renewed effort at rationalization of security man-
agement can be seen as a form of administrative
innovation.

Administrative innovations have been viewed in
this light before. First, an innovation is “any idea,
practice, or material artifact perceived to be new by
the unit of adoption” (Zaltman et al. 1973, p. 158).
Ideas and practices that lag in adoption or that are
recombined or repurposed may thus be seen as “new”
even if the adopting unit views them as regular prac-
tices carried out as a part of organizational policy.
As Westphal et al. (1997, p. 368) argue, “[Administra-
tive] innovations can potentially include many rou-
tines that can be combined in different ways.” In this
sense, administrative innovation is synonymous with
organizational change, however major or minor it
may appear to be. It is thus conceptually related to
change management.

Incorporating administrative innovations into busi-
ness processes is not a trivial task. Researchers in a
variety of disciplines have discussed the conditions
that facilitate or hinder the adoption and assimilation
of organizational innovations. Among them, institu-
tional theorists (e.g., DiMaggio and Powell 1991, Scott
1995) have shown that changes in an organization
can result from external institutional influences. In the
field of information systems (IS), several researchers
have examined the role of institutional isomorphism
on an organization’s decision to adopt or assimi-
late technological innovations (Chatterjee et al. 2002,
Tacono et al. 1995, Liang et al. 2007, Teo et al. 2003).

However, there has been little focus on both adop-
tion and assimilation in a single study, or indeed on
other forms of innovation with an administrative core
(Teece 1980, Westphal et al. 1997). This research gap
should be addressed because a more detailed under-
standing of information security as an administra-
tive innovation could be highly useful for practice,
and it has theoretical implications as well. We believe
that Korea is an appropriate setting to examine both
adoption and assimilation at the same time. Korean
firms are evidently quick and responsive in manage-
ment style and technology adoption (e.g., Bae and
Lawler 2000, Lau et al. 2005). In Koreas’ palli palli busi-
ness culture,* top management pushes forward new

4 “Palli palli” means “quickly, quickly” in Korean. The term once
had a negative connotation for perhaps the too-rapid economic
growth of Korea, but recently it has had a resurgence in linguistic
use to represent fast information technology adoption and decision
making in Korean firms and Korean society generally.

product development and introduction to shorten the
time to market (Blasi and Puig 2002). Enhancing
response speed is one of the key dimensions of evolv-
ing Korean business strategies (Bae 1997). Therefore,
Korea could be an ideal place where both adoption
and assimilation can be tested in a short period of
time in a single study.

No integrative framework depicting how organiza-
tions adopt and assimilate administrative innovations
in response to institutional pressures exists, thus mak-
ing the conduct of this research timely. Our research
questions are threefold. First, what conditions shape the
diffusion of an information security administrative innova-
tion? Second, what are the institutional effects occurring
at different stages of innovation adoption and assimilation,
as suggested by Westphal et al. (1997)? Finally, what mod-
erates institutional conformity during each stage of infor-
mation security management adoption and assimilation?
Addressing these questions, our proposed model and
its hypotheses test data collected from a field study
of Korean IT managers.

The remainder of the paper is organized as fol-
lows. In the next section, we describe the theoreti-
cal background for considering information security
management to be an administrative innovation.
In §3, we discuss our research framework in the con-
text of information security management; based on
the related literature, this section proposes a num-
ber of hypotheses. Section 4 introduces our research
methodology, and §5 contains analysis and results.
In §6, we consider implications as well as future
research directions. The last section summarizes find-
ings and overall contributions.

2. Theoretical Background

2.1. Information Security Management as an
Administrative Innovation

A review of the literature makes it clear that
researchers have used different theoretical lenses to
critically assess information security research. Dhillon
and Backhouse (2001) applied Burrell and Morgan'’s
framework, whereas Siponen (2005) analyzed five
classes of traditional information security methods.
Recently, Siponen and Willison (2007) examined infor-
mation security research between 1999 and 2004 via
Laudan’s reticulated model of science. Whereas each
of these models advances our understanding of infor-
mation security, none view the phenomenon as an
innovation in general, or an administrative innova-
tion in particular, which, we argue, is a legitimate and
well-suited theoretical lens.

The theoretical lens applied in the current study is
that information security is an administrative inno-
vation rather than a technological innovation. Tech-
nological innovation would focus on developments
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in security technologies, whereas information secu-
rity management fits with the philosophy of admin-
istrative innovation because, as defined in this study,
it refers to the development of a security management
program including the security policy, management com-
mittee, team structure (e.g., CISO or security officers),
risk-management process, and employee education to pre-
serve the confidentiality, integrity, and availability of
information in organizations. The implementation of
such a program involves restructuring and invest-
ment in human resources and knowledge develop-
ment through different levels of organization. This
is similar to what Teece (1980, p. 465) describes as
the requirement of “major reassignment of tasks and
responsibilities.”

When security is treated as a technological innova-
tion, research is normally placed under the umbrella
of “computer security.” This perspective has been
the dominant research perspective for the past few
decades (Siponen and Willison 2007, Straub et al.
2008). Viewing information security as a techno-
logical innovation and with an eye to investment,
Cavusoglu et al. (2004, 2005) studied the value of
IT security architectures, while Gordon and his col-
leagues researched the economics of the informa-
tion security capital expenditures (Gordon and Loeb
2001, 2002). However useful this perspective is, some
scholars have argued that research based on the
technological innovation paradigm has significant
limitations. Dhillon and Backhouse (2001, p. 145)
explain that these technical-centric approaches are not
appropriate or sufficient “when organizational struc-
tures become flatter and more organism-like [sic] in
their nature.”

Echoing these perspectives, in recent years,
Ransbotham and Mitra (2009, p. 122) say that “research
on the organizational perspective [of information
security management] is limited but emerging.” Such
studies appropriately characterize what we see as
administrative innovations in information security
management. This very different stress on the essen-
tially managerial nature of information security is
relevant for a number of reasons. As Straub et al.
(2008, p. 5) observe,

...it likewise indicates as clearly as possible that the
likely problem today is not the lack of technology, but
its intelligent application. The management of infor-
mation security is in its infancy.

This viewpoint was supported by our observation
that although many organizations have adopted infor-
mation security practices during the last decade (e.g.,
Backhouse et al. 2006, Hsu 2009, Ransbotham and
Mitra 2009), it is still difficult to make the business
case to top management that increased investment
in information security is necessary as a successful

information security program. In Korea, despite the
rising number of security breaches, the portion of
Korean firm’s investment in information security is
still low. As of 2008, the average security of a Korean
firm is about 1% of the total IT budget.5 Furthermore,
unlike the United States or other European countries,
the position of the chief information security officer
(CISO) or chief security officer (CSO) rarely exists in
Korean companies. Therefore, we argue that, over-
all, information security is still in the primitive stages
in terms of the management of information security
rather than in terms of the extensiveness of security
technologies adopted by organizations. This is one
reason why information security still needs to be con-
sidered as an administrative innovation.

If information security should be studied as an
administrative innovation, how shall we go about
this? First, administrative innovation requires precise
interpretation of definitions and enumeration of pro-
cedures even though “variation in the form of adop-
tion may be especially high” (Westphal et al. 1997,
p- 367). Damanpour (1991, p. 561) argues that admin-
istrative innovations are “more directly related to its
management,” while Ransbotham and Mitra (2009,
p- 122) indicate that information security management
focuses on “managerial actions that promote a secure
environment.” Goodhue and Straub (1991) argue that
managers’ concerns over systems security risk differ
because of their individual characteristics and their
interpretation of the surrounding organizational envi-
ronment. Thus, because of the managerial orientation
of the implementation process, there are likely to be
variations in the way it is managed. In other words,
decision makers may interpret security management
requirements in different ways, and this will impact
the scope and scale of adoption and assimilation.

Second, in that information security implementa-
tion is typically much larger than a one-off project,
the adoption of information security management
involves continuous security management improve-
ment and change management to adapt to varying
environmental contingencies. This philosophy fits the
notion of an administrative innovation that empha-
sizes the issue of organization-environment coalign-
ment (Venkatraman et al. 1994). Straub and Welke
(1998) argue that, with formalized security planning
and ongoing feedback within the organizational struc-
ture, managers become more aware of security prob-
lems, and this allows them to find appropriate
solutions more easily.

Third, the diffusion of administrative innovations is
associated with ongoing changes in an organization’s
social structure. In information security management,

% Source. http://www.dt.co.kr/contents.html?article_no=200806180
201236-9661001 (accessed March 21, 2009).
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the notion of employee awareness and security cul-
ture is an important element of policy. Management
initiatives in the form of security training programs
and rewards for security-related behavior can lead
to the creation of a security culture (Ramachandran
and Rao 2006). That is, the success of information
security management depends on the extent to which
employees comply with the policy and demonstrate
a high level of security awareness and knowledge.
Therefore, information security managers should con-
tinually expand employees’ knowledge so they can
“deal with exceptional situations in which informa-
tion security policies are in conflict with the busi-
ness objectives of organizations” (Siponen and livari
2006, p. 468). This implies that, to assimilate infor-
mation security management and cultivate a security
culture, organizations must be able to induce changes
in employee attitudes as well as their sense of respon-
sibility toward information security.

2.2. Institutional Pressure for Information
Security Management Adoption and
Assimilation

Based on these definitions of administrative innova-

tions and, in particular, information security inno-

vations, it needs to be noted that, according to
neo-institutional theorists, practices travel from one
organization to another as a result of social iso-
morphism (Scott 1995). Researchers on isomorphism
describe three mechanisms that make up these insti-
tutional forces, namely, coercive, mimetic, and norma-
tive isomorphism (Dimaggio and Powell 1991, Scott
1995). First, coercive isomorphism refers to the polit-
ical influence exerted by government agencies or
powerful organizations such as supervisory authori-
ties within an industry. Second, mimetic isomorphism
describes how organizations imitate other organiza-
tions to be perceived as successful or legitimate.
Institutional mimicry is more likely to occur for com-
petitive reasons or as a strategy to address uncer-
tainties and ambiguities (Guler et al. 2002, Tingling
and Parent 2002). When organizations are able to
access the same information about emerging security
risks and best practices, they engage in a “learn-
ing mimicry” (Guler et al. 2002, p. 216) by adopt-
ing similar risk-management strategies. According to

Hsu (2009), this competitive mimicry has influenced

the institutionalization process of information secu-

rity certification in the Taiwan financial industry.

Third, normative isomorphism examines the collective

influences resulting from the development of pro-

fessionalization. DiMaggio and Powell (1991, p. 71)

observe that the “mechanism for encouraging norma-

tive isomorphism is the filtering of personnel,” while

Hu et al. (2006, 2007) note that “the impact of nor-

mative forces seem to be more selective and con-

text specific” (Hu et al. 2006, p. 7) and thus varies

among individuals in an organization. The context-
dependent nature of normative pressure is also evi-
dent in the work of Teo et al. (2003). In their research,
normative pressure exhibits the strongest impact on
the intention to adopt a financial electronic data inter-
change system in Singapore. They reason that Singa-
pore’s historically strong association with trade might
account for the dominance of normative pressure.
Given the contextual element of normative pressure,
in this study, we will first explore its relevance in
our setting via intensive interviews with practition-
ers before the development of a theoretical model.
The description of our interviewing approach and the
qualitative results that justify our research model will
be discussed in the next section.

3. Theoretical Framing

From an institutional perspective, the above discus-
sion shows that firms face pressures to conform
from regulatory bodies or other peer organizations.
Nevertheless, there is also evidence that firms can
formulate different strategic decisions in response to
external legitimacy pressures (Ang and Cummings
1997, Oliver 1991, Perrow 1985). Furthermore, in addi-
tion to institutional pressure on adoption, a num-
ber of studies also point out the relevance of envi-
ronmental factors in the post-adoption context (Hirt
and Swanson 2001, Gosain 2004). For instance, But-
ler (2003, p. 215) elaborates on the “institutional ten-
sion” among various social actors during the develop-
ment of Web-based IS development due to their com-
mitments to the external “communities of practices.”
Liang et al. (2007) argue for the value of external
communication at the assimilation stage (Damanpour
1991) and further analyze how the institutional iso-
morphism can affect managerial actions and the
extent of enterprise resource planning (ERP) assim-
ilation in organizations. Hsu (2009) also determined
that the competitive mimicry plays an important role
in how a financial institution planned and orga-
nized its information security certification process. In
their review on the use of institutional theory in IS
research, Mignerat and Rivard (2009) point to a num-
ber of studies where institutional forces are signifi-
cant in the assimilation of various IS practices such
as the business-to-business electronic market (Son and
Benbasat 2007) and outsourcing (Miranda and Kim
2006). Following this line of reasoning, we argue that,
while acknowledging institutional effects, firms might
exhibit different attitudes towards information secu-
rity management adoption and assimilation because
of the influence of various internal and external orga-
nizational contingencies. In other words, given the
institutional pressure to conform, these contingen-
cies affect the extent to which organizations attribute
importance to information security management as an
administrative innovation.
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3.1. A Two-Step Approach to Develop an
Integrative Model

In that the current study attempts to identify the
relevance of three institutional forces in information
security management in Korea, and within the iden-
tified scope, we further wish to develop the other
constructs that influence information security adop-
tion and assimilation in this setting. To address this
operational issue, we engaged in a two-step approach
to flesh out our nomology: (1) an in-depth litera-
ture review and (2) intensive interviews with prac-
titioners to validate and supplement the literature
review. A similar strategy has been adopted in prior
studies, especially when their research topics were
replete with different theoretical perspectives (e.g.,
Ransbotham and Mitra 2009).

3.2. Results from Step 1: Insights from
the Prior Literature

In the first step, the in-depth literature review, we
identified two major forces: an economic-based force
for adoption and an organizational capability force for
assimilation. Because these two forces can be applied
to any organizational adoption and assimilation, how
they operate in the information security management
domain is unknown. In a mature area of study where
the two forces that underlie a focal adoption or assim-
ilation are well known, prior literature is usually suffi-
cient to identify relevant factors or drivers. However,
given that we are early in the process of seeing infor-
mation security management as an administrative
innovation, we felt that further legwork was needed
with the nomology.

Given that institutional isomorphism places confor-
mity pressure on organizations during the diffusion
process, it is important to note that this process has
two stages: adoption and assimilation. Zmud (1982,
p- 1422) portrays adoption as the “organizational man-
date for change,” while Fichman and Kemerer (1999)
define assimilation as the point when an innovation
becomes embedded within organizational activities.
Wang (2008, p. 11) already corroborates this when
he says that “the applicability of institutional the-
ory should be extended from studying adoption and
implementation to examining assimilation.” Liang
et al. (2007) associates the interaction between top
management and the external institutional pressure
with the assimilation of ERP systems in organizations.

According to the existing literature, the relationship
between institutional forces and the receptiveness
of an organization to information security manage-
ment is moderated by two major bases: (1) economic-
based considerations for adoption decisions (Ang and
Cummings 1997, Oliver 1991) and (2) organizational
capability considerations during the assimilation stage
(Fichman and Kemerer 1999, Gallivan 2001).

3.2.1. Economic-Based Considerations for Adop-
tion. An adoption decision is made when those who
have organizational power mandate actual change.
However, scholars have criticized the assumption of
complying with taken-for-granted social rules and
expectations held by institutional theorists (Oliver
1991, Pfeffer 1982, Zinn et al. 1998). While sharing the
viewpoint that organizational behavior is bounded
by the constraints of the external environment, critics
argue that instead of passive conformity, typical orga-
nizations actively manage their relationship within
the environment in which they operate. As Pfeffer
(1982, p. 197) notes, “Firms do not merely respond
to external constraint and control through compli-
ance to environmental demand [such as regulation
or expectations of peer organizations and society].
Rather, a variety of strategies may be undertaken to
somehow alter the situation confronting the organiza-
tion to make compliance less necessary.”

Research taking on the economics perspective
stresses the moderating effect of institutional con-
formity in the adoption stage of for-profit organiza-
tions (Ang and Cummings 1997, Oliver 1991). In other
words, organizations that conform to institutional
pressures for information security management in the
adoption stage do so mainly for economic reasons.
For instance, in the report published by the U.S. Com-
mittee on Capital Market Regulation in November
2006, committee members argued that “certainly one
important factor contributing to this trend [loss of
U.S. public market competitiveness] is the growth of
U.S. regulatory compliance costs and liability risks”
(Zingales et al. 2006, p. x) and recommended that one
“should rely on principles-based rules and guidance,
rather than the current regime of detailed prescriptive
rules” (Zingales et al. 2006, p. xii). In our interviews
with practitioners, we found that because security
management policy and certification are considered
to be new initiatives by many Korean companies,
the decision on adoption and assimilation normally
requires a careful cost and benefit evaluation. These
statements highlight the importance of economic fac-
tors in organizational decisions involving the confor-
mity pressure of institutional forces.

3.2.2. Organizational Capability Considerations
for Assimilation. As discussed earlier, the introduc-
tion of an administrative innovation involves the reas-
signment of tasks and responsibilities as well as con-
tinuous improvement. In other words, an innovation
ideally involves organizational learning and should
be incorporated into the organizational value chain
(Fichman and Kemerer 1997, Zhu et al. 2006). Tech-
nology innovation theorists note the presence of an
assimilation gap where actual usage lags behind the
adoption decision (Fichman and Kemerer 1999). This
lag results from insufficient knowledge to leverage
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the technology as well as misalignment between the
technology and the internal environment (Fichman
and Kemerer 1999). It also shows that assimilation
is an important stage worthy of intensive research
and that its success or failure needs to be inter-
preted from an organizational capability perspec-
tive (Gallivan 2001). As noted earlier, the diffusion
of an administrative innovation is associated with
a change in the organizational social structure, for
example, the creation of a security culture. During
our interviews with practitioners, most of them con-
sistently emphasized the importance of management
support and organizational capability when assim-
ilating information security management practices
adopted. Indeed, the organizational capability view-
point has been used to explain the routinization pro-
cess of information security management (Chang and
Ho 2006, Junarkar 1997).

3.3. Results of Step 2: Major Forces and Key
Factors Derived from the Interviews

Consequently, our second step following the exten-
sive literature review was to conduct 10 qualitative
interviews with managers in charge of information
security management and top IS managers in IT
departments in five Korean firms: Samsung Electron-
ics, LG Electronics, Hana Bank, Woori Bank, and IBM-
Korea. The purpose of the interviews was to validate
and supplement critical factors or drivers identified
in the extant literature with managers who were lead-
ing information security management initiatives. The
interviews were semistructured, and each interview
lasted about two hours. As prescribed techniques
preclude prompting interviewees (Ryan and Bonfield
1975), the interviews began by asking what each
organization had done regarding information security
management. This was followed by three open-ended,
unstructured questions: (1) What led the organization
to implement information security management ini-
tiatives? (2) What were the critical success factors or
drivers of the adoption and assimilation of informa-
tion security management, respectively? and (3) What
difficulties did the organization face in adopting and
assimilating these practices?

As pointed out earlier, the literature review un-
covered conflicting evidence of the significance of
normative isomorphism on organizations. Our first
interview question allowed us to explore whether the
normative force is truly relevant in the diffusion pro-
cess, at least in the Korean setting. When asked about
the initiative, most respondents refer to the develop-
ment of recent regulations and what other firms are
currently doing. One respondent highlighted that “we
are expecting something similar to SOX here, what we
would call K-SOX, to be implemented. Everyone is
talking to each other about how to prepare for it.” We

realized from the interviews that most large firms try
to share important information regarding new regu-
lations so that they can find a better way to cope effi-
ciently with the new environmental pressure together.
This means that in our exploratory interviews, we
found little evidence of the role of normative isomor-
phism in this particular context. Furthermore, when
we began to arrange the interviews, the intention was
to locate the CISO or the senior manager with the del-
egated responsibility for company information secu-
rity management. However, we found out that most
Korean firms do not have the official position of CISO,
but rather assign top IS managers to all security issues
(Shin 2009). Thus, there was a lack of recognition that
there could be or should be an information security
professional specializing in this subfield. Concluding
from the literature review and our qualitative inter-
views, we thus decide to restrict the scope to coercive
and mimetic isomorphism for this particular study.

Regarding the moderating variables, this step also
involved thematic analysis of the interview scripts
(Miles and Huberman 1994) in which notes were cod-
ified, issues clustered into factors, and finally, factors
classified into two different themes. The themes cap-
tured a set of factors that were persistent influences
on adoption and assimilation processes. All in all, the
important factors that surfaced via these interviews
were three economic-based adoption factors of informa-
tion security management: (1) environmental uncer-
tainty, (2) competitive advantage, and (3) resource
availability, and three organizational capability-based
assimilation factors: (1) top management support, (2) IT
capability, and (3) cultural acceptability. Our synthesis
of critical factors fit nicely into the two broad forces
identified in the prior literature. See Appendix A in
the online supplement for complete details.®

4. Enhanced Research Model and
Hypotheses

The result of the two-step method was an enhanced
research model of information security adoption and
assimilation, as shown in Figure 1. Drawing from
the institutional theory on innovation diffusion, we
posit that organizational decision to adopt and assim-
ilate information security management practices are
influenced by the supervisory authority and peer
organizations. As mentioned earlier, administrative
innovation can lead to different forms of adop-
tion. Given the nature of administrative innovation,
which is a management-oriented and continuous phe-
nomenon, we expect that moderating variables will
differ between the adoption and assimilation stages.

¢ An electronic companion to this paper is available as part of the
online version at http://dx.doi.org/10.1287 /isre.1110.0393.
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In information security, adoption can range from a
simple security policy, standardizing on the ISO/IEC
27002 framework, for instance, to an enterprise-wise
security management implementation. Each scenario
involves different levels of investment. In contrast to
adoption decisions, our argument is that the assim-
ilation of an administrative innovation is normally
coupled with the process of organizational change;
that is, success will depend on the organization’s abil-
ity to manage the assimilation process. We will next
develop the posited relationships.

4.1. Moderators of Institutional Conformity for
Information Security Adoption

4.1.1. Perceived Environmental Uncertainty.
Organizational theorists have long been interested in
the relationship between organizations and their envi-
ronments and argued that coping with uncertainty
is a vital organizational survival skill (Duncan 1972,
Milliken 1987). Pfeffer and Salancik (1978, p. 67) de-
fine environmental uncertainty as “the degree to
which future states of the world cannot be anticipated
and accurately predicted.” One strategic response to
environmental volatility involves interorganizational
imitation (Ang and Cummings 1997, Haunschild
and Minner 1997). In information security man-
agement, environmental uncertainty refers to the
unpredictability of major trends or risks in the
business environment, and the possible security risks
induced by the emerging technologies that orga-
nizations deploy to enhance operational efficiency
and effectiveness (Chou et al. 1999, Straub et al.
2008). Chang and Ho (2006) show that there is a
relationship between environmental uncertainty and

Cultural
acceptability

implementing information security management.
In our interviews, numerous respondents pointed
to the rapid technological development in network
and mobile technologies in Korea and how this
posed a challenge to ensure the confidentiality and
availability of information. This reflects the increasing
number of hacking incidents reported to the Korean
Ministry of Information and Communication (MIC)
from 15,940 in 2008 to 21,230 in 2009.” Companies,
hence, were hoping to find appropriate security man-
agement practices to deal with the rapid changing
technological environment. Therefore, we hypothe-
size that organizations conform to external pressures
to adopt information security management when
they perceive greater environmental uncertainty.

HypotnEesis 1 (H1). The greater the level of envi-
ronmental uncertainty perceived by an organization, the
greater the likelihood that the organization will conform to
institutional pressures—(a) peer influence and (b) super-
visory authority influence—to adopt information security
management innovations.

4.1.2. Perceived Gain in Competitive Advan-
tage. Ang and Cummings (1997) observed that firms
are more likely to conform to institutional require-
ments if doing so results in a gain in production
economics. In the hypercompetitive and globalized
business environment, organizations and market par-
ticipants increasingly find it necessary to deploy sig-
naling strategies to potential customers and business
partners that differentiate their products and services
from those of lower quality. Kankanhalli et al. (2003)

7 Source. http://www.itstat.go.kr/eng/ (last accessed April 8, 2009).
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also argue that management investment in effective
security management can lead to competitive advan-
tages. In Korea, because of high-volume electronic
commerce transactions, customers are very sensitive
to how companies are protecting their personal infor-
mation. Most Korean banks, such as Wooribank and
Hanabank, are seeking information security certifica-
tion to increase customers’ confidence in online finan-
cial transactions. Therefore, we hypothesize that when
an organization perceives an increase in its competi-
tive advantage, it is expected to conform more com-
pletely with institutional influences on information
security management adoption.

HyrotuEsis 2 (H2). The greater the gain in compet-
itive advantage perceived by an organization, the greater
the likelihood that the organization will conform to insti-
tutional pressures—(a) peer influence and (b) supervisory
authority influence—to adopt information security man-
agement innovations.

4.1.3. Availability of Resources. Discussing the
economic determinants of organizational innovation,
Rosner (1968) contended that the resources available
to an organization determine whether it can afford
innovation. Other researchers have shown the mod-
erating effect of available resources in response to
institutional pressure (Ang and Cummings 1997, Zinn
et al. 1998). Available resources allow firms to be
flexible in investing in additional human resources
for administrative innovation as well as in absorbing
failure costs (Kaluzny et al. 1993), which is impor-
tant when organizations have difficulty achieving a
return on investments. In terms of information secu-
rity, Straub et al. (2008, p. 7) explain that information
security management is also an “economic decision”
and it usually “requires resources.” In the context of
our empirical investigation, many Korean organiza-
tions are Chaebol, i.e., large conglomerates made up
of multiple enterprises, with access to abundant finan-
cial and nonfinancial resources. In other words, firms
with larger resources, ones that can tolerate more risk
and engage in larger investments in security manage-
ment, hence are more likely to conform to institu-
tional pressure.

HyrotHEsis 3 (H3). The greater the availability of orga-
nizational resources, the greater the likelihood that the orga-
nization will conform to institutional pressures—(a) peer
influence and (b) supervisory authority influence—to
adopt information security management innovations.

4.2. Moderators of Institutional Conformity for
Information Security Assimilation

4.21. Top Management Support. Damanpour
(1991) argues that managerial support is “especially
required in the implementation stage, when coor-
dination and conflict resolution among individuals

and units are essential” (p. 558). Bantel and Jackson
(1989) discuss the significance of the top management
team in relation to innovation decision-making in the
banking sector. In addition, it has been found that
the role of top management is much more important
in the assimilation stage than in the adoption process
(Liang et al. 2007). Thus, the strong participation of
top management results in the implementation of an
efficient innovation process and activities intended to
assimilate these innovations in the organization (Ba
et al. 2001). In the information security management
literature, Kankanhalli et al. (2003) and Kotulic (2004)
both point to the importance of top management
in supporting information security management
programs in organizations. In Korea, the unique
structure of Chaebol and the palli palli nature of
business practices mean that the top management
support can lead to a centralized impact from
information security management across different
business enterprises. Thus, we hypothesize that
stronger top management support will lead to a
higher degree of assimilation of information security
innovations.

HypornEesis 4 (H4). The greater the top manage-
ment support, the stronger the relationship between
institutional influences—(a) peer influence and (b) super-
visory authority influence—and information security man-
agement assimilation.

4.2.2. IT Capability. Bharadwaj (2000, p. 171)
defines IT capability as “an ability to mobilize and
deploy IT-based resources in combination or copre-
sent with other resources.” The capability allows an
organization to connect people to people as well as
people to innovation activities, such as information
security management (Junarkar 1997). We argue that
IT capability is especially important when the nature
of the innovation is administratively oriented. With
a sufficient IT infrastructure, firms can quickly adjust
to changing environmental contingencies and facili-
tate the organizational learning process. Chang and
Ho (2006) also found a positive relationship between
business managers’ IT competence and the implemen-
tation of information security management. Further-
more, while the importance of the information secu-
rity maturity model has been emphasized in prior
literature, a recent interesting view is that the degree
of information security maturity needs to be assessed
using a capability perspective (e.g., Chiang et al.
2008). Aligning with that perspective, our qualita-
tive interviews with practitioners also highlighted the
importance of the IT capability. Many interviewees
emphasized IT capability as a key factor of informa-
tion security management assimilation. This outcome
was almost intuitive in that Korea firms have experi-
enced a successful technology-based transition since
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the 1980s, and IT capability has played a critical role
in this transition with the palli palli business prac-
tices (Choung 1998). Based on the above discussion,
we hypothesize that when IT capability is high, firms
are more inclined to conform to external pressures to
assimilate information security management.

HyrotuEsis 5 (H5). The greater an organization’s IT
capability, the stronger the relationship between institu-
tional influences—(a) peer influence and (b) supervisory
authority influence—and information security manage-
ment assimilation.

4.2.3. Cultural Acceptability. Similar to the line
of argument on IT capability articulated above, cul-
tural acceptability plays an equally vital role in sup-
porting the creation of a security culture and the
enhancement of employees’ security awareness dur-
ing the assimilation stage. In framing an informa-
tion security strategy, Baskerville and Dhillon (2008)
identify several competencies required to manage
information security, e.g., the competence to main-
tain policy flexibility, the competence to communicate
the necessity for information security procedures, and
the competence to facilitate informal communication
about information security. In her empirical investi-
gation on IS security certification implementation in a
financial institution, Hsu (2009) found that the lack of
organizational culture partly contributes to the inef-
fectiveness of IS security management implementa-
tion because employees did not change their attitude
and behaviors about IS security.

The issue of culture was also mentioned by prac-
titioners in our exploratory qualitative interviews,
noting that, if a supportive organizational culture
for information security management does not exist,
organizational members will not be motivated to
engage in activities relevant to the newly introduced
practices (Gallivan 2001). Several interviewed profes-
sionals stressed the importance of the cultural issue in
assimilating information security management. They
said that because Korea is one of the most collec-
tivist countries (Hofstede 1980), cultural harmony
and acceptability in Korean organizations is strongly
valued whenever they introduce new administra-
tive innovations such as information security man-
agement. Thus, the relationship between institutional
influence and the assimilation of information security
management should be stronger when the cultural
acceptability of an innovation is high. This leads to
our final hypothesis.

HyrotuEesis 6 (H6). The higher the cultural accept-
ability of innovation, the stronger the relationship between
institutional influences—(a) peer influence and (b) super-
visory authority influence—and information security man-
agement assimilation.

5. Research Methodology

A field study methodology was adopted to vali-
date the model, but, as explained above, the model
itself was developed, in part at least, through quali-
tative techniques such as interviews. Hence, overall,
the study adopted a mixed-methods approach. The
hypothesized research model was tested empirically
via a questionnaire that collected data about infor-
mation security management projects in Korea. Data
were gathered at two points in time from 140 orga-
nizations over a three-month period. In keeping with
our desire to capture security management practices
as administrative innovations, the unit of analysis
was organizations that either were in the process of
implementing or had already begun implementing
enterprise-wide information security initiatives.

5.1. Development of Measures

Based on theory and prior empiricism, we devel-
oped a questionnaire to test the proposed hypothe-
ses. We designed scales to measure two independent
variables (i.e., institutional influence, which includes
both peer influence and supervisory authority influ-
ence), two dependent variables (i.e., the adoption and
assimilation of information security innovations), and
six moderating variables. Multiple seven-point Likert
scales, from “strongly disagree” to “strongly agree,”
were used to assess each of the variables. All final
measures are shown in Appendix B in the online
supplement.

Measures were based not only on previously vali-
dated instruments, but also on conceptual definitions
and theoretical statements drawn from the litera-
ture. For example, the institutional influences of
information security management, such as external
social pressures to conform, arise primarily from peer
organizations and supervisory authorities (Ang and
Cummings 1997); hence, they were measured via
major mimetic forces (Teo et al. 2003) and coercive
forces (Liang et al. 2007, Tingling and Parent 2002).

Regarding the two dependent variables, the mea-
sures of adoption were developed by applying Ajzen
and Fishbein’s (1980) definition to the domain of
information security.® Assimilation of innovation was
measured by modifying the well-known six-stage
model of the assimilation of technology innovation
in organizations by Cooper and Zmud (1990). The
focus of our study is on understanding the degree of
diffusion of an innovation across the organizational

8 Because our focus was to collect the data for either the most
recently adopted information management standard or an informa-
tion security management standard that was being considered at
the point of our survey, we decided to use the measures for adop-
tion intention rather than adoption itself. By using the adoption
intention measures and asking respondents to answer all questions
retrospectively, we could collect more data from more companies.
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activities and processes. Therefore, by distinguishing
assimilation from adoption, we developed new items
to describe the level of routinization and embed-
dedness of information security related activities.
Meanwhile, measures of the six moderating variables
were created in two ways: (1) by adapting existing
measures to the research context, e.g., availability of
resources (Zinn et al. 1998) and top management sup-
port (Kankanhalli et al. 2003); or (2) by converting the
definitions of the constructs and theoretical statements
into a questionnaire format,’ e.g., perceived environ-
mental uncertainty (Baskerville 1991), perceived gain
in competitive advantage (Terlaak and King 2006), IT
capability (Bharadwaj 2000), and cultural acceptability
(Gallivan 2001).

To account for the extraneous sources of varia-
tion in the adoption and assimilation stages, we
added control variables for organization size, IT bud-
get, industry type, the information security practice
adopted, and the length of time after the most recent
information security practice was adopted. Organi-
zational size was measured in terms of total rev-
enue. Consistent with prior studies, the IT budget was
assessed as a percentage of total revenues. Industry
type was controlled via classifications for manufactur-
ing, banking/finance, insurance, health care, utilities/
energy, retail/warehouse, and transportation. Infor-
mation security maturity was measured by asking
respondents to indicate the standard or framework
of information security management (e.g., ISO/IEC
27002 or COBIT) under which they were operating.
Finally, we controlled for the length of time after the
most recent information security practice was intro-
duced to an organization to eliminate any potential
spurious effect of time in information security adop-
tion and assimilation.

To ensure the integrity and validity of the instru-
ment, a pretest and a pilot test were conducted. These
tests showed that the instrument was ready for full-
scale testing. Details of these tests can be found in
Appendix C in the online supplement.

5.2. Sample and Data Collection

The sampling frame for this study was compiled from
500 large firms listed in Maeil Business Newspaper’s
Annual Corporation Reports in Korea. The main sur-
vey was conducted in two phases. The purpose of the
first phase was to investigate adoption-related factors
while the second phase tried to check on the progress
of information security management innovations by
investigating assimilation-related factors. To increase

? For the newly developed measures, we used the small-scale card
sorting method recommended by Moore and Benbasat (1991).

the response rate, the total design method proposed
by Dillman (1991) and Sivo et al. (2006) was applied
in Phases 1 and 2 via two separate instruments. Before
mailing out the questionnaire, we phoned the top
IS managers to explain the research objective and
invite them to be respondents. Questionnaires were
then mailed to the top IS managers with personalized
cover letters that explained the study again and guar-
anteed the confidentiality of the collected data. One
week after the questionnaires were sent out, a follow-
up postcard was mailed, and four and seven weeks
later, the same questionnaires were mailed again in
both phases.

More specifically, the survey in Phase 1 covered
adoption-related factors, such as perceived environ-
mental uncertainty, perceived gain in competitive
advantage, and availability of resources at the start
of their information security management projects.
Respondents were asked to select the most recently
adopted information security management practice
and answer questions regarding that project. Out of
the 500 firms, the questionnaire was mailed to 436 top
corporate-level IS managers that were willing to par-
ticipate in the research. A total of 183 firms responded
to the first phase survey for a response rate of 42%. Of
the 183 responses, 12 were not related to information
security management, and 20 were discarded due to
incomplete data. Thus, a total of 151 responses could
be used for Phase 2.

In Phase 2, which started three months after the
completion of Phase 1, a follow-up survey was initi-
ated by contacting the companies that participated in
the Phase 1 survey. Because of Korea’s palli palli busi-
ness culture, we believed that the generally accepted
six-month time gap between two data collection
points in a longitudinal study would not be appro-
priate. Thus, during the first survey in Phase 1, we
asked respondents to tell us what would be the best
timing to check their progress in assimilating infor-
mation security management. The average value of
the responses was around three months. Thus, we
decided to start the second survey in Phase 2 three
months after the completion of Phase 1. In consciously
choosing this three-month period, we believed that
we were better able not only to enhance data timeli-
ness but also to minimize data distortion and attrition
between data collection points, thereby increasing the
validity of the data collected. To determine the status
of the information security management assimilation
process, the top IS managers of the 151 firms were
asked to answer questions pertaining to three orga-
nizational capability factors, namely top management
support, IT capability, and cultural acceptability. Out
of the 151 responses, 145 were received, but five were
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eliminated due to incomplete data. Thus, 140 valid
responses could be used for the final analysis. The ini-
tial response rate, therefore, was approximately 96%.
Before the final analysis, common method variance
and nonrespondent bias were ruled out as described
in Appendix D in the online supplement.

Respondent characteristics in terms of industry
type, total sales revenue, IT budget as a percentage of
total sales, and information security practice adopted
are summarized in Appendix E in the online supple-
ment. Industry representation of the respondent orga-
nizations shows that many were either manufacturers
or they were involved in the banking/finance indus-
try. Of the 140 companies who participated fully in
Phase 2, 82 had total annual sales of one billion dol-
lars or more. In addition, information security stan-
dard ISO/IEC 27002 was adopted by 49 firms, COBIT
by 15, and BS 7799 (part 2) and BS 7799 by 27 and 26,
respectively.

6. Analysis and Results

6.1. Analysis Method

Partial least squares (PLS) was selected to evaluate the
proposed model and its hypotheses for the following
reasons. First, PLS is suitable for assessing theories in
the early stages of development (Fornell and Book-
stein 1982). Because this study is an initial attempt to
advance a theoretical model by investigating informa-
tion security management as an administrative inno-

vation, the fit of PLS to exploratory science argued
in its favor. Moreover, PLS does not have severe dis-
tributional assumptions and can readily handle both
formative and reflective measures in a model. This
study used the PLS-Graph version 3.00 for analyzing
the measurement and structural models.

6.2. Measurement and Structural Models

For the measurement model, following the recom-
mended two-stage analytical procedures (Hair et al.
1995), a confirmatory factor analysis was initially
conducted to assess the measurement model, after
which the structural relationship was examined. This
approach ensured that our results regarding the struc-
tural relationship were based on construct-valid indi-
cators in the measurement model. Details of tests of
the measurement model are described in Appendix F
in the online supplement.

With an adequate measurement model and an
acceptably low level of multicollinearity, the hypothe-
ses proposed in this study were tested with PLS. The
results of the analysis of the structural model are
depicted via path coefficients and ¢-values in Figure 2.
Test of significance of all paths in the structural model
was performed using a bootstrap resampling proce-
dure with resampling of 500.

Figure 2 shows the results of the PLS analysis,
including the path loadings, t-values of the paths, and
R-squares. All 12 hypothesized paths were found to
be significant without exception at our 0.05 alpha pro-

Figure 2 Results of PLS Run
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Figure 3 The Baseline Model
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tection level.l% Also, none of the five control variables
showed any significant relationship with the adoption
and assimilation processes. It is worth mentioning
that R-square values of the adoption and assimila-
tion of information security management are 0.748
and 0.519, respectively. As this evidence makes clear,
the adoption and assimilation processes can be influ-
enced by various political, economic, and environ-
mental variables. This result indicates that in addition
to institutional influences, the six moderating vari-
ables selected in this study have significant influences
on the degree of the adoption and assimilation of
information security management and should be paid
more attention in further studies. We will next exam-
ine the results in greater detail.

6.2.1. Explaining the Adoption of Information
Security Management. We note that, as expected,
both peer influence (8 =0.113; t =2.056; p < 0.05) and
supervisory authority influence (8 =0.147; t =2.267;
p < 0.05) had significant effects on the adoption pro-
cess. Furthermore, as shown in Figure 2, all three
economic moderators significantly influence the rela-
tionships between peer influence and the adoption
process (8 =0.574, t =10.861, p < 0.01 for perceived
environmental uncertainty; 8=0.381, t=5.346, p <
0.01 for perceived gain in competitive advantage; 8=
0.722, t =18.869, p < 0.01 for availability of resources)
as well as between supervisory authority influ-
ence and the adoption process (8 =0.608, t =11.844,
p < 0.01 for perceived environmental uncertainty;
B=0.405, t =5.121, p < 0.01 for perceived gain in
competitive advantage; 8 =0.761, t =22.914, p < 0.01

0To check the validity and generalizability of the findings, we
reran Overall, the analysis using the data collected from the first
round of survey (i.e., adoption model only) and found that the
findings of the adoption model are similar to the overall findings
of this study.
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for availability of resources). These findings support
Hi(a), H1(b), H2(a), H2(b), H3(a), and H3(b).

To confirm the interaction effects of the three
moderators, we followed the hierarchical process, rec-
ommended by Chin et al. (2003), a process that com-
pares the results of two different models in terms of
the difference in R-squares, i.e., one without the mod-
erator and one with. According to Cohen (1988), the
difference in R-squares can assess the overall effect
size f? at three different levels: 0.02~0.14 for small
effects, 0.15~0.34 for medium effects, and above 0.35
for large effects."

As a first step, the baseline model without
three economic moderators was tested, as shown
in Figure 3. This model accounts for 25.5% of the
variance in the adoption of information security man-
agement. The effects of peer influence and supervi-
sory authority influence on the adoption had p-values
below the 0.05 level. We then examined the direct
effect of each economic factor on the adoption pro-
cess. As illustrated in Figures 4(a), 4(b), and 4(c),
the results of the analyses showed that R-square val-
ues of perceived environmental uncertainty, perceived
gain in competitive advantage, and availability of
resources were 0.439, 0.305, and 0.570, respectively.
Finally, the moderating effect of each economic fac-
tor on the adoption process was assessed. The results,
as summarized in Figures 5(a), 5(b), and 5(c), showed
that the models account for 55% of the variance in
the adoption process in the case of perceived environ-
ment uncertainty, 42.8% in the case of perceived gain
in competitive advantage, and 67.4% in the case of
availability of resources.

Based on the hierarchical difference tests, the
interaction effects were found to have effect sizes f?

M nteraction effect size f* =[R? of interaction effect model —R? of
main effect model]/[1 — R* of main effect model].
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Figure 4 The Direct Effects of Three Economic Factors
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of 0.198 (=[0.550—0.439]/[1—0.439]) for perceived
environment uncertainty, 0.177 (=[0.428—-0.305]/
[1-0.305]) for perceived gain in competitive advan-
tage, and 0.242 (=[0.674 — 0.570]/R[1 — 0.570]) for
availability of resources. The results show that all
economic factors have medium interaction effects
(Chin et al. 2003). In other words, the models in which

Figure 5 The Moderating Effects of Three Economic Factors
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the three economic factors are proposed to moderate
the links between peer influence and the adoption
process and between supervisory authority influence
and the adoption process have significantly higher
explanatory powers than the baseline model.
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6.2.2. Explaining the Assimilation of Informa-
tion Security Management. As in Figure 2, both peer
influence (8 =0.155; t =2.005; p < 0.05) and supervi-
sory authority influence (8=0.398; t =5.573; p < 0.01)
showed significant effects on the assimilation pro-
cess. In addition, all three organizational capabil-
ity factors were found to be significant moderators
on the relationships between peer influence and the
assimilation process (8 = 0.186, t = 2.450, p < 0.05
for top management support; 8 = 0.190, t = 2.763,
p <0.01 for IT capability; and B =0.292, t = 3.606,
p < 0.01 for cultural acceptability) and between super-
visory authority influence and the assimilation pro-
cess (8=0.367,t=5.869, p < 0.01 for top management
support; 8 =0.239, t =3.455, p < 0.01 for IT capability;
and 8=0.365, t =4.642, p < 0.01 for cultural accept-
ability). The results indicate that H4(a), H4(b), H(a),
H5(b), H6(a), and H6(b) are fully supported.

To explore the interaction effects of the three organi-
zational capability factors, we followed the same pro-
cedure used to test three economic moderators above,
i.e., a hierarchical process (Chin et al. 2003). The base-
line model without incorporating three organizational
capability factors, and the direct effect and the mod-
erating effect of the capability factors on the assimila-
tion process were tested and their results were sum-
marized in Figures 3, 6, and 7. The baseline model
accounts for 18.7% of the variance in the assimilation
of information security management. R-square values
for the direct effects of the three capability factors on
the assimilation process, as depicted in Figures 6(a),
6(b), and 6(c), were 0.246, 0.233, and 0.211, respec-
tively, while R-square values generated from their
individual moderating effects on the assimilation pro-
cess were 0.406, 0.387, and 0.402, as in Figures 7(a),
7(b), and 7(c).

The hierarchical difference tests showed that the
effect sizes f? of three organizational capability factors
were 0.212 (=[0.406—0.246]/[1—0.246]) for top man-
agement support, 0.201 (=[0.387—0.233]/[1—0.233])
for IT capability, and 0.242 (=[0.402—-0.211]/
[1—-0.211]) for cultural acceptability. Thus, indicates
that all organizational capability factors also have
medium interaction effects on the relationships
between peer influence and the assimilation process
as well as between supervisory authority influence
and the assimilation process (Chin et al. 2003).
The models incorporating the three organizational
capability factors have more significant explanatory
powers than the baseline model, as expected.

7. Discussion and Implications

In response to the recent emphasis on technology
vulnerabilities in the organizational field, this study
identifies information security management as an

Figure 6 The Direct Effects of Three Organizational Capability Factors
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administrative innovation that decision makers can
adopt to manage security risks. Our findings pro-
vide strong support that different management inter-
pretations influence the choices about which best
practices to adopt for information security manage-
ment. Furthermore, from an institutional point of
view, the study shows that institutional rules and
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Figure 7 The Moderating Effects of Three Organizational
Capability Factors
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norms exert sizeable pressures on firms to adopt and
assimilate information security management inno-
vations. Using a two-stage survey technique, we
also demonstrate how economic factors and internal
organizational capabilities greatly affect the relation-

Table 1 Summary of Findings

Hypothesis Result

H1(a) & 1(b) The greater the level of environmental H1(a): Supported
uncertainty perceived by an H1(b): Supported
organization, the greater the
likelihood that the organization will
conform to institutional
pressures—(a) peer influence and
(b) supervisory authority
influence—to adopt information
security management innovations.

H2(a) & 2(b) The greater the gain in competitive H2(a): Supported
advantage perceived by an H2(b): Supported
organization, the greater the
likelihood that the organization will
conform to institutional
pressures—(a) peer influence and
(b) supervisory authority
influence—to adopt information
security management innovations.

H3(a) & 3(b) The greater the availability of H3(a): Supported
organizational resources, the greater ~ H3(b): Supported
the likelihood that the organization
will conform to institutional
pressures—(a) peer influence and
(b) supervisory authority
influence—to adopt information
security management innovations.

H4(a) & 4(b) The greater the top management H4(a): Supported
support, the stronger the relationship  H4(b): Supported
between institutional
influences—(a) peer influence and
(b) supervisory authority
influence—and information security
management assimilation.

H5(a) & 5(b) The greater an organization’s IT H5(a): Supported
capability, the stronger the H5(b): Supported
relationship between institutional
influences—(a) peer influence and
(b) supervisory authority
influence—and information security
management assimilation.

H6(a) & 6(b) The higher the cultural acceptability of H6(a): Supported
innovation, the stronger the H6(b): Supported
relationship between institutional
influences—(a) peer influence and
(b) supervisory authority
influence—and information security
management assimilation.

ship between institutional influences and the adop-
tion/assimilation process. Table 1 summarizes the
results of our hypothesis testing. Our findings are
consistent with prior studies. From an economic per-
spective, all three factors had medium moderating
effects on both peer influence and supervisory author-
ity influence in the adoption stage. These findings
are consistent with those of prior studies. The unpre-
dictability of the business environment motivates
organizations to adopt appropriate management tools
to mitigate decision-making risks (e.g., Baskerville
1991). Moreover, available organizational resources
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(e.g., Straub et al. 2008) and perceived gain in com-
petitive advantage (e.g., Kankanhalli et al. 2003) allow
firms to be more active in investing in and adopting
information security management innovations, even
when the potential return is unclear.

With regard to the three organizational capabil-
ity factors, it was also found that all three factors
had medium moderating effects on the base rela-
tions between peer influence/supervisory authority
influence and the assimilation of information secu-
rity management. This implies that our empirical out-
comes agree with the previous studies that when
there is strong top management support (e.g., Ba et al.
2001), high IT capability (e.g., Chiang et al. 2008), and
a supportive culture (e.g., Gallivan 2001), organiza-
tions are more likely to absorb and disseminate infor-
mation security management innovations.

In the continuing vein of comparisons to prior
studies, our findings compare favorably with those
reported by Hu et al. (2007) and Hsu (2009) with
respect to institutional pressure. Our results show that
peer influence and supervisory authority influence
have significant effects on the adoption and assimila-
tion of information security management innovation.
Whereas our empirical outcomes do agree with both
of these prior studies on the coercive influence on
the information security management adoption, they
also explain the contradictory findings about the role
of mimetic force described in Hu et al. (2007) and
Hsu (2009). The former found that the impact of
mimetic force was “ambiguous” (p. 166), while the
latter revealed the persistence of competitive mimicry
on the information security certification implementa-
tion process. Our findings further reinforce our qual-
itative results in that in Korea, organizations are fac-
ing the pressure to implement security management
practices in light of regulatory enactment on personal
data protection and corporate governance. Although
no other survey results allow us to make a full com-
parative analysis, we believe that the close relation-
ship between Korea conglomerates and government is
likely to show stronger coercive forces than in North
American or European contexts. Regarding the role
of the mimetic force, the characteristics of organiza-
tions in our empirical setting and Hsu (2009) may
help explain why mimetic pressure has a significant
impact on adoption and assimilation. The unique con-
text of the Chaebol in Korea and the Finance House
in the Taiwanese financial industry may indicate why
leading institutions in these countries have a strong
influence on interorganizational strategic decisions
regarding innovation adoption.

One of the interesting findings is that perceived gain
in competitive advantage shows the moderating effect
on the relations between institutional influences and
the adoption of information security management,

which is consistent with the arguments of Kankan-
halli et al. (2003) and Wood (1991). We see this result
as an important contribution to information security
management. Our study reconfirms the argument that
broadly institutional mimicry is more likely to take
place for competitive reasons (DiMaggio and Powell
1991, Guler et al. 2002). In addition, our findings indi-
cate that when the market is competitive, firms are
more actively in imitating the security management
practices adopted by the peer firm rather than simply
complying with the regulation. This is consistent with
prior studies on the development of electronic com-
merce in Korea that argue that having an appropriate
information security management in place is impor-
tant to generate consumer trust and increase purchas-
ing behavior online (e.g., Cheong and Park 2005, Jung
et al. 2001). Furthermore, in recent years, the techno-
logical progress of mobile technology in Korea has cre-
ated and fostered the growth of mobile banking and
other financial services (Park and Yang 2008). This fur-
ther highlights the importance of transaction security
in gaining and sustaining market leadership.

Another interesting finding is the role of IT in
assimilating information security management into
the organization. Our empirical data shows that IT
capability does act as a significant moderator in the
assimilation stage. Although we implicitly believe
that information technologies act as tools to support
organizational learning (Gill 1995) and facilitate inno-
vation activities in organizations (Junarkar 1997), no
previous study empirically examines IT impacts on
the adoption and assimilation of information secu-
rity management. Although the information security
maturity model has appeared in prior literature, its
relationship to capabilities has only recently been
appreciated (Chiang et al. 2008). We also see this rela-
tionship being addressed by the 2009 annual report of
the Woori Financial Group, one of the leading finan-
cial groups in Korea, where it states that it standard-
ized on both ISO 270001 for information security and
CMMI Level 3 for software development as part of
the group’s overarching IT strategy. In this sense, this
study serves as an initial attempt to validate the role
of IT capability to information security management
adoption and assimilation, and is thereby an impor-
tant contribution.

Additionally, irrespective of the overwhelming sup-
port of our hypotheses, the explained variances in
our models were compelling and a major contribu-
tion to this stream of research, in our opinion. The
overall model had an explained variance of 75% for
the security adoption dependent variable; security
assimilation was somewhat lower at 52%, but still
appreciable. What is equally striking is that the mod-
erating effects reached the medium effect level (Cohen
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1988), and that without the six across-the-board sig-
nificant moderations, the baseline models would be
much less impressive with explained variances of
25.5% and 18.7% respectively for adoption and assim-
ilation. The bottom line seems to be that our research
model is persuasive, to say the least.

The longitudinal research design and deliberative
sampling plan in the study allowed us to collect
adoption data at the point at which firms were mak-
ing these kinds of decisions. The three-month lag in
the collection of assimilation data was likewise an
attempt to match the timing of the data collection
to the phenomenon we were interested in, which in
this case was assimilation. Whereas the lag period we
chose may be debatable, a point raised again later
under limitations, the longitudinal design was helpful
in avoiding cross-sectional data that was a good fit
for either the firm adoption decisions or assimilation
processes but not both. Because this kind of longitu-
dinal research design is unusual in diffusion studies,
we trust that the strength of our findings will recom-
mend this approach to other researchers and serve as
a methodological contribution of the study.

7.1. Implications for Research

This study has several implications of theoretical and
practical importance, which sees the emergence of
some new areas for further research. Table 2 details the
main implications and contributions of this research.

7.1.1. Organizational Theory on Administrative
Innovation. First, findings lend support to other
studies that see the merits of an integrative frame-
work in organizational studies (Ang and Cummings
1997, Oliver 1991, Perrow 1985). Like these other
works, the present study provides evidence that
organizational survival requires firms to account for
institutional expectations as well as environmental
uncertainty, resource availability, and expected com-
petitive performance. However, the unique contribu-
tion of this research is the application of this argument
to the context of administrative innovation diffu-
sion and infusion. From the viewpoint of innovation
diffusion studies, our empirical investigation repre-
sents a further step in the direction of the need
to study administrative innovation as a “continuous
rather than discrete occurrence” (Westphal et al. 1997,
p- 368). Testing our integrative model, we present
evidence that institutional effects operate both at the
adoption and assimilation stages during the diffusion
process.'? Our work further reveals that the decision

121t is possible that institutional forces indirectly impact on assimila-
tion through the adoption of information security management. Thus,
we did an additional analysis on an alternative model that decou-
ples the relationship between institutional forces and assimilation
and the links between adoption and assimilation. The results summa-
rized in Appendix G in the online supplement show that our argu-
ments have higher explanatory power than the alternative model.

of adoption was mediated through the economic fac-
tors whereas the success of administrative innova-
tion depends on the degree of cultural acceptability,
IT capability, and top management support. Further-
more, in their review of the application of institutional
theory across different discipline, Weerakkody et al.
(2009, p. 1) conclude that the use of such theory in the
IS field “remains in its infancy, with much potential
for adoption.” Our present study has hopefully made
a timely contribution to IS research by highlighting
the complex relationship between institutional pres-
sures and the diffusion of information security man-
agement practices.

7.1.2. Organizational Perspective of Information
Security Research. This study addresses the limita-
tions of current information security research due
to the dominance of the technology-centric approach
(Siponen and Willison 2007, Straub et al. 2008). We
see our contributions from both theoretical and empir-
ical perspectives. Furthermore, among the limited
empirical investigation of the social-organizational
perspective to information security management,
most are concerned with either security effective-
ness/misuse (e.g., Kankanhalli et al. 2003, D’Archy
et al. 2009) or risk management (e.g., Straub and
Welke 1998, Ransobtham and Mitra 2009). From the
perspective of administrative innovation, we develop
and empirically test an integrative and explanatory
framework of information security diffusion pro-
cesses. In particular, we highlight the importance of
external environment on the adoption and assimi-
lation of IS security management practice. In our
qualitative interviews, we found that the contex-
tual setting was the United States. In our empiri-
cal study, Korean organizations are mostly parts of
large conglomerates as compared to the diversity
of enterprises in the United States. Further research
should be carried out in different countries (e.g.,
countries with the dominance of small-to-medium
enterprises or countries with less of an authoritarian
government-industry relationship) and examine the
relative strength of each institutional isomorphism in
such different environment settings. Additional stud-
ies are likely needed to deepen our understanding of
the relationship between institutional constraints and
information security management diffusion.

Furthermore, our analysis on moderating variables
to these institutional forces suggests that technologies
alone may not be sufficient to ensure the successful
assimilation of a particular innovation, especially an
administrative innovation such as information secu-
rity management. Thus, a possible explanation is
that only by combining top management and cul-
tural capability can information technologies fully
take effect. In this case, the contribution is that sound
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Table 2

Summary of Implications and Contributions

Literature on security management

Our findings

Theoretical and practical contributions

Emphasis on computer security as a
technological innovation but not an
administrative innovation

Environment characteristics affecting
IS security management diffusion

Adoption and assimilation of IS secu-
rity management innovations

Value of mixed methods approaches

External validity extended by setting
the study in the Korean context

Theoretically developed and empirically tested the emer-
gence of IS security management as an administrative
innovation.

Offered proof that the institutional rules and norms exert
sizable pressures on firms to adopt and assimilate IS
security management innovations.

Showed that economics-based factors demonstrated a
moderating effect of institutional conformity in the
adoption stage while the organizational capability fac-
tors were important moderators in the assimilation
stage.

Used both qualitative and quantitative research methods
in theorizing and validating our conceptual framework.

The theoretical model we propose explains well in the
robust environment of Korea; in spite of strong factors
favoring security awareness, the model was successful
in predicting adoption of new security practices.

—Adds both theoretical development and empirical con-
tent to the “limited but emerging” (Ransbhotham and
Mitra 2009, p. 122) IS security management literature.

—Offers a practical overarching framework on managerial
decisions in making security risks.

—Brings scholarly attentions to the value of institutional
theory in IS security research.

—The practical validation of coercive force reinforces the
value of regulation in IS security management adoption
and assimilation.

—Our interviews highlight that normative pressure is still
less relevant in influencing managerial actions. This
calls for more professional development activities in
the IS security management community.

—Practical contribution in highlighting the balance
between the economic and institutional environment
in adopting security management. It tells managers
to institutionalize factors that can influence the timely
adoption of information security management.

—Practical contribution in offering metrics that assess
the efficacy of IS security management assimilation.

—Theoretical contribution in demonstrating the value of
utilizing both qualitative and quantitative approaches
in articulating and empirically demonstrating new 1S
security management theories.

—External validity is essentially a contribution to the the-
ory in that it extends the applicability or generalizabilty
of the theory to new persons, settings, or times (Cook
and Campbell 1979).

security management cannot rely on technical solu-
tions alone (Dhillon and Backhouse 2001, Whitman
2004). In this research, we have attempted to validate
three critical factors for successful information secu-
rity management assimilation, and the opportunity
exists for further research on other measurements,
such as organizational structure, top management
characteristics, and board structure, ways of which
might help scholars and managers better evaluate var-
ious organizational aspects of their internal informa-
tion security environments. In addition, our study
also foreshadows possible theoretical extensions. For
instance, what business performance and informa-
tion security breaches occur when there are strong
institutional forces in place? What managerial actions
increase the role of IT capability and culture capabil-
ity to strengthen the assimilation process?

7.1.3. Mixed Research Methods Approach. As
Siponen and Willison (2007) point out, there is a pre-
dominance of descriptive and conceptual papers in
information security management research. In their
assessment, 79% of information security-related stud-
ies were “subjective argumentative” (p. 1556), and
the rest adopted other methods such as field exper-
iments. In this sense, our study advances informa-
tion security management research by adding empir-

ical findings to the conceptual-centric and descriptive
literature. Furthermore, it demonstrates how differ-
ent research methods can complement each other in
intellectual and theoretical development. Given the
lack of theories in information security research, the
use of a qualitative approach can identify major secu-
rity problems and allow scholars to find applicable
theories that explain the phenomena. By doing so, it
strengthens the capability and validation of develop-
ing more theoretically sound models that can be fur-
ther tested empirically. In this sense, the research is
significant because it strengthens a theoretical view of
the social and organizational dimensions of informa-
tion security, a domain that is still evolving accord-
ing to Dhillon and Backhouse (2001), as well as
responding to the critique that “a more coherent
socio-organizational framework is required to explain
why managers and users behave in certain ways” (Hu
et al. 2007, p. 155).

7.2. Implications for Practice

The results of this study provide evidence that the
development of regulation in different countries does
have an impact on the adoption and assimilation
of information security management. The findings
indicate that at the outset of information security
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management innovation, supervisory authority can
play a significant role in stimulating and enforcing the
adoption and assimilation of this new management
practice. This can offer some encouraging evidence
for regulators to evaluate the effectiveness of rules
and regulations on corporate governance. Put differ-
ently, the results here can also serve as a positive indi-
cator for other countries where information security
management is still in its infancy. Findings also indi-
cate that establishment of regulations or guidelines on
data protection and governance and increased aware-
ness of regulations are mechanisms that encourage
better security and educate organizations about its
benefits. Alternatively, given the positive results of
mimetic force in our study, there is the practical impli-
cation that the regulatory authority can work with
leading institutions in initiating information security
management. This will be particularly effective where
the marketplace is hypercompetitive and there is high
uncertainty.

Furthermore, our results demonstrate that whereas
external influences are key to good organizational
decisions about adoption and assimilation of infor-
mation security management practices, adoption was
moderated by the economic evaluation of the busi-
ness environment and assimilation was moderated by
internal organizational capabilities. Therefore, firms
can more effectively diffuse information security prac-
tices when they give voice to and make sound busi-
ness cases for the economic value of security.

Similar to the suggestions put forward by Ang and
Cummings (1997), we argue that managers need to
carefully factor in key decision-making moderating
variables. These variables accommodate institutional
expectations, such as supervisory pressure and peer
influence. By proactively evaluating economic condi-
tions, managers can make timely strategic responses
to institutional pressure to conform when adopting
information security innovations. Being more aware
of environmental uncertainty, competitive pressures,
and the availability of resources, for instance, gives
managers insight into how to successfully adopt an
information security management framework. As a
result, with timely adoption, firms are more likely to
avoid risks and the consequent costs associated with
information security breaches.

In the assimilation stage, our study shows that
top management support, IT capabilities, and cul-
tural acceptability play crucial roles in ensuring that
information security management practices become
embedded in organizational practices. A sound and
effective information security management requires
the support of top management and organizational
culture. To demonstrate top management support, we
consider that the establishment of a CISO role can
serve as a strong signal in the commitment of senior
management to security. Furthermore, our work reit-

erates the importance of culture in assimilating infor-
mation security management in organizations. In an
industry survey (Richardson 2008), 42% of organi-
zations responded that their organization spent less
than 1% of their security dollars on awareness pro-
grams. This calls for managerial attention to cre-
ating a security culture (e.g., budget allocation on
training or hour requirements on information-security
related education), which in turn will better commu-
nicate information security procedures and policies to
employees.

7.3. Limitations and Future Research

We now turn to the limitations of this study, some
of which offer opportunities for future research. First,
because of the nature of longitudinal studies (lack of
control groups), this work could suffer from internal
validity threats such as maturation, history, and mor-
tality (Huck et al. 1974). According to previous lit-
erature (Venkatesh and Davis 2000), the three-month
duration of our study may not be long enough to min-
imize these threats, even though we determined it by
considering Korea’s palli palli business culture. Sec-
ond, the majority of respondents in this study were
CIOs. Although the information from top IS managers
should provide a high level of confidence in the qual-
ity of the information gathered, a single respondent
selection bias could still exist. Third, the results of this
study may include regional biases due to the data col-
lection taking place solely in Korea. Thus, the results
may have to be carefully interpreted and replicated in
other industries and countries to improve the gener-
alizability of the findings.

The results of this study suggest several direc-
tions for future research. The diffusion of informa-
tion security management ought to receive more
attention from IS researchers. This research provides
a starting point for such future studies. Our six
proposed moderators are open to refinement and
further verification. It is also possible that other con-
ditions may have moderating effects on the relation-
ship between institutional pressures and the adoption
and assimilation of information security innovations.
Therefore, further theoretical development and orga-
nizational practice would stimulate the exploration of
new moderating variables.

Furthermore, our work has shown the value of
institutional theory in understanding the diffusion of
IS security management in organizations. One sugges-
tion for further research is to examine the influence
external pressures might have on employee behav-
ior and attitudes towards information security man-
agement. In this respect, a deeper revelation on the
interaction between institutional pressures and orga-
nizational change would be fruitful in enhancing the
effectiveness of information security management.
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8. Conclusion

Because of the attention given to vulnerability pro-
tection and institutional expectations of compliance,
information security management has emerged as
an administrative innovation in the IS field. Draw-
ing from neo-institutional theory and the innovation
diffusion literature, this study proposes an integra-
tive framework of the adoption and assimilation of
information security management. Furthermore, the
field study findings offer empirical support for the
moderating effects of economic and organizational
capability in the presence of coercive and mimetic iso-
morphism. From a theoretical perspective, it provides
a good starting point for theoretical refinements on
the institutionalization of information security man-
agement. It also provides an analytical tool that can
be used for managerial intervention in the diffusion
of information security management in organizations.

Electronic Companion

An electronic companion to this paper is available as
part of the online version at http://dx.doi.org/10.1287/
isre.1110.0393.
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