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Little is known about the context sensitivity of users’ online security perceptions and behaviors to national and
individual attributes, and there is inadequate research about the spectrum of users’ behaviors in dealing with
online security threats. In addressing this gap, this paper draws on two complementary theoretical bases:
(1) the contextualization of the protection motivation theory (PMT) to online security behavior and (2) a poly-
contextual lens for the cross-national comparison of users’ security behaviors in the United States and China.
The conceptualized model is tested based on 718 survey observations collected from the United States and
China. The results support our model and show the divergence between the United States, an exemplar of
modern Western society, and China, an exemplar of traditional Eastern society, in forming threat perceptions
and in seeking help and avoidance as coping behaviors. Our results also uncovered the significant moderating
impacts of espoused culture on the way perceptions of security threats and coping appraisals influence security
behaviors. Our findings underline the importance of context-sensitive theory building in security research and
provide insights into the motivators and moderators of individuals’ online security behaviors in the two nations.
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RESEARCH NOTE

Introduction I

The behavioral aspect of security in both work and personal
settings has recently drawn attention from IS researchers due

'Soon Ang was the accepting senior editor for this paper. Andrew Burton-
Jones served as the associate editor.

The appendices for this paper are located in the “Online Supplements”
section of the MIS Quarterly’s website (http://www.misq.org).

to the dramatic increase in Internet users worldwide (Internet
World Stats 2014), the pervasive use of the Internet in all
aspects of life, and the fact that individual users “represent a
significant point of weakness in achieving the security of the
cyber infrastructure” (Anderson and Agarwal 2010, p. 613).
Furthermore, Internet security is interdependent techno-
logically and behaviorally (Heal and Kunreuther 2007) in that
the behaviors of one individual impact other users. For
example, users’ computers have been used as “zombies” for
launching distributed denial-of-service attacks. However,
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most published security studies have focused on individuals’
security behaviors based on a single context*—Western
samples drawn mainly from the United States—whereas the
Internet is a global community in which Internet security
issues are interdependent (Heal and Kunreuther 2007) and
many Internet security threats (such as phishing) target
Internet users globally.

This research focuses on individuals’ security behaviors
through a polycontextual lens. We examine individual Inter-
net users in the United States and China since these two
countries represent the exemplars of distinct contextual
differences and, as of June 2014, 30 percent of global Internet
users resided in these two countries (Internet World Stats
2014). We distinguish individual Internet users, who access
the web in non-work settings, from employee Internet users,
who use the web in their work settings. Studies have found
that most individual Internet users lack even a single core
protective tool against certain types of Internet security threats
(APWG 2009; Symantec 2009) and that they are not subject
to organizational mandatory information security training and
security rules and must acquire information about security
threats and tools on their own (Anderson and Agarwal 2010).
Consequently, users may not be able to take full advantage of
the web for essential services due to their security concerns.

We build on the core constructs of protection motivation
theory (PMT) (Maddux and Rogers 1983; Rogers 1975, 1983;
Witte et al. 1996). Based on the contextualization approach
to theory development (Hong et al. 2014; Whetten 2009;
Zahedi et al. 2015), we contextualize PMT to develop a
context-sensitive model that includes two coping behaviors
specific to online security: seeking help and avoidance. The
model contrasts the United States and China by concep-
tualizing the moderating role of nation. The theoretical basis
for this moderation is a polycontextual lens that includes
cultural dimensions as well as multiple systems operating
within a society (Brown 1991; Leung and Ang 2009; Shapiro
etal. 2007; Tsui et al. 2007).* To the best of our knowledge,
this study is the first to investigate, on a relatively large scale,
the differences in security behaviors between the United
States public and the Chinese public based on a context-
sensitive theory. Our results show that there are indeed signi-
ficant polycontextual national and individual differences in

2Context is defined as “stimuli and phenomena that surround and thus exist
in the environment external to the individual, most often at a different level
of analysis” (Mowday and Sutton 1993, p. 198).

3Both theory contextualization and polycontextual lens argue that the context
within which individuals/entities operate must be theoretically accounted for
in theory development.
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perceptions of online security threats and ways to deal with
them in these two exemplar countries, and yet there are also
similarities between them.

Security Behaviors: PMT and a
Polycontextual Lens I

PMT and Security Behaviors

PMT (Rogers 1983) and the technology threat avoidance
theory or TTAT (Liang and Xue 2009) have been used in
studying security behaviors (see Appendix A). Threat ap-
praisal and coping appraisal are two primary cognitive
processes in both PMT and TTAT. Threat appraisal reflects
individuals’ assessment of their susceptibility to the threat and
the perceived severity of the threat. We define perceived
susceptibility as users’ beliefs about their level of vulner-
ability to Internet security attacks, whereas perceived severity
is users’ beliefs about the significance or size of possible
harm inflicted by online security threats. In the process of
coping appraisal, users determine whether they have the
ability to effectively deal with the threat by evaluating the
effectiveness of protective actions (perceived response
efficacy) and their own abilities to take such actions (per-
ceived self-efficacy) (Johnston and Warkentin 2010; Liang
and Xue 2009).

Perceived threats motivate coping behaviors called adaptive
coping behaviors in which individuals focus on problem-
solving and seeking countermeasures to deal with the threat
that will avert the potential harm or danger due to the threat
(Rippetoe and Rogers 1987; Rogers 1983). The security
behavior literature has focused on taking action or intention
to take action (see the literature summary in Appendix A), and
does not address other possible behaviors specific to online
security. Thus, there is a gap in our knowledge about the
range of users’ online security coping behaviors. To address
this gap and the gaps discussed in the “Introduction,” this
paper develops a theoretical model based on contextualizing
PMT (Hong et al. 2014; Whetten 2009). The first part of
contextualization is to study a spectrum of coping behaviors,
including taking action, seeking help, and avoidance. Taking
action refers to using protective tools. Seeking help focuses
on users’ efforts to seek information and advice in dealing
with security threats. Avoidance is defined as avoiding using
the Internet in varying degrees, especially avoiding sensitive
activities such as online banking, in order to avoid online
security threats. The second part of contextualization is to use
a polycontextual lens to explore differences between the
United States and China. As shown in Appendix A, the



existing studies have a single-country focus and heavily rely
on Western samples, indicating a lack of adequate attention to
cross-national studies in the area of security behaviors.

The Polycontextual Approach

The polycontextual lens incorporates multiple contexts for “a
holistic and valid understanding of any phenomenon” and
uses “many senses of knowing” (Tsui et al. 2007, p. 463).
This lens draws on cultural universals* in cultural anthro-
pology, which include economic, legal, political, techno-
logical, religious, and other systems (Brown 1991; Leung and
Ang 2009), thus capturing multiple contexts by drawing on
both quantitative and qualitative perspectives (Shapiro et al.
2007). In what follows, we provide a polycontextual com-
parison of the United States and China that lays the ground-
work for our conceptual arguments in the next section.

Cultural Context. The first context of our polycontextual lens
includes three of Hofstede’s (1979) cultural dimensions—
collectivism versus individualism (COL), power distance
(PD), and uncertainty avoidance (UA).> The masculinity
versus femininity (MAS) and long-term orientation (LTO)
dimensions were not included since the Hofstede data shows
relatively close values of MAS for the United States and
China and the LTO dimension has been subject to criticism
(Feng 2003; Redpath and Nielsen 1997).

Broader Cultural Context. National culture should also be
viewed with the broader perspective of modern Western
versus traditional East Asian societies (Inkeles 1975, Tsui et
al. 2007; Zahedi and Bansal 2011). The United States and
China are exemplars of these two types of societies. Com-
pared to traditional East Asian societies, modern Western
societies tend to have a shorter history, more abundant
resources, and an upward trajectory of persistent economic,
social, and educational changes (Zahedi and Bansal 2011).
Moreover, modern societies are more urbanized, and people
in such societies have a stronger sense of self-efficacy, adopt
new technologies more quickly, and are more adaptive in
dealing with challenges (Inkeles 1975).

4Cultural anthropology acknowledges that “each society has evolved a
similar set of cultural systems known as cultural universals, to cope with
various aspects of human functioning and adaptation to its environment”
(Leung and Ang 2009, p. 31).

SCollectivisnvindividualism refers to a culture in which people belong to and
look for care from groups that require their loyalty in return versus a culture
in which people take care of themselves. Power distance refers to the
accepted inequality of power within a society or organization. Uncertainty
avoidance refers to the degree to which people feel discomfort about ambi-
guity and uncertainty (Carl et al. 2004; Hofstede 1997,2001; Triandis 2001).
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Philosophical and Historical Context. China and the United
States represent two distinct historical developments of
thoughts and philosophy (Nisbett 2003). China, with its more
than 5,000 years of history, has been steeped in the practical
teachings of Confucianism, Taoism, and Buddhism, which
have deeply influenced Chinese ways of life and coping
mechanisms in dealing with challenges (Chen 2009; Nisbett
2003). Confucianism promotes harmony with others, collec-
tive responsibility, and achievement through self-regulation
and education. Taoism, with its focus on harmony with
nature and the release of ego, encourages people to flow with
nature and accept limitations—a philosophy that encourages
fatalism/pessimism, non-action, and avoidance (Chen 2009;
Nisbett 2003). Buddhism promotes compassion for others in
the community, and values supporting one another through
inevitable challenges in life. These teachings have pro-
foundly influenced how the Chinese cope with threats and
challenges (Chen 2009; Nisbett 2003; Selmer 2002). In
contrast, the United States way of life reflects Western
philosophy, starting with Aristotle and other Greek philos-
ophers and continuing with Judeo-Christian values, which
emphasize free will, optimism, personal agency, initiative,
responsibility, and action (Nisbett 2003). Such differences
contribute to users’ perceptions and behaviors in dealing with
Internet security threats.

Political Context. The political structures of the two countries
could modify or reinforce the cultural dimensions and their
impacts on individuals’ perceptions of online security threats
and coping strategies. The political structure in the United
States has been stable and democratic. This stability—along
with a history of reliance on a market-based economy—has
promoted individual creativity and freedom, advanced devel-
opment, urbanization, and easy access to technology-based
tools and devices. The Chinese political structure is hier-
archical and not democratic. In contrast to the United States,
China has a lower level of urbanization, a one-party system,
a planned economy, and a government that controls the
activities of'its citizens, including their education, movement,
technology access, and Internet use (Winfield et al. 2000).

Economic and Technological Contexts. There is a marked
difference between the two nations in economic development
and technology use, including Internet use. These factors
contribute to divergence in the two societies and impact
Internet security. The United States has higher per capita
income than China. However, rapid economic growth has
enabled China to invest heavily in its telecommunications
infrastructure, which has facilitated the proliferation of the
Internet and the addition of many new Internet users in recent
years. However, there is a considerable gap between the
United States and China when it comes to technology. In
2014, in the ranking of 148 countries based on their index of
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information and communication readiness, the United States
and China ranked 7" and 62", respectively (Bilbao-Osorio et
al. 2014). A shorter history of technology use and Internet
exposure in China has made Chinese Internet users less
technologically savvy than their U.S. counterparts.

Moreover, the Chinese government is a dominant player in
Chinese cyberspace. Since the preservation of harmony is a
critical goal for the Chinese government, it exerts a tight
central control over “sensitive” content on the Internet to
ensure “a harmonious society” (Winfield et al. 2000). On the
other hand, the Chinese Internet environment is plagued by
security threats—China has the highest level of malicious
activity on the Internet (Symantec 2011). In addition, soft-
ware piracy is common in many traditional societies like
China. The Business Software Alliance reported a software
piracy rate of 80 percent in China and 20 percent in the
United States (BSA 2009a), noting that “software piracy
exposes users to unacceptable levels of cyber-security risk”
(BSA2009b, p. 25). As of 2014, China ranked 111™ and the
United States ranked 17™ out of 148 countries in secure
Internet servers per million of population (Bilbao-Osorio et al.
2014). These factors lead Chinese users to be less dependent
on the Internet to conduct their daily essential activities
(CNNIC 2010).

In sum, there are significant polycontextual differences
between the United States and China. In what follows, we
rely on these polycontextual differences in the model con-
ceptualization to draw distinctions between the ways users in
these two nations perceive online threats, assess their own
coping abilities, and adopt coping behaviors (as summarized
in Table 1).

Theory Development and
Model Conceptualization I

In building a context sensitive theory, Hong et al. (2014)
argue that when context pervasively impacts relationships, it
should be used as a moderating factor. In our conceptuali-
zation of the individuals’ polycontextual security behaviors
(PSB) model, we contextualize PMT and TTAT through the
polycontextual lens, with country as a moderator (Figure 1).
Our study involves three sets of constructs: perceived secu-
rity threats, perceived coping efficacy, and coping behaviors.

Perceived security threats involve two constructs: perceived
susceptibility and perceived severity. Based on TTAT, we
argue that perceived threat (which manifests as security
concern) is impacted by perceived susceptibility and severity
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of threat (Liang and Xue 2009; Rogers 1983). However, the
extent of such impacts differs between U.S. and Chinese
Internet users. Prior studies have shown that underlying cul-
tural differences can affect how people form risk perceptions
and appraise fear (Murray-Johnson et al. 2001; Weber and
Hsee 2000). Weber and Hsee (2000) reported significant
differences in the risk perception between North Americans
and East Asians. In traditional societies with collectivism and
high PD, protection responsibility is shared between the
community and the governmental authorities, which by the
nature of their social contracts bear the burden of protection
and social order (Rousseau 1762; Wong et al. 2006). Confu-
cianism also emphasizes collective responsibility (Chen
2009). Thus, compared to individuals in the United States,
individuals in China are likely to be less sensitive to increases
in the risks of attacks because they are more likely to have
faith that the collective will have controls in place that reduce
the likelihood of the attack being successful. As a result,
susceptibility has less impact on their threat perceptions.
Research in social psychology supports this argument and
reports that the association between perceived likelihood of
negative events and consequent perceptions and behaviors is
stronger for North Americans than East Asians (Chang et al.
2001; Heine and Lehman 1995). Furthermore, with a consti-
tution based on the principle of promoting societal harmony
and high PD, the Chinese government controls the flow of
negative information, including Internet security issues (Tang
2013). Therefore, compared to American users, Chinese
users’ fear and threat perception is less impacted by their
perceptions of susceptibility to security threats.

Hypothesis 1: There is a positive association
between individual users’ perceived threat suscepti-
bility and their perceived threat, and this associa-
tion is stronger in the United States than in China.

Perceived severity has reverse differential impact in the
United States and China. Using samples from Hong Kong,
Taiwan, the Netherlands, and the United States, Bontempo et
al. (1997) have found risk perception in the Western sample
is more affected by the probability of loss (susceptibility in
our PSB model), whereas risk perception in the Eastern
sample is more impacted by the magnitude of loss (severity in
our model). North Americans tend to be unrealistically opti-
mistic about their ability to overcome negative events (Heine
and Lehman 1995; Weinstein 1980). As a result, we expect
North Americans to be less impacted by perceived severity
than East Asians. Conversely, East Asians are generally more
pessimistic (Heine and Lehman 1995), and so may over-
estimate the effect of a severe event. Even though Chinese
people may feel that they will be supported by the collective
(as we noted for H1), this is likely to be contingent on
severity because in China, with a lower level of disposable



Chen & Zahedi/Internet Security Perceptions and Behaviors

Table 1. Summary of Polycontextual Components used in Model Conceptualization

Polycontextual Components

H1 | H2 | H3 | H4 | H5 | H6 | H7 | H8

Cultural context: Hofstede’s dimensions: COL, PD, UA

v v v v v v

Broader cultural context. modern Western vs. traditional East Asian v 4 v v v v v v

Confucianism, Taoism, and Buddhism

Philosophical context: Western thoughts and philosophy vs.

v v v ' v v 4 v

Political context: democratic vs. hierarchical and central

dependence on the Internet

Economic and technological contexts: per capita income, software piracy v v v 4
and security issues, technological savvy and readiness, extent of

Perceived

Perceived
Severity

Perceived Security Threats ...

Coping Behaviors --;
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Actions
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Control variables: espoused cultural dimensions, gender, age, education, loss experience with attacks.
Thick-solid-line boxes are constructs which are not empirically tested in PMT or TTAT.
Thick-dash-line box indicates the polycontextual lens of the study.

Figure 1. Polycontextual Security Behaviors (PSB) Model ‘

income and limited access to resources, even a small
perceived loss can lead to significant concerns. Thus, as
severity increases, Chinese users are likely to be much more
concerned than North Americans. Hence,

Hypothesis 2: There is a positive association
between individual users’ perceived threat severity
and their perceived threat, and this association is
stronger in China than in the United States.

Based on TTAT and PMT, we argue that perceived security
threat has a positive influence on taking protective actions

(Liang and Xue 2009, 2010; Rogers 1983). However, there
is a difference in the extent of impact between U.S. and
Chinese users. Individuals in different societies choose dif-
ferent strategies to deal with fear and threats (Heppner et al.
2006; Murray-Johnson etal. 2001; Wong et al. 2006). People
in modern societies, with their high individualism and prin-
ciples of personal agency and initiative, tend to take action in
dealing with their fear (Inkeles 1975). They have a strong
sense of self-efficacy in dealing with challenges and they also
have a proactive attitude toward such challenges. Individ-
ualists focus on actions and positive outcomes, whereas
collectivists focus on avoiding problems and conflicts (Elliot
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etal. 2001; Elliot et al. 2012). In addition, traditional cultures
emphasize collective coping and reliance on authorities for
protection. Collective coping “means the centered effort
involving all members of a group to tackle the same problem”
(Wong et al. 2006, p. 14), hence emphasizing the role of
governments or authorities if a problem is faced by all.
Research contrasting North Americans with East Asians has
found that Asians even delay their actions as they wait for
collective choices to be made (Lehman et al. 2004; Wong et
al. 2006). Hence, we argue that U.S. users rely more on their
own personal actions when they perceive high Internet
security threats since they are more action-oriented and
believe in self-success, whereas Chinese users are less reliant
on individual actions because they wait for collective coping
from the entire community and government, especially given
that the Chinese society is a high PD society and the Chinese
government exerts strong control over the Internet. In addi-
tion, many Chinese use pirated software, which makes them
more vulnerable to Internet security threats (BSA 2009a).
Chinese users are less technically savvy than those in modern
societies (Economist Intelligence Unit 2010), which can make
them feel overwhelmed by security threats and the consequent
fear. However, such fear may not translate into more protec-
tive actions since Chinese users perceive individual actions as
limited and inconsequential. Furthermore, Chinese are less
resourceful in taking proactive actions, making the association
between perceived threat and taking security action weaker in
China than in the United States.

Hypothesis 3: There is a positive association be-
tween individual users’ perceived threat and taking
protective actions, and this association is stronger
in the United States than in China.

We argue that seeking help and advice is another salient
coping strategy for dealing with online security threats.
McCrae (1984) reported that, of 28 coping strategies, seeking
help was the third most popular strategy for dealing with
health-related issues. In both health and education contexts,
it was found that seeking help is a coping behavior (Lazarus
1993; Newman 1998; Volet and Karabenick 2006). Before
making a decision to deal with a threat, people seek informa-
tion about the issue (Newell and Simon 1972), which is
particularly true in the context of online threats where the
state of knowledge is constantly changing. However, it is
observed that sociocultural factors cause differences in
“cultural affordances” for seeking help (Kitayama and Markus
1999; Volet and Karabenick 2006). In his extensive literature
review, Lazarus (1993) has observed that seeking information
and social support depends on the social context. Prior
studies have compared East Asians and North Americans and
have found that they differ in how they collect information
before making decisions (Choi et al. 2003). In China, the
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Confucian and Buddhist teachings of self-regulation, educa-
tion, and communal support promote seeking support from
others in facing life challenges. This tendency is reinforced
by a shorter history of using the Internet and less familiarity
with the technology, which compel Chinese users to seek help
and advice from their community. In contrast, U.S. users’
longer history of Internet use and more pervasive use of the
Internet in their daily lives make them confident about their
own ability to deal with Internet threats.

Moreover, when facing a common threat, collectivists in
general and Chinese in particular (who rely on Confucian and
Buddhist teachings) have a greater tendency to maintain
harmony by seeking information and guidance. As a result,
threat perceptions prompt East Asians to collect more infor-
mation and consult more from others than North Americans
(Choietal. 2003). This is exacerbated by government restric-
tions (high PD) on information about security issues that
prompt Chinese to rely on their communities for information
and advice. The comparatively less urbanized nature of com-
munities in China facilitates such communal support. Hence,

Hypothesis 4: There is a positive association
between individual users’ perceived threat and
seeking help, and this association is stronger in
China than in the United States.

We argue that a third salient coping strategy is to avoid using
the Internet to various degrees, particularly for sensitive
activities such as online banking. We have defined avoidance
as a coping behavior that safeguards against the online
security threat by not using the Internet, especially in sensitive
contexts, such as banking. Our definition is different from
emotional-focused coping (such as denial or helplessness)
discussed in TTAT (Liang and Xue 2009). Challenging and
difficult issues impact coping strategies differently across
societies because of differences in attitudes (Lehman et al.
2004; Wong et al. 2006). Due to having fewer personal
resources, Chinese users are more easily triggered to avoid the
Internet based on their fear of security threats than American
users since such threats involve potential economic loss. The
Chinese are also influenced by the traditional Taoist
philosophy of Chu Shi, which means escaping from the world.
Taoist teaching in China promotes accepting life’s limitations
and avoiding directly facing problems. Thus, Taoists tend not
to directly deal with a problem. Instead, they escape from the
environment where the problem exists, hoping that the
problem will sooner or later resolve itself (Wong et al. 2006).
Moreover, compared to Westerners, East Asians have a
stronger avoidance motivation (Hamamura et al. 2009). The
Internet in China has a much shorter history, and there is far
less reliance on the Internet for day-to-day activities. Hence,
unlike taking protective actions, avoidance has little or no



impact on Chinese personal life and finance, and demands no
technological skills. On the other hand, Western personal
values and individualistic culture promote personal agency,
self-reliance, and the importance of success (Lehman et al.
2004). These values combined with general familiarity and
longer history with the Internet and over-confidence about
ones’ abilities inhibit the choice of avoidance as a coping
strategy. Hence,

Hypothesis 5: There is a positive association
between individual users’ perceived threat and
avoidance, and this association is stronger in China
than in the United States.

PMT and TTAT posit that coping abilities influence indi-
viduals’ motivational behaviors (Johnston and Warkentin
2010; Liang and Xue 2009; Rogers 1983). The first source of
perceived coping abilities is related to tools that are the basis
for response efficacy. A meta-analysis on PMT literature has
found that response efficacy and self-efficacy demonstrate
“homogeneous effects” on behaviors (Witte and Allen 2000,
p. 598). Hence we argue that response efficacy positively
motivates users to take actions and that the extent of the
association between response efficacy and taking protective
actions is stronger among Chinese users than American users.
Studies in the health context showed differences in response
efficacy across nations. A multinational study of response
efficacy and self-efficacy for dealing with severe acute
respiratory syndrome (SARS) has reported significant dif-
ferences between the European and Asian countries, including
China (de Zwart et al. 2009). Prior research pointed out that
due to their collectivist way of thinking, Chinese tend to use
the recognition-based decision-making method—which is
based on existing cases and classification—to make decisions
and guide their behaviors (Choi et al. 2003; Weber and Hsee
2000). On the other hand, Americans more frequently use
analytics and calculation-based decision-making methods
since they are individualistic and self-centered (Choi et al.
2003; Weber and Hsee 2000). Thus we argue that response
efficacy has a stronger influence on guiding Chinese users to
take protective actions since the formation of response
efficacy beliefs relies on experience and awareness (Pech-
mann et al. 2003). Moreover, people in a society with high
PD show more respect and obedience toward authority than
those in a society with lower PD. National cultural difference
in high versus low PD also impacts people’s attitude toward
automation and automation use (Hodgson et al. 2013). Com-
pared to pilots from low PD nations, pilots from high PD
nations reported more automation use if they have a positive
attitude toward the safety of the automation since they
normally do not question authority, in this case, automation
(Hodgson et al. 2013). In other words, positive attitudes and
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beliefs toward automation have a stronger impact on auto-
mation use among people in high PD societies than people in
low PD societies. Furthermore, using tools perceived as
effective could prevent the social embarrassment of having
been victimized, particularly if one has failed to use available
effective protective tools. Since saving face is more impor-
tant for Chinese users, a higher response efficacy should more
strongly motivate them to take protective actions. Thus, we
posit that the perceived security response efficacy of tools
exerts a stronger impact on taking protective actions for
Chinese users than U.S. users.

Hypothesis 6: There is a positive association
between individual users’ perceived security
response efficacy and taking protective actions, and
this association is stronger in China than in the
United States.

The other source of perceived coping ability is self that
manifests as the perception of self-efficacy. Both PMT and
self-efficacy studies have found self-efficacy is a salient
predictor of motivational behaviors, which in our study is
taking protective actions. Furthermore, we argue that the
motivating influence of self-efficacy in taking protective
actions differs between U.S. and Chinese users. This argu-
ment is supported by Bandura’s cross-cultural review, which
argued that “how [efficacy beliefs] are developed and struc-
tured, the way in which they are exercised, the purposes to
which they are put, vary cross-culturally” (Bandura 2002, p.
273). This observation has been confirmed by studies con-
trasting the consequences of self-efficacy in Eastern and
Western societies. Collectivism tends toward modesty in self-
efficacy while individualism shows optimism in judging self-
efficacy. Chinese Taoism also emphasizes modesty (Wong et
al. 2006). Not surprisingly, it has been found that self-
efficacy beliefs are accurate and realistic, and yet they have
a higher predictive power on consequent performance among
Chinese than Western counterparts (Klassen 2004). Research
also found that efficacy beliefs are “more predictive of
subsequent functioning” including many motivational
behaviors such as intention to choose a challenging career
among Easterners (Klassen 2004, p. 205). When studying the
influence of self-efficacy on perceived control of one’s job,
Schaubroeck et al. (2000) found that while Chinese partici-
pants expressed lower self-efficacy scores than American
participants, they had almost the same perceived control
scores as American participants. Schaubroeck et al. thus
argued that the cultural difference—collectivism versus
individualism—plays an important role in the effects of self-
efficacy. Again, the findings support that the association
between self-efficacy and consequent behaviors is stronger
among Chinese than Americans. Hence,
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Hypothesis 7: There is a positive association
between individual users’ perceived security self-
efficacy and taking protective actions, and this
association is stronger in China than in the United
States.

As we just argued above, self-efficacy is more predictive of
consequent behaviors among Chinese than Americans. By
the same token, we expect the association between self-
efficacy and avoidance behaviors to be stronger among
Chinese users than their American counterparts. Moreover,
Taoist teaching and Confusion philosophy emphasize the
power of inner causes and self-improvement, which have a
great impact on actions in the material world (Wong et al.
2006). Thus a higher level of self-efficacy could counter the
sense of limitation and fear of failure in East Asian culture,
and greatly reduce Chinese users’ avoidance. Conversely, in
Western culture, avoidance is viewed as giving up and
laziness—not a socially acceptable option. Therefore, for
U.S. users, self-efficacy has a more limited role in countering
avoidance since cultural forces discourage avoidance as an
option. Hence,

Hypothesis 8: There is a negative association
between individual users’ perceived security self-
efficacy and avoidance, and this association is
stronger in China than in the United States.

To account for individual differences in the model, we relied
on the existing literature and selected salient control variables
(CVs) as individuals’ espoused culture dimensions® (COL,
PD, and UA), experienced loss due to online security attacks,
and personal demographics, such as age, gender, education
(Dorfman and Howell 1988; Venkatesh and Morris 2000;
Srite and Karahanna 2006; Elliot et al. 2001; Elliot et al.
2012; Hovav and D’Arcy 2012; Bansal et al. 2010, 2015).

Research Methodology I
Scale Development

The measurement scales for the constructs in the PSB model
were developed based on an extensive literature review.
Appendix B reports the construct definitions and key refer-
ences. In order to level the understanding of respondents
regarding security threats and security countermeasures, the
instrument started by asking for respondents’ experience with
a nine-item list of potential security attack categories with

We have dropped the word national from individuals’ espoused national
culture to avoid confusion with the national comparison in this study.
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examples of attacks in each category, followed by questions
about respondents’ experience from a list of different security
countermeasures (see Tables C1 and C2 in Appendix C). All
the constructs (reported in Table C3) were developed and
refined based on one pretest and one pilot test using recom-
mended procedures (Boudreau et al. 2001). The pretest and
pilot test involved 8 and 10 participants, respectively,
recruited at a Midwestern university. The instrument went
through minor revisions after the pretest and the pilot test.
The back translation method involved two Chinese professors
and one Chinese Ph.D. student who translated the final
English version of the instrument into Chinese and back into
English.

Methodology and Sample Data

A web-based survey was administered in both the United
States and China. In the United States, participants were
recruited by students in undergraduate and graduate classes in
a large Midwestern university. Students recruited at least
three people from their networks of family, friends, and
acquaintances to participate in the online survey, and received
a small extra credit as an incentive. Recruiters were given
instructions to ensure the quality of data collection and to
reach a broad population. Based on e-mail addresses pro-
vided by students, 696 survey requests were sent out, which
resulted in 489 responses. The response rate was a respec-
table 70.3 percent. In order to ensure the validity of
responses, we examined and cleansed the data in two rounds.
First, we removed records in which many questions were not
answered. Then we examined the respondents’ time spent to
complete the survey. Our pretests had shown that to answer
the survey carefully, a minimum of five minutes was needed.
We therefore removed all observations that were completed
in less than five minutes. This was done to ensure that the
sample represented thoughtful and careful responses. The
final data set for the United States had a total of 480 usable
observations. The demographic statistics of the United States
sample are reported and discussed in Appendix D.

In China, data was also collected through social networks.
The survey link was sent to members of several private social
groups (online and offline) through one researcher’s family
members, friends, and acquaintances.” A total of 1,198

"The details of the China data collection through social networks are as
follows: friends posted links to online private discussion groups with 180,
78, 158, and 207 members, respectively. A request was sent to a total of 262
students attending 5 classes in 2 colleges. Another request was sent to 2
government bureaus with 86 and 59 persons respectively. Personal e-mails
were sent to recruit an additional 168 respondents. The total number of
solicitations was 1,198.



people were asked to participate in the survey; 333 responses
were obtained. The response rate was 27.8 percent for the
Chinese survey. After data cleansing, the China data set had
238 usable observations. The demographic statistics of the
Chinese sample are also reported and discussed in
Appendix D.

Data Analysis and Model
Estimation Results I

Reliability and Validity Checks

Both samples were checked in accordance with method-
ologies recommended in the literature (Moore and Benbasat
1991; Straub et al. 2004). Tables E1 and E2 in Appendix E
report the results of the reliability checks of the constructs.
All the Cronbach alpha values exceeded the cutoff value of
0.70 (Nunnally 1978), the composite factor reliability (CFR)
values were above the threshold of 0.70, and the average
variance extracted (AVE) values were above the cutoff value
0f0.50 (Segars 1997). Hence, the reliability checks supported
construct reliability in both samples. We checked the conver-
gent and discriminant validity by carrying out exploratory
factor analyses (Tables E3 and E4). There was no cross
loading greater than 0.40 (McKnight et al. 2002). All items
properly loaded on the corresponding latent variables. As
shown in the correlation matrix (Table E5), for each construct,
the square root of AVE was greater than the correlation values
with other constructs. These results supported the discrim-
inant validity (Fornell and Larcker 1981).* The measurement
model was estimated using the group analysis in MPlus 5.0.
As Table 2 shows, the fit indices of the measurement model
had satisfactory fit with SRMR < 0.08, RMSEA < 0.06, and
an acceptable CFI of 0.945 (Hu and Bentler 1999).

Appendix F reports factor loadings and t-values for the items
in the measurement model. All the factor loadings were
greater than 0.70 with significant t-values, indicating item
significance (Muthén and Muthén 2003) and supporting

8We checked whether the constructs were invariant across the two groups
(Doll et al. 1998). We first examined the configural invariance, which tests
for the same factor patterns across the two groups. No equal restrictions were
put on the measurement matrices at this time. All model fit indexes are
satisfactory, indicating the presence of the configural invariance across the
two samples. Next we set up equal factor loadings across the two groups to
test the metric invariance. The CFI was 0.977 for the configural invariance
model and 0.975 for the metric invariance model. The change in CFI was
0.002, lower than the threshold 0.01 (Cheung and Rensvold 2002). Hence
invariance was supported. To address the potential issue of common method
variance, we purified the data with a marker and estimated the model. The
results remained the same qualitatively.
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convergent validity. The mean differences between the
espoused cultural dimensions were also tested. Appendix G
reports the results.

The PSB Model Estimation

The PSB model was estimated by using Mplus 5.0 group
analysis with the mean-adjusted maximum likelihood method.
Group analysis makes it possible to test for moderation
(Qureshi and Compeau 2009). Figure 2 shows the estimation
results. The fit indices (reported in Table 2) indicated satis-
factory fit for the estimated model (Hu and Bentler 1999).
Results for control variables are discussed in the next section.

The R? values of the six endogenous variables were statis-
tically significant (Figure 2), indicating a reasonable explana-
tory power of the model. All path coefficients were signifi-
cant in the two samples, providing a strong support for all
hypothesized paths in H1-H8 and indicating the robustness of
the PSB model in both countries. We carried out the stringent
Wald y’test to test for the differences between the pair of path
coefficients in the two groups (Table 3).

The polycontextual moderation in H2 was supported direc-
tionally at p <0.10, weakly indicating that perceived severity
has a greater impact on perceived threat for Chinese than
Americans. The moderation in H3 was also supported direc-
tionally, showing that perceived threat motivates Americans
to take protective security actions more than it motivates
Chinese. The polycontextual moderation in H4 was sup-
ported at p < 0.01, indicating that perceived threat motivates
Chinese more than Americans to seek help. Polycontextual
moderation in H5 was also supported at p <0.001, indicating
that perceived threat - avoidance has a far stronger associa-
tion for Chinese than Americans. The moderation hypothe-
sized in H6 was also supported at p < 0.05, showing that
security response efficacy had a stronger impact on Chinese
users’ choice of taking security protective actions as a coping
behavior than it did for U.S. users. The differential impact of
perceived self-efficacy on taking security protective actions
(H7) was supported directionally, weakly indicating that
perceived self-efficacy was more associated with taking
security protective actions for Chinese users than for Ameri-
can users. The paths in H1 and HS8 had the value differences
for the United States and China as hypothesized, but the
differences were not large enough to pass the Wald y* test.

Discussions of Results
Our findings strongly support the PSB model, validating the

contextualization of PMT in terms of seeking help and avoid-
ance as coping behaviors in the face of perceived online secu-
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Table 2. Fit Indices

PSB
Fit Index Measurement Model Model
Normed 2 1.699 1.823
CFI (Comparative Fit Index) 0.945 0.930
TLI (Tucker-Lewis Index) 0.939 0.924
RMSEA (root mean square error of approximation) 0.044 0.051
SRMR (standardized root mean square residual) 0.045 0.065
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Figure 2. Results of the Model Estimation ‘

Table 3. Wald y? Tests for Significance of Path-Coefficient Differences between the United States and
China

Path Coefficient
United Diff.
Hypotheses States China Ay? Sig. Supported?

H1: Susceptibility > Perceived threat (U > C) 0.40 0.35 0.74 >ns No

H2: Severity > Perceived threat (U < C) 0.37 0.47 3.04 <t Yes, directional
H3: Perceived threat > Protective actions (U > C) 0.25 0.12 3.02 >* Yes, directional
H4: Perceived threat - Seeking help (U < C) 0.43 0.66 10.46 < Yes

H5: Perceived threat > Avoidance (U < C) 0.22 0.49 16.86 <" | Yes

H6: Response efficacy > Protective action (U < C) 0.19 0.30 4.83 < Yes

H7: Self-efficacy - Protective action (U < C) 0.49 0.57 293 <t Yes, directional
H8: Self-efficacy = Avoidance (|U| < |C|) -0.08 -0.10 0.17 <" No

+p < 0.1 directional, *p < 0.05, **p < 0.01, ***p < 0.001, ns not significant; U = United States, C = China.
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rity threats. The significant results for both countries support
the generalizeability of the model. In the polycontextual
comparison, we found that in forming their threat perceptions,
users in the United States and China are convergent when it
comes to susceptibility of threat, but remain apart in the
impact of severity on perceived threat. In explaining such
convergence, we observe that to preserve societal harmony,
while the Chinese government still controls the full disclosure
of negative information, including security threat information
online, the open nature of the Internet makes such control
harder, resulting in Chinese users having more exposure to
negative information. Such exposure makes Chinese more
sensitive to the likelihood of the attack being successful. In
contrast, we found that severity of threat impacts Chinese
users far more than U.S. users, supporting the argument that
Chinese users are more reactive to threat severity given their
lower levels of economic resources and pessimistic
perspectives.

When it comes to coping behaviors, users in the two nations
are far apart in seeking help and avoidance. Chinese users are
significantly more disposed to seek help in the face of a
threat. Our findings also confirm that the Chinese are in-
clined to adopt avoidance as a coping behavior. In contrast,
U.S. users are less inclined to adopt avoidance as a coping
strategy, which is considered as giving up and falling be-
hind—not a socially desirable behavior in the United States.

The impact of self-efficacy in reducing avoidance behaviors
showed a tendency toward convergence. The convergence
could be explained by the fact that China is experiencing a
fast pace of urbanization. Urbanization changes self-efficacy
belief and its impact on behaviors (Debies-Carl and Huggins
2009). The saying “city air makes free” illustrates people’s
feelings of freedom and efficacy in urbanized culture (Debies-
Carl and Huggins 2009, p. 343). Urbanization increases
people’s reliance on global information. Furthermore, in the
model without controls (see Table 4), the two nations were
structurally different. Therefore, the lack of significant mod-
eration could be due to the role of espoused culture and other
individual differences. This result shows that an important
path to counter avoidance and increase Internet use in China
is through strategies that bolster individuals’ self-efficacy.

The impact of perceived response efficacy of protective tools
on security behaviors was significantly moderated by national
differences. Theresults indicate that taking protective actions
1S a more routine behavior in the United States, whereas
Chinese users need to be convinced of the effectiveness of
tools before taking protective action. The results for self-
efficacy = taking protective actions supported the signifi-
cance of the polycontextual moderating role of nation, al-
though this impact was directional. This result also supports
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the need for increasing Chinese users’ security self-efficacy
to promote taking security protective actions.

Control Variables and
Post Hoc Analysis I

The role, use, and misuse of control variables (CVs) have
been scrutinized recently (Carlson and Wu 2012; Spector and
Brannick 2011).° Carlson and Wu (2012) describe how
researchers can account for CVs in three ways: purification,
which removes the contaminated measurements; incremental
prediction, which improves the overall predictive power of the
estimation; and accounting for other meaningful variables,
which includes CVs to better capture the desired relation-
ships. They point out that “these are distinct objectives that
require different types of information that typically cannot be
derived from a single analytic approach” (p. 415). Since our
unit of analysis is the individual user, we chose to include the
CVs that account for effects of user characteristics. We
deliberately conducted the analysis in multiple explorations to
gain insights about the influence of the CVs in the model. In
particular, we conducted three tests: (1) examining CVs’
direct effects on our model’s independent variables,
(2) testing the espoused culture’s moderating effects in our
pooled sample in the first post hoc analysis, and (3) investi-
gating the espoused culture’s moderating effects in each
country in the second post hoc analysis.

Test 1. CVs’ Direct Effects

Table 4 reports the direct effects of the CVs in the estimated
model. The espoused cultural dimension COL had more
impact for Chinese—positively influencing severity, security
response efficacy, and security self-efficacy. For the United
States users, COL had a positive association with security
response efficacy. PD had positive impact on susceptibility
for Chinese, whereas it had a negative impact on security
response efficacy and security self-efficacy in the United
States. The UA dimension of espoused culture showed little
influence and was positively

°Carlson and Wuand Spector and Brannick strongly advise against what they
call the “urban legend” (Spector and Brannick 2011) and “the universal CV
playbook” (Carlson and Wu 2012) of including all CVs in the outcome
regression. They discuss in detail that the relationship of IVs and CVs could
distort the results, and they provide guidelines on how to report the CV
results. We have followed their guidelines in analyzing CVs. We chose to
report the model with controls on IVs since the existing literature points to
the influence of culture, salient experience, and demographics as antecedents
or moderators of individual beliefs (Bansal and Zahedi 2014; Bansal et al.
2010, 2015; Gefen et al. 2005; Sia et al. 2009; Srite and Karahanna 2006;
Venkatesh and Morris 2000).
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Table 4. Model Estimation With and Without Control Variables and Wald y* Tests of Polycontextual

Moderation

No Controls Controls on IVs
United Wald > United Wald »*
Hypotheses and Controls States China Test States China Test
H1: Susceptibility > Perceived threat (U > C) .38%+* .28*+* >ns A40%+* 35%+* >ns
H2: Severity > Perceived threat (U < C) 34x AT <" 37 ATT <*
H3: Perceived threat = Protective actions (U > C) .25%% 10% >* .25%+* A2 >*
H4: Perceived threat > Seeking help (U < C) 44** .66*** <** 43 .66*** <’
H5: Perceived threat > Avoidance (U < C) 23%%* .50%** S .22%%* A49%* <
I(-|U6:< ie);curity response efficacy - Protective action 10* pgr <ns 9%+ .30% <*
H7: Security self-efficacy - Protective action (U< C) | .53*** S54x* <" - 577 <+
H8: Security self-efficacy - Avoidance (|U| < |C|) ns -.10* < -.08* -10* <"
COL - Severity ns A8**
COL - Security response efficacy A1 18*
COL - Security self-efficacy ns B
PD - Susceptibility ns A10%
PD - Security response efficacy -.09* ns
PD - Security self-efficacy -14** ns
UA - Security response efficacy ns .28**
Loss = Susceptibility .58+ .68***
Loss = Severity .56%** .54***
Loss = Security response efficacy =13 ns
Gender > Susceptibility ns A1
Gender - Security response efficacy - 22%** -15%*
Gender - Security self-efficacy 22+ -13"
Age > Security self-efficacy -.18*** ns

Notes: Standardized path coefficients with p < 0.05 are shown in bold. ***p < 0.001, **p < 0.01; *p < 0.05, +p < 0.1 directional support; ns = not
significant, sd = structural difference, one path is significant and the other insignificant; U = United States, C = China.

associated with security response efficacy only for Chinese
users.

Loss experience positively and almost uniformly impacted the
threat severity and susceptibility perceptions in both coun-
tries. This shows that once individuals experience loss due to
security attacks, their perceptions of threats change regardless
of where they live. However, the impact on coping efficacies
varied by country: loss experience had a negative impact on
security response efficacy only in the United States sample.
Gender was positively associated with susceptibility only for
Chinese users, indicating that Chinese women had a higher
perception of susceptibility. Gender was negatively asso-
ciated with security response efficacy and security self-
efficacy in both countries, indicating that women in both
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countries had a lower perception of coping efficacies. Age
was negatively associated with security self-efficacy in the
United States, but not in China, indicating that older
Americans feel less capable of dealing with security threats.

We carried out two post hoc analyses of the moderating roles
of espoused culture: in the pooled sample and within each
country. These analyses allowed for the examination of the
pervasive role of individual espoused culture (Hong et al.
2014; Qureshi and Compeau 2009). In both post hoc
analyses, each espoused cultural dimension was dichotomized
into the low/high groups (DeCoster et al. 2009; Farrington
and Loeber 2000). The analyses were carried out separately
for each dimension: COL, PD, and UA.
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Table 5. Post Hoc Analysis of the Moderation of Espoused Cultural Dimensions

CcoL PD UA
Standardized Wald +2 Standardized Wald +2 Standardized Wald +2
Path _I? X Path Ta X Path _I"j‘ X
Coefficient' est Coefficient est Coefficient est
Low Low Low
VS. VS. vs.
Hypotheses Low High | High? | Low | High High? Low | High | High?
H1: Susceptibility - Perceived 0.31" | 0.38 ns 037 | 0.38 ns 0.30 | 0.42 ns
threat
H2: Severity > Perceived threat 0.38 0.45 ns 0.40 0.41 ns 0.41 0.41 ns
H3: Perceived threat > Protective 025 |0.24 ns 025 | 021 ns 022 | 026 | ns
actions
r"l':'l;) Perceived threat > Seeking 048 |0.53 ns 039 | 063 | * 0.51 | 0.51 ns
H5: Perceived threat > Avoidance 0.27 0.33 ns 0.16 0.43 b 0.31 0.30 ns
H6: Response efficacy = 031 |o0.12 * 015 | 0.33 * 0.17 | 0.21 ns
Protective actions
H7: Self-efficacy > Protective 0.36 | 0.61 060 | 038 | * 057 | 049 | ns
actions
H8: Self-efficacy > Avoidance -0.18 0.00 sd -0.06 -0.07 ns -0.11 | -0.05 sd

'Standardized path coefficients with p < 0.05 are shown in bold.

2\Wald y2 test with df = 1, testing the equality of the path coefficients for low and

high levels of cultural dimension. ***p < .001, **p < .01, ns = not significant, sd = structurally different, one path is significant and the other

insignificant.

Test 2. Espoused Culture’s Moderating
Effects in the Pooled Sample

In this analysis, a dummy variable was used to control for
country variation in the pooled sample. Table 5 reports the
estimation results and the Wald y* test for the moderating
effects of the three espoused cultural dimensions using the
pooled sample.

The results showed that espoused COL moderated the paths
from security response efficacy and security self-efficacy =
taking security protective actions (H6 and H7). Low COL
had a much higher coefficient for security response efficacy
-> taking protective actions, whereas high COL increased the
impact of self-efficacy = protective actions. COL had a
moderating influence on self-efficacy = avoidance (HS8) in
that the path coefficient was negative and significant for low
COL and not significant for high COL. Collectively, these
results indicated that COL moderated the influence of coping
efficacies (response and self) on taking protective actions and
avoidance.

Espoused PD also moderated the security behaviors by
influencing the impacts of threat perceptions and coping
efficacies on security behaviors. High espoused PD increased

the influence of threat perception on seeking help and
avoidance. High PD increased the influence of response
efficacy on taking action whereas low PD increased the
influence of self-efficacy on taking protective action. UA had
minimal moderating influence in that low UA moderated the
negative influence of self-efficacy on avoidance.

Test 3. Espoused Culture’s Moderating
Effects in Each Country

In order to investigate the moderating influence of espoused
culture in each country, we carried out the second post hoc
analysis in which the differences in low versus high levels of
espoused culture were compared within the two countries
(low versus high in the United States and low versus high in
China). Table 6 reports the results. PD and, to a lesser
extent, UA had significant moderating influence on threat
perception and coping paths. COL’s moderation was similar
in the two nations and replicated the results in Test 2.
However, the moderation impacts of PD and UA were varied
and dissimilar in the two nations.

Summing up our three tests, it is clear that individual dif-
ferences had numerous effects in and across the two samples:
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Table 6. Moderation of Espoused Cultural Dimensions Within Countries

Standardized Path Standardized Path Wald 2 T
Coefficient’ Coefficient? valdy e?t
Wald 2 Test Low China vs. United
China United States vs. High? China United States States?
Low | High [ Low | High United | Low | High | Low [ High United
Model Paths Collectivism (COL) China’ | States® Power Distance (PD)’ China® | States®
H1: Sus > PercTr 19 .38 .36 41 ns ns .10 47 43 .36 sd ns
H2: Sev > PercTr .45 .48 .34 .40 ns ns .61 .39 .34 .38 ** ns
H3: PercTr > Act 10 14 .27 .23 ns ns .16 1 .25 .24 ns ns
H4: PercTr - Help .68 .66 41 .45 ns ns .57 .72 .36 .57 ns >
H5: PercTr = Avoid .59 A7 A7 .25 ns ns .30 .57 A5 .31 b ns
H6: ResEf > Act A4 19 .27 Ak * * .20 37 A4 .35 ns *
H7: SelfEf > Act .33 .67 .37 .59 bl b .80 .46 .56 .32 o el
H8: SelfEf > Avoid -19 -.05 -.20 .04 sd sd -.06 -14 -.06 -.06 sd ns
Uncertainty Avoidance (UA)1 'Standardized path coefficients with p value less than 0.05 are
— shown in bold.
H1: Sus > PercTr A3 51 M -40 ns AWald 52 test with df = 1, testing the equality of the path
H2: Sev > PercTr 53 39 33 39 ns ns coefficient for low and high levels of cultural dimension in
China.
H3: PercTr > Act -.03 .20 .25 .24 sd ns *Wald ytest with df=1, testing the equality of the path coefficient
Ha: PercTr > Help 63 69 46 42 s s fsotraltzvsv and high levels of cultural dimension in the United
H5: PercTr - Avoid .50 .50 .22 22 ns ns **p <.001, **p < .01, *p < .05, ns = not significant, sd =
- structurally different, one path is significant and the other
H6: ResEf > Act 40 25 14 -20 ns insignificant. Sus = perceived susceptibility; Sev = perceived
H7: SelfEf = Act 54 60 58 44 ns ns severity; Sec = perceived security threat; Act = protective
i : : : : action; Help = seeking help; Avoid = avoidance; ResEf =
H8: SelfEf > Avoid -.09 -.08 -12 -.04 ns sd response efficacy; SelfEf = self-efficacy.

on our independent variables, on the relationships in the
pooled sample, and on the relationships in each separate
sample. In short, the test results supported our overall model,
and showed that individual differences exert significant and
complex effects on security perceptions and behaviors.

Implications I

This work has significant theoretical implications in IS
research. Our research theorized about online security
behaviors based on the contextualization of the protection
motivation theory (PMT), arguing for a polycontextual lens to
identify sources of divergence in perceptions of online
security threats and choices of coping behaviors. Our work
is the first to argue for a context-specific approach to study
security behaviors by investigating the moderating influence
of national differences as well as individual differences. This
work responds to the call to develop context-sensitive
approaches in theory building, particularly for United States/
Western versus China/Eastern behavioral scholarship (Hong
et al. 2014; Tsui et al. 2007; Whetten 2009).
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This paper also contributes to the study of the spectrum of
security coping behaviors. While taking protective actions
has been studied in the literature, investigating seeking help
and avoidance behaviors across national and individual
contexts is new in this research and adds another component
to contextualization of PMT as applied to online security
behaviors. Our results show that there is major divergence in
taking security protective actions, seeking help, and avoid-
ance at the national and individual levels.

Another major contribution of this paper is the pervasive role
of individual attributes. Our work shows that individual attri-
butes such as espoused culture (particularly COL and PD),
gender, and age directly impact individuals’ perceptions of
threat and coping efficacies. Moreover, our work contributes
to the literature by showing how espoused culture moderates
the impacts of threat perceptions and perceived coping
efficacies on coping behaviors in the two nations. In sum, our
work indicates that the investigation of online security percep-
tions and security behaviors across nations requires the
inclusion of polycontextual factors at both national and
individual levels.



This work has practical implications for U.S. companies
planning to reach the vast Chinese market on the Internet.
First, our work provides insights about avoidance in China as
a prevalent and acceptable behavior, and shows that it can be
countered by promoting security efficacy in tools and self.
Moreover, individuals’ security behaviors play an important
role in reducing the success of cyber crimes and increasing
the safety of the Internet environment. Therefore, private and
public organizations should encourage individuals to adopt
coping behaviors that promote safety and counter security
threats. Our work provides insight into the factors that pro-
mote such behaviors. Moreover, distinct national differences
could be utilized when developing strategies to promote
protective behaviors. Organizations need to be aware of
Chinese tendencies to seek help, indicating that social groups
may be effective channels to inform and educate Chinese
users. Significant roles of espoused culture, gender, and age
provide another important insight for companies operating in
cyberspace. Companies with knowledge about their cus-
tomers’ characteristics could develop personalized strategies
and interfaces to counter customers’ security anxieties and
promote self-protection behaviors.

Conclusion I

Little work has been done to investigate individual security
behaviors and their antecedents in a cross-national context.
By contextualizing protective motivation theory and relying
on the polycontextual lens, we developed a context-sensitive
model to study online security behaviors across two nations:
the United States and China. Our findings supported the
conceptualized model, indicating the significant moderating
influence of nation and the pervasive impacts of individual
differences.

There are limitations in this work. Our study used samples
from the United States and China as exemplars of modern
Western and traditional Eastern societies. Comparisons
across additional societies and archetypal countries are neces-
sary for a better understanding of Internet users’ security
behaviors at a global level. Moreover, precaution should be
taken when generalizing the results. We recruited respon-
dents by reaching them through social networks, trying to
reach a broad spectrum of the Internet user population in the
two countries. The methods we used to reach respondents in
the two countries were slightly different, and our samples
represent a segment of Internet user populations in the two
countries. Finally, CMV could still be a concern even though
we did take precautions in data collection and repeating the
analysis with the purified data did not contradict our findings.
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The pervasive effects of individual characteristics, par-
ticularly espoused culture, suggest the need for further
investigation of how the interplay of societal and individual
factors shapes online security perceptions and behaviors.
Future multination studies are needed to directly measure and
test the influence of various contexts on online security
perceptions and behaviors. Another interesting area for
further research is the dynamic impact of coping behaviors at
time ¢ on threat appraisals and coping appraisals at time ¢/
and onward. Avoidance coping behavior indicated some
interesting outcomes that point to the unique nature of this
behavior that should be studied further in different societal
settings.
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Appendix A

Literature Review on Security Behaviors in Non-Work Settings I

Study Sample Country* Method Theory Coping Behaviors
Anderson Study 1: 157 ISP sub- USA Study 1: Study 1: PMT, Study 1: intention to perform
and scribers, 94 students, and surveys Psychological security related behavior
Agarwal 343 from a purchased Study 2: lab | Ownership Study 2: security behavioral
2010 sample experiment Study 2: Message attitude
Study 2: 101 students Goal Framing
Liang and 152 students USA Survey Technology Threat Problem-solving coping behavior
Xue 2010 Avoidance Theory
Rhee et al. 415 graduate students USA Survey Social Cognitive Use security technology, care
2005 Theory (Self-efficacy) behavior, and intention to
strengthen the efforts
La Rose et 206 students USA Experiment PMT, Elaboration Like- | Involvement, self-regulation,
al. 2008 lihood Model, Social building good security habits
Cognitive Theory
Dinev and 332 IS professionals and USA Survey Theory of Planned Intention to use protective
Hu 2007 students Behavior information technologies
Furnell 415 UK residents UK Survey NA Safe behavior, knowledge-seeking
et al. 2007 behavior
Lee and 212 Internet Users USA Survey Theory of Planned Adoption of an anti-spyware
Kozar 2005 Behavior, IT Innovation | system
Liang and NA NA Theory PMT, Cybernetic Problem-focused and emotion-
Xue 2009 building Process Theory focused coping behavior
Woon et al. | 189 students and faculty Singapore | Survey PMT Have enabled/ have not enabled a
2005 firewall on home wireless network

*The sample country was deduced based on the content of the paper.
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Appendix B

Constructs, Definitions, and Key References I

Constructs Definitions Key References
Perceived Internet users’ belief about the degree of vulnerability | Liang and Xue 2009; Pechmann et al. 2003;
susceptibility to Internet security attacks. Rogers 1975; Witte et al. 1996
Perceived Internet users’ belief about the significance or Liang and Xue 2009; Pechmann et al. 2003;
severity magnitude of potential harm caused by Internet Rogers 1975; Witte et al. 1996
security attacks.
Perceived Internet users’ degree of worry/fear about Internet Leventhal et al. 1965; Liang and Xue 2009;
security threat | security threats. It manifests as security concern. Maddux et al. 1986; Rogers and Mewborn 1976
Perceived Internet users’ belief in their ability to take protective Compeau and Higgins 1995; Lam and Lee 2006;
security self- measures to avoid Internet security threats. Liang and Xue 2009; Maddux et al. 1986; Maddux
efficacy and Rogers 1983; Pechmann et al. 2003; Rogers
1975; Witte et al. 1996
Perceived Internet users’ belief about whether or not the Compeau and Higgins 1995; Lam and Lee 2006;
security recommended protective measure can effectively Liang and Xue 2009; Maddux et al. 1986; Rogers
response protect against Internet security attacks. and Mewborn 1976; Witte et al. 1996
efficacy
Protective Internet users’ one or more protective Lazarus 1993; Liang and Xue 2009, 2010; McCrae
actions countermeasures to reduce or eliminate risk of 1984
Internet security attacks.
Seeking help Internet users’ interactions with others in seeking Lazarus1993; McCrae 1984; Tobin et al. 1989
social support and assistance in dealing with Internet
security threats.
Avoidance Avoiding the use of the Internet in various degrees, Lazarus 1993; Liang and Xue 2009, 2010; McCrae
especially avoiding sensitive activities such as online | 1984
banking, in order to avoid online security threats.
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Appendix C
Internet Security Attacks, Protective Actions, and Survey Instrument I

Internet security attacks are malicious and intentional acts that would cause damages to your computer or illegally collect your information
such as your personal and financial information or Internet behaviors.

Note: The term your computer in this questionnaire indicates your personal or home computer.

Table C1. List of Internet Security Attacks

Malicious code attacks (e.g. viruses, worms and Trojan horses)
Malicious email attachment (email attachments contain or hide malicious code)

Spoofing and phishing attacks (you believe you are receiving e-mail from a trusted source, or are connected to a trusted
web site, when that is not the case)

Spyware attacks (software that is secretly installed on your computer and collects information about your without your
knowledge)

Scareware/rogueware attacks (e.g., fake anti-virus and anti-spyware software)

Botnets attacks (e.g., your computer was controlled by malicious codes from the Internet to conduct malicious attacks)
Social engineering attacks (e.g., you were deceived to give out confidential information)

Unauthorized accesses to your computer from the Internet

Other—Please specify [A text input box followed to allow respondents to add other attacks]

Taking protective actions means taking one or more of the following security countermeasures to reduce the risk of Internet security attacks
on your computer.

Table C2. List of Protective Actions

Installed antivirus software

Installed antispyware software

Installed spam-filter software

Have a firewall

Have enabled security settings for my browser (e.g., block cookies, scripts, and pop-ups)
Commonly use long and complex passwords

Regularly update my operating system manually or automatically (e.g., Windows)
Regularly update my Internet browser manually or automatically (e.g., Internet Explorer)
Regularly update my security software manually or automatically (e.g., Norton AntiVirus)
Have enabled scanning function of security software (e.g., antivirus software)

Regularly turn off the Internet connection when not using it

Other—Please specify [A text input box followed to allow respondents to add other attacks

Source: www.cert.org
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Table C3. Survey Instrument

Item
Construct Name Item
When it comes to the likelihood of Internet security attacks, | believe that
Susceptibility sus1 | my risks of getting Internet security attacks are (very low/very high)
sus2 | the likelihood that | would be a target of security attacks is (very low/very high)
sus3 | the extent of my vulnerability to security attacks is (very low/very high)
When it comes to severity of Internet security attacks, | believe that
Severity sevl | the consequences of security attacks for me is (not serious at all/very serious)
sev2 | in general, the severity of security attacks for me is (very low/very high)
When it comes to my ability in dealing with Internet security attacks, | believe that
self1 | my knowledge for taking preventive actions is (not adequate at all/very adequate )
Self-efficacy self2 | my ability to get appropriate advice on how to take protective actions is (very low/very high)
self3 | my level of access to people who can help me is (very low/very high)
self4 | for me, taking protective actions is (very difficult/very easy)
When it comes to the effectiveness of protective actions against Internet security attacks, |
believe that
Response reff1 | the success rate of protective actions is (very low/very high)
efficacy reff2 | the chance of stopping security attacks by taking protective actions is (very low/very high)
reff3 | the likelihood to neutralize Internet security threats is (very low/very high)
reff4 | my confidence in effectiveness of protective actions is (very low/very high)
When it comes to my feelings and concerns about Internet security attacks, | believe that
Perceived sc1 my fear of exposure to Internet security attacks is (very low/very high)
security threat sc2 the extent of my worry about Internet security attacks is (very low/very high)
sc3 the extent of my anxiety about potential loss due to Internet security attacks is (very low/very high)
When it comes to increasing my knowledge about Internet security attacks, | believe that
Seeking help sh1 my frequency of asking for help has been (very low/very high)
sh2 my frequency of seeking professional advice has been (very low/very high)
sh3 my frequency of seeking support from others has been (very low/very high)
My actions to protect me against Internet security attacks can be characterized as
. act1 no actions at all/frequent actions
Action
act2 | no plan at all/well-planned
act3 | no precautions at all/many precautions
When it comes to avoiding the Internet environment where Internet security threats exist, | have
. avd1 | not avoided using Internet at all/avoided using Internet
Avoidance - -
avd2 | not reduced my reliance on Internet at all/reduced my reliance on Internet
avd3 | not reduced frequency of my use of Internet at all/reduced frequency of my use of Internet
When it comes to my relationship with the groups | belong to, for me
colt compargd to having autonomy, being accepted as a member of a group is (not important at
all/very important for sure)
col2 | compared to individual success, group success is (not important at all/ very important for sure)
Collectivism col3 compared to individual freedom, belonging to a group is (not important at all/very important for
sure)
cold _compared to receiving personal rewards, taking care of group welfare is (not important at all/very
important for sure)
col5 | compared to personal gain, being loyal to a group is (not important at all/very important for sure)
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Table C3. Survey Instrument (Continued)

Item
Construct Name Item
When it comes to my views on power distribution in the society, for me, having people in higher
positions
pd1 making all decisions on their own is (not acceptable at all/highly acceptable for sure)
gics)\tgirce pd2 not consulting those below them is (not acceptable at all/highly acceptable for sure)
pd3 having all decision-making power is (not acceptable at all/highly acceptable for sure)
not allowing those below them to question their decisions is (not acceptable at all/highly
pd4 acceptable for sure)
When it comes my tolerance of uncertainty and ambiguity in my workplace, for me
uat having r.ules and regulations telling me exactly what are expected from me is (not important at
all/very important for sure)
. compared to having less structure that allows for flexibility, having a highly structured work
Uncertainty ua2 ) . . ) e . .
avoidance environment with clarity of job description is (not important at all/very important for sure)
a3 .compared to having general directions, having detailed instructions on how to do my job is (not
important at all/very important for sure)
compared to an ambiguous environment that allows for personal innovation, having standardized
uas job description is (not important at all/very important for sure)
Experienced The extent of damage you have suffered due to the above [listed in the survey] security attacks
loss due to has been
security loss1 | time and efforts spent to get rid of problems (none/very high)
attacks loss2 | psychological tension, stress and anxiety (none/very high)
In general, compared to my short-term plans, my long-term plans for my future are (not important
Marker variable at all/very important). (This variable was used for purification of data to check if possible common
method variance could change the results. It did not.)

All items were measured on a continuous semantic differential scale from 1 to 10.

Appendix D

Participant Profiles I

United States (n = 480) China (n = 238)
Profile Variables Mean STD Mean STD

Age 34.1 15.0 25.2 9.9
Education* 3.7 1.3 3.7 1.7
Time spent on Internet daily (hours) 3.7 1.3 4.0 1.5
Years of experience using the Internet (years)** 12.6 4.9 7.4 4.6
Gender Male (%) Female (%) Male (%) Female (%)

46.3% 53.8% 73.9% 26.1%

*Education scales: 1 = Some school, no degree; 2 = High school graduate; 3 = Some college, no degree/college students; 4 = Professional
degree/two-year associate degree; 5 = Bachelor’s degree; 6 = Master’s degree; 7 = Doctoral degree.

**The large difference between the years of experience in the United States and China samples supports our argument that the Chinese users
have less experience with the Internet.

Inthe U.S. sample, the mean age was 34.1, with 33 percent of respondents above and 67 percent at or below 45 years of age. Although younger
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respondents still dominated our sample population, the age distribution was relatively close to the age distribution of the U.S. adult Internet
users, in which 46 percent are above and 54 percent at or below 45 years of age (Pew Internet 2009). Males and females were almost equally
distributed in this sample, with percentages of 46.3 and 53.8, respectively.

In the China sample, the mean age was 25.2, with 24 percent of respondents above and 76 percent at or below 30 years of age. This age
distribution is close to the published report that only 29 percent of the Internet population is above 30 years old in China (CNNIC 2010). Male
and female distributions were 73.9 percent and 26.1 percent, respectively. Although the percentage of males is higher, CNNIC (2010) reports
a similar gender disparity.

Appendix E

Reliability Checks I

Table E1. Reliability Checks

United States China
Cronbach Cronbach

Constructs Alpha CFR AVE Alpha CFR AVE
Susceptibility 0.87 0.88 0.71 0.85 0.84 0.63
Severity 0.90 0.92 0.85 0.85 0.85 0.74
Self-efficacy 0.88 0.88 0.64 0.87 0.88 0.64
Response efficacy 0.92 0.92 0.73 0.90 0.90 0.70
Perceived threat 0.95 0.94 0.85 0.88 0.87 0.70
Action 0.91 0.92 0.79 0.93 0.92 0.80
Seeking help 0.89 0.89 0.73 0.90 0.87 0.70
Avoidance 0.94 0.94 0.84 0.94 0.94 0.85

Notes: CFR=composite factor reliability, AVE=average variance extracted

Table E2. Reliability Checks for Control Variable Constructs

United States China
Cronbach Cronbach
Constructs Alpha CFR AVE Alpha CFR AVE
Collectivism 0.87 0.87 0.57 0.94 0.94 0.76
Power distance 0.90 0.90 0.71 0.86 0.86 0.62
Uncertainty avoidance 0.87 0.87 0.64 0.91 0.91 0.71
Loss due to security attacks 0.90 0.90 0.82 0.84 0.84 0.72

Notes: CFR=composite factor reliability, AVE=average variance extracted
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Table E3. Exploratory Factor Analysis

Constructs United States China
Level 1 Item 1 2 1 2
sus1 .882 269 .876 205
Susceptibility | sus2 .860 .261 .838 .287
sus3 .837 246 779 .330
] sev1 271 .922 278 .893
Severity
sev2 278 .920 .287 .888
Level 2 Items 1 2 3 1 2 3
self .295 .764 -.016 .203 .844 .031
, self2 .316 .844 -.043 273 .867 077
Self-efficacy
self3 232 .816 -.091 152 741 .044
self4 .383 .765 -.036 .389 .778 .089
reff1 .825 .339 -.048 .818 371 .083
Response reff2 .855 310 -.067 .862 237 .033
efficacy reff3 .838 264 -.005 .827 121 126
reff4 .823 .348 -147 .809 332 .057
_ sc1 -.031 -.067 .938 157 -017 .867
;f;‘;?'ved sc2 _.061 ~.050 958 106 110 902
sc3 -.088 -.028 .941 -.033 .087 .907
Level 3 Items 1 2 3 1 2 3
_ act1 .866 .888 220 .034 .932 155
:ézgenc“ve act2 051 919 196 1091 902 151
act3 -.001 .905 147 .046 .931 .093
sh1 128 227 .880 .290 123 .850
Seeking help | sh2 160 131 .876 234 .200 .839
sh3 .068 215 .877 .200 .106 .873
avd1 .926 .050 .091 .920 .065 232
Avoidance avd2 .951 .036 113 .899 .082 231
avd3 .940 017 143 .928 .033 252
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Table E4. Exploratory Factor Analysis of Constructs for Controls

Constructs Items United States China
col1 .852 -.013 .105 .008 .870 .270 .055 .061
col2 .816 -.049 115 .061 .866 314 .032 -.013
Collectivism col3 .805 .166 122 -.001 .844 .299 .056 .038
cold .752 -.069 .228 112 .839 .243 118 107
col5 751 .150 139 -.045 .823 .295 .076 .102
pd1 .029 923 -.011 .024 312 .837 .054 .079
i pd2 .043 .889 .015 .013 .263 .831 192 -.045
Power distance
pd3 .012 .867 -.025 -.006 .403 .799 114 .040
pd4 .070 .829 .146 .01 .382 .781 124 -.020
uail .143 .039 .871 .015 -.050 .105 .870 .080
Uncertainty avoidance ua2 222 .038 .838 .007 -.020 -.013 .858 .088
ua3 170 .168 .824 .058 114 .158 .844 .037
uad .109 -.096 .796 -.004 .239 151 .752 .039
Experienced loss due loss1 .048 -.002 .024 .950 120 .021 .063 .921
to security attacks loss2 .039 .036 .030 .949 .045 .006 131 918
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Table E5. Construct Correlations, AVE, Means, and Standard Deviations of Constructs

United States 1 2 3 4 5 6 7 8 9 10 11 12 13 14 | 15 | Mean | Std
1. Loss 0.90 3.21 2.93
2. Susceptibility 0.58 0.84 4.03 2.33
3. Severity 0.56 0.34 0.92 4.36 2.84
4. Self-efficacy -0.04 | -0.03 | -0.05 | 0.80 6.23 | 2.57
5. Response efficacy -0.12 | -0.07 | -0.07 0.09 0.86 6.54 2.18
6. Perceived threat 0.44 0.53 0.50 | -0.03 | -0.05 0.92 4.26 2.53
7. Protective action 0.07 0.11 0.09 0.50 0.23 0.23 0.89 5.50 2.29
8. Seeking help 019 | 023 | 0.22 | -0.01 | -0.02 | 0.43 | 0.32 | 0.86 425 | 247
9. Avoidance 0.10 | 0.12 | 0.11 | -0.09 | -0.02 | 0.22 | 0.10 | 0.30 |0.92 364 | 250
10. COL 0.09 | 005 | 0.09 | 0.06 | 0.11 0.06 | 0.06 | 0.02 |0.01 |0.75 6.47 1.75
11. PD 0.04 | 0.06 | 0.10 | -0.14 | -0.10 | 0.06 | -0.07 | 0.03 | 0.02 |0.09 |0.84 3.62 | 2.03
12. UA 0.07 | 0.03 | 0.10 | 0.01 0.10 | 0.05 | 0.04 | 0.02 |0.01 |0.41 |0.09 |0.80 6.51 1.83
13. Gender 0.00 | -0.06 | 0.02 | -0.22 | -0.22 | -0.02 | -0.15 | -0.01 |0.01 [0.00 |0.00 |[0.00 | na 1.54 | 0.50
14. Age 0.00 | 0.08 | 0.07 | -0.19 | -0.08 | 0.06 | -0.10 | 0.03 |0.03 [0.00 |0.00 |0.00 |0.04 | na 34.10 | 15.02
15. Education 0.00 | 0.09 | 0.08 | -0.01 0.04 | 0.07 | 0.02 | 0.03 [0.02 |0.00 [0.00 |0.00 |0.00 |0.33 | na | 3.74 1.34

China 1 2 3 4 5 6 7 8 9 10 1 12 13 14 | 15

1. Loss 0.85 417 2.84
2. Susceptibility 0.70 | 0.80 4.09 | 2.32
3. Severity 0.58 | 0.43 | 0.86 5.08 | 2.63
4. Self-efficacy 0.17 | 0.11 0.14 | 0.80 544 | 253
5. Response efficacy 0.05 0.02 0.09 0.14 0.84 5.81 2.23
6. Perceived threat 0.52 0.55 0.62 0.10 0.05 0.84 4.95 2.49
7. Protective actions 0.17 0.13 0.18 0.62 0.38 0.19 0.90 5.68 2.33
8. Seeking help 0.34 | 036 | 041 0.07 | 0.03 | 066 | 0.20 | 0.83 4.71 2.40
9. Avoidance 024 | 026 | 0.29 | -0.05 | 0.01 048 | 0.10 | 0.57 |0.92 4.06 | 242
10. COL 018 | 013 | 026 | 030 | 039 | 0.17 | 0.30 | 0.11 |0.05 [0.87 6.77 1.94
11. PD 0.21 025 | 024 | 010 | 018 | 0.20 | 0.13 | 0.13 |0.09 |0.20 |0.78 5.02 1.81
12. UA 0.09 | 003 | 018 | 022 | 043 | 0.10 | 0.26 | 0.06 [0.02 |0.72 | 0.31 |0.84 6.53 1.79
13. Gender 0.00 | 0.12 | 0.07 | -0.13 | -0.15 | 0.08 | -0.11 0.05 |0.05 |0.00 |0.00 [0.00 | na 1.26 | 0.44
14. Age 0.00 | 0.09 | 0.06 | 0.07 | 0.00 | 0.06 | 0.04 | 0.04 [0.02 [0.00 |0.00 |0.00 |0.05 | na 2520 | 9.87
15. Education 0.00 | 0.00 | 0.04 | 0.07 | -0.01 0.02 | 0.04 | 0.01 |0.00 |0.00 |0.00 [0.00 [0.15 |0.44 | na | 3.73 1.72

Notes: The boldface values on the diagonal are the square roots of AVEs. na = Single item variable.
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Appendix F

Standardized Factor Loadings in the Measurement Model
Including Latent Control Variables I

United States China

Constructs Items Loading t-value Loading t-value

sus1 0.89 50.80 0.84 28.68

Susceptibility sus2 0.83 41.12 0.82 29.76
sus3 0.80 36.18 0.72 23.89

Severity sev1 0.90 49.18 0.87 36.03
sev2 0.94 65.78 0.86 32.07

self1 0.75 36.59 0.78 31.03

Self-efficacy self2 0.87 55.85 0.90 64.03
self3 0.77 38.17 0.70 27.90

self4 0.82 46.55 0.82 38.73

reff1 0.88 61.80 0.88 45.14

Response efficacy reff2 0.89 68.42 0.85 39.64
reff3 0.79 37.59 0.77 30.60

reff4 0.87 59.04 0.84 49.84

sct 0.89 77.53 0.80 32.56

Perceived threat sc2 0.95 91.26 0.87 39.19
sc3 0.92 84.93 0.84 37.76

act1 0.88 56.36 0.92 65.41

Protective action act2 0.92 81.12 0.89 44 .56
act3 0.86 53.31 0.89 52.54

sh1 0.88 61.86 0.87 40.78

Seeking help sh2 0.84 44.24 0.79 30.09
sh3 0.85 43.86 0.84 30.50

avd1 0.86 48.07 0.92 72.25

Avoidance avd2 0.95 85.45 0.89 44.63
avd3 0.94 90.61 0.95 107.72

col1 0.81 43.65 0.91 70.83

col2 0.74 38.11 0.84 45.61

Collectivism col3 0.77 38.14 0.87 48.65
col4 0.74 29.88 0.88 58.95

col5 0.76 36.81 0.73 23.65

pd1 0.84 33.10 0.82 32.38

Power distance pd2 0.92 75.00 0.83 36.68
pd3 0.82 32.76 0.76 27.52

pd4 0.72 24.81 0.82 34.94

uat 0.83 41.03 0.88 52.04

Uncertainty avoidance ua2 0.84 44.30 0.84 34.22
ua3 0.80 40.56 0.83 26.06

uad 0.86 42.15 0.81 34.97

Loss due to security attacks loss2 0.89 50.80 0.84 28,68
loss3 0.83 41.12 0.82 29.76
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Test of Mean Differences in the Espoused Cultural Dimensions

for the United States and China I
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Means
Espoused Cultural p-value Mean Std. Error
Dimension United States China t-value (2-tailed) Difference Difference
CcoL 6.466 6.774 -2.137 .033 -0.308 144
PD 3.617 5.019 -9.027 .000 -1.402 .155
UA 6.506 6.532 -0.180 .857 -0.026 144

Notes: Calculations are based on mean value of items in each dimension.

The tests indicated the statistically significant mean differences in espoused COL and PD dimensions between the China and U.S. samples.
Hofstede (2001) does not report statistical differences between national cultural dimensions across countries. However, the differences in mean
values of espoused culture were in the same directions as those in Hofstede’s (2015) latest data for cultural dimensions for the United States
and China—Individualism: U.S. =90, China = 20, PD: U.S. =40, China = 80. The mean difference of espoused culture UA in the United
States and China was not statistically significant. The difference between the United States and China in the Hofstede’s national dimension
of UA is far less than that of COL and PD (U.S. = 46, China = 30). This difference may not be large enough to result in statistical significance
for individual espoused culture.
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