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Fear appeals, which are used widely in information security campaigns, have become common tools in moti-
vating individual compliance with information security policies and procedures. However, empirical assess-
ments of the effectiveness of fear appeals have yielded mixed results, leading IS security scholars and
practitioners to question the validity of the conventional fear appeal framework and the manner in which fear
appeal behavioral modeling theories, such as protection motivation theory (PMT), have been applied to the
study of information security phenomena. We contend that the conventional fear appeal rhetorical framework
is inadequate when used in the context of information security threat warnings and that its primary behavioral
modeling theory, PMT, has been misspecified in the extant information security research. Based on these
arguments, we propose an enhanced fear appeal rhetorical framework that leverages sanctioning rhetoric as
a secondary vector of threats to the human asset, thereby adding the dimension of personal relevance, which
is critically absent from previous fear appeal frameworks and PMT-grounded security studies. Following a
hypothetical scenario research approach involving the employees of a Finnish city government, we validate
the efficacy of the enhanced fear appeal framework and determine that informal sanction rhetoric effectively
enhances conventional fear appeals, thus providing a significant positive influence on compliance intentions.
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Introduction I

Information security managers and other organizational
executives continue to struggle with enforcing policies
designed to protect assets from intentional or accidental
information security violations by an organization’s insiders
(D’Arcy et al. 2009; Ng et al. 2009; Puhakainen and Siponen
2010). Recent reports suggest that insider abuse ranks second
only to virus incidents as the most frequent form of security
breach (Richardson 2008). Recent industry surveys also
indicate that over 40 percent of data breaches are attributed to
negligent insiders who fail to follow policies (Ponemon
Institute 2012; Wall 2011). Organizational insiders are indi-
viduals with access to organizational assets as a routine part
of their responsibilities (Shaw et al. 1998). In an effort to
enforce policy and to gain compliance among these insiders,
security managers utilize a variety of techniques, including
security education, training, and awareness (SETA) programs
and events, incentive programs, and campaigns. The common
denominator of all these programs is communication, that is,
the manner in which managers articulate their goals and
expectations to comply with information security behavior.
To establish effective information security learning environ-
ments and secure organizational cultures, the effective com-
munication of policy to all insiders is imperative (Siponen
2000). Toward achieving this goal, fear-based messages have
received increasing attention from information security
scholars in the effort to persuade insiders to comply with
recommended security behaviors, such as those stipulated in
information security policies (Herath and Rao 2009; Johnston
and Warkentin 2010; Sasse et al. 2001; Weirich and Sasse
2001).

For several decades, the research of fear appeals has painted
a cloudy picture of uncertainty, debate, and general disen-
chantment regarding the effectiveness of fear appeals
(Morales et al. 2012). On the one hand, a statement issued by
the Center for Substance Abuse Prevention (2012), which
stated “messages that do more harm than good—e.g., ‘scare
tactics’—should be avoided,” illustrates the disillusionment
of practitioners in fear appeal usage, no doubt in response to
frustrations with countless failures to achieve desired out-
comes from their application (Hornik et al. 2008). On the
other hand, sources such as the European Union’s Analysis of
the Science and Policy for European Control of Tobacco
(ASPECT) consortium cited fear as an effective leverage
point in enhancing the effectiveness of communication
(ASPECT Consortium 2004). However, positive inferences
to fear appeal usage typically stop short of prescriptions for
effective use.

Scholars are seemingly attuned to the debate but have made
only marginal progress in advancing our understanding of
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how fear appeals are experienced and can be refined to
improve their effectiveness (Hastings et al. 2004; Morales et
al. 2012). As Peters, Ruiter, and Kok (2013) pointed out, fear
appeals have been used for years in a number of contexts, but
communicators have not developed a precise formula for
obtaining consistently successful results. If we seek to apply
fear appeals effectively within our organizations to motivate
policy compliance behaviors, the contemporary wisdom of
fear appeal composition and theory must be reconsidered.

Fear appeals take the form of messages or communications
intended as a mechanism for manipulating the recipient’s
intrinsic notions of threat and efficacy regarding a particular
threat and corresponding protective behavior. Initially
applied almost exclusively within the healthcare domain,
early fear-inducing messages concerned health or safety-
related threats (Bartholomew et al. 2011; Milne et al. 2006) to
the physical self, such as injury caused by not wearing a seat
belt or cancer caused by overexposure to the sun or toxic
smoke inhalation. Threats of this nature are universally per-
sonally relevant because they represent threats to the self (i.e.,
the human asset). On the other hand, in the information
security literature, the rhetoric embedded in fear appeals is
typically focused on threats to the individual’s things (the
information assets) (Johnston and Warkentin 2010; Liang and
Xue 2010). Unfortunately, the degree to which an individual
perceives information assets as personally relevant is highly
subjective, thus potentially marginalizing the impact of the
fear appeal. These threats, while very real, are not universally
personally relevant.

We contend that the conventional fear appeal rhetorical
framework is inadequate in providing threat warnings when
it is used in the information security context. We also con-
tend that the primary behavioral modeling theory on which it
is based, protection motivation theory (PMT), has been
improperly applied in the extant information security litera-
ture (Truex et al. 2006; Weber 2012). To appeal to the self-
interests of their audience, fear appeals must achieve a suffi-
cient level of personal relevance (or issue involvement) for
the individual; otherwise, they are ignored and rendered
ineffective (Burnkrant and Unnava 1989; Petty and Cacioppo
1986). However, instead of being focused on threats to the
physical self, such as in healthcare contexts, fear appeals in
the information security context have been mostly focused on
threats to the individual’s things (e.g., data, information, and
systems) and are vulnerable to the lack of perceived rele-
vance. To this extent, the conventional fear appeal rhetorical
framework is inadequate and requires revision.

In modeling the effect of fear appeals, PMT (Rogers 1975,
1983) supports the cognitive assessment of threats, thereby
underscoring the notion that individuals will take calculated



actions to protect their self-interests in avoiding the pain
associated with the threats. However, as fear appeals and
PMT have been applied by IS scholars for use within the
information security context, two important problems have
surfaced. First, PMT is a theory of behavior change (Velicer
and Prochaska 2008). It is intended to model outcomes
resulting from (and subsequent to) some type of stimulus
(e.g., a fear appeal) that communicates a threat and a recom-
mended response to the threat. However, its primary use in
the information security literature has been as a theory of
behavior. Hence, it has been used simply to understand how
individuals perceive an existing threat without concern for a
particular behavioral change mechanism (Anderson and
Agarwal 2010; Herath and Rao 2009; Lee 2011). We will
argue that this represents a misuse of the reference theory.
Second, PMT does not account for subtlety in the nature of
the threat; it presumes that all threats are personally relevant
to the message recipient. However, IS scholars have
seemingly made repeated assumptions to the contrary, which
has led to a variety of compromised threat perspectives within
their respective studies ( Bélanger and Crossler 2011; Crossler
2010; Johnston and Warkentin 2010; Woon et al. 2005). This
misspecification of the theory also presents a significant
problem for information security scholars and practitioners.

In this study, we address the inadequacy of the fear appeal
rhetorical framework and the problems raised by the misap-
propriation of PMT. Regarding the misuse of PMT’s history
in the literature, we offer a warning and echo Truex et al.’s
(2006) call for more careful consideration of the appropriate
application of PMT as a behavioral change theory. Regarding
the inadequacy of the fear appeal rhetorical framework and
the misspecification of PMT, however, we offer an enhanced
fear appeal rhetorical framework. Our enhanced framework
is created through the addition of sanctioning rhetoric to the
conventional fear appeal language. Sanctions are represen-
tative of a secondary threat vector and serve as an additional
source of extrinsic influence in engaging in protective
behaviors that secure the employee’s status in the organi-
zation. Threats, such as password theft and data loss, are
threats to an organization’s information assets (and thus may
lack personal relevance), whereas sanctions are threats to the
individual human asset because they jeopardize the em-
ployee’s status or employment security. Because we apply
fear appeals within a controlled organizational setting, we
have the opportunity to leverage both the information and
human asset threat vectors, thereby adding personal relevance
to the threat equation and solving the problems created by the
misspecification of PMT in the information security literature.

To achieve this goal, we explore the effectiveness of an
enhanced fear appeal rhetorical framework through the use of
ahypothetical scenario research design involving three unique
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threat/behavior pairs that are typical of fear appeal implemen-
tations in practice. By utilizing the predominant model for
representing the impact of fear appeal and sanction elements
on information security policy compliance intentions, we
demonstrate that the inclusion of sanction elements in a
conventional fear appeal elicits a compliance response signi-
ficantly greater than that produced by contemporary usage of
fear appeals.

Theoretical Background I

In this section, we present a review of the rhetorical compo-
sition of fear appeals and their associated behavioral modeling
theories. We then discuss the rationale for an enhanced fear
appeal rhetorical framework through the addition of sanc-
tioning rhetoric.

Fear Appeal Rhetorical Composition

Fear appeals, otherwise known as threat appeals or fear-
inducing communications, can be defined either by the
content of their message or by the response they engender
from their target audience (O’Keefe 1990). In discussing the
influence of fear appeals in modifying attitudes and be-
havioral intentions toward compliance with information
security policies and procedures, as well as the potential
interaction of sanction elements placed within the message, it
is important to clearly define all the elements of a fear appeal.
The primary constructs of perceived threat and perceived
efficacy are firmly established in the fear appeal literature
(Peters et al. 2013; Witte 1992, 1994b).

As defined by Witte (1992), a threat is an external stimulus
variable that exists whether it is perceived by an individual or
not. If an individual perceives a threat, he or she can be
described as being aware of a threat. A properly constructed
fear appeal not only serves to induce the awareness that a
threat exists but also purveys the severity of the threat and its
target population’s susceptibility to the threat. In this mes-
sage, an individual is able to formulate the perceived severity
of the threat and the perceived susceptibility to the threat. In
other words, once an individual is conscious of a threat, he or
she will establish beliefs about the seriousness of the threat
and the probability of experiencing it.

A fear appeal also contains arguments that cause an individual
to form cognitions of efficacy. This perception of efficacy
includes thoughts of the efficacy of the recommended
response and the efficacy of the individual performing the
response (Witte 1994b). Response efficacy is the degree to
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which an individual believes the response to be effective in
alleviating a threat. Self-efficacy is the degree to which an
individual believes in his or her ability to enact the recom-
mended response (Rogers 1983; Witte 1994a).

Maddux and Rogers’ (1983) addition of self-efficacy marks
the last time that an element was widely accepted as an
essential element of the rhetorical construction of a fear
appeal. When applied in healthcare and campaigns for the
awareness of threats to public safety, the conventional rhe-
torical construction has not been seen as a limitation. In these
contexts, the threats are most often to the individual but have
universal relevance. We contend, however, that this conven-
tional rhetorical construction is inadequate in contexts where
the threats are not necessarily universally personally relevant,
such as information security. For this reason, we propose an
enhanced rhetorical framework that resolves both this
inadequacy and the associated misspecification of fear appeal
behavioral models (i.e., PMT), which is described next.

Fear Appeal Behavioral Modeling Theories

Our model of the impact of fear appeals is based on the early
works of Janis and Feshbach (1953), in which fear appeal
strength was correlated with teeth-brushing compliance.
Table 1 lists some of the most noteworthy modeling studies,
including their significance and theoretical advancement. Our
understanding of the impact of fear appeals has been shaped
by studies that have modeled a curvilinear relationship
between fear appeal strength and attitude change (e.g., Janis
1967; Liang and Xue 2010) as well as those which have
suggested a linear relationship (Rogers 1975). Witte (1998)
contended that these early works, in conjunction with the
works of Leventhal (1970, 1971), provided a necessary pro-
gression from which contemporary behavioral models were
derived. The stage model of fear-arousing communications
processing by de Hoog et al. (2007) represents the most recent
behavioral model, although it is not as entrenched in the
literature as some earlier models are.

The majority of research on fear appeal influence modeling
was conducted prior to the emergence of dual process theories
of attitude and behavioral change (de Hoog et al. 2005). As
described by de Hoog et al. (2005), this initial research was
guided by reinforcement theory in which Hovland, Janis, and
Kelly’s (1953) fear-as-acquired drive model dominated.
Leventhal’s (1970, 1971) parallel process model set the stage
for contemporary cognitive theories, such as Roger’s (1975,
1983) protection motivation theory, Witte’s (1992) extended
parallel process model, and de Hoog et al.’s (2005) stage
model of fear-arousing communications processing.
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The most prevalent theory used to model the influence of a
fear appeal on information security behavioral outcomes has
been the PMT (Rogers 1975). PMT is decades old and has
been adapted numerous times in attempts to predict security
policy compliance attitudes (Herath and Rao 2009; Ifinedo
2012; Johnston and Warkentin 2010), intentions to engage in
protective behavior through the adoption of protective soft-
ware (Lee 2011; Lee et al. 2009; Liang et al. 2009, 2010), or
other prescribed protective acts. In each of these studies, the
depicted threat vector concerned the information asset,
requiring the individual to assess the severity and certainty of
its impact on data, systems, or any medium in which infor-
mation was contained or in transit. In many cases, one or
both of these threat dimensions was determined to be non-
significant in contributing to the formulation of a response
(Bélanger and Crossler 2011; Crossler 2010; Herath and Rao
2009; Johnston and Warkentin 2010; Woon 2005).

We contend that the historically poor or, at best, inconsistent
outcomes of the application of PMT to information security
phenomena were because of theory misuse and misspeci-
fication. Researchers in the IS discipline have often looked
to other disciplines for theories that can help explain or
predict IS phenomena. However, the process by which the
theories have been applied to the discipline has drawn recent
criticism (Avgerou 2013; Grover et al. 2008; Oswick et al.
2011; Truex et al. 2006). For example, Truex et al. (2006)
argued that the theories of referent disciplines applied to IS
phenomena often lack fit to the phenomena because they are
adopted with little regard to the underlying assumptions or
boundary conditions that constrain them to a particular
phenomenon or context. Furthermore, the inattention to these
assumptions has jeopardized future scholarship. Oswick etal.
(2011) and Avgerou (2013) echoed this sentiment, suggesting
that the theories of referent disciplines have been “domesti-
cated” to fit IS phenomena without the rigor necessary to
understand the nuances of the original theory. PMT has
suffered a similar fate in its application to information
security phenomena.

A critical flaw in the application of PMT in information
security research has been the assumption that PMT accounts
for nuances in perceptions of threat; however, it does not.
PMT has been widely applied in the study of individual
protective behaviors adopted by information users (Anderson
and Agarwal 2010; Herath and Rao 2009; Lee and Larsen
2009; Liang and Xue 2009, 2010 ). The results from each
application of PMT have been widely divergent, and different
studies have yielded contradictory findings. One rationale for
the disparity of outcomes is that scholars have applied PMT
to understand the influence of fear appeals that are used to
warn of information security threats without giving much
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Table 1. Fear Appeal Research, Significance and Theoretical Advancement

Research

Significance

Theoretical Advancement

Hovland, Janis, and Kelly
(1953)

investigated factors which determine the effectiveness of
fear appeals

fear-as-acquired model (drive
model)

Janis (1967)

described an inverted U-shaped relationship between fear
and message acceptance

fear-as-acquired model (drive
model)

McGuire (1968)

described a two factor (cues and fear) theory to explain an
inverted U-shaped relationship between fear arousal and
attitude change

fear-as-acquired model (drive
model)

Leventhal (1970, 1971)

distinguished between cognitive and emotional appraisals
of fear appeals

parallel process model

Rogers (1975, 1983)

specified perceived susceptibility, perceived severity, and
response efficacy as components of a fear appeal

protection motivation theory

Maddux and Rogers (1983)

added a fourth component, self- efficacy, to fear appeal
composition

protection motivation theory

Witte (1992)

extended the parallel process model by describing
cognitive and emotional appraisals as sequential
processes and established the role of fear as an indirect
motivator of behavioral change

extended parallel process
model

de Hoog, Stroebe, and de

specifies the cognitive processes leading to persuasion,

stage model of fear-arousing

Wit (2005)

susceptibility manipulations

proposes that threat-induced defensive processes
contribute to message effectiveness, and predicts
differences in attitude based on threat severity and

communications processing

thought to the underlying assumption of fear appeals that the
threats in the fear appeals must have personal relevance
(Slater 2006). However, threats to data, information, and
systems do not carry the same personal relevance as threats
that directly impact one’s self, which is common in fear ap-
peal applications in healthcare (Crossler 2010; Ifinedo 2012;
Johnston and Warkentin 2010). By overlooking the critical
underlying assumption of the threat dimension of fear appeals,
researchers have misspecified the theory within the informa-
tion security context (Comello et al. 2011; Slater 2006).

Nevertheless, fear appeals or PMT should not be avoided in
the information security context. Fear appeals are a necessary
component of a holistic security management program
because threats to information assets are prevalent and must
be warned against. However, the absence of rhetoric that
describes threats of a personal nature jeopardizes their
success. We contend that the inclusion of a secondary threat
vector of threats to the human asset, that is, those responsible
for performing the protective behavior, would effectively
enhance the fear appeal message without fundamentally
changing the purpose of the fear appeal or violating the
understanding of how humans cognitively assess potentially

threatening messages. However, as we add sanctioning
rhetoric to this effect, we extend PMT’s reach in describing
the influence of the appeal. We now have additional rhetoric
that requires two theories to describe its impact. One theory
addresses the threat to the information asset, whereas the
other theory addresses the threat to the human asset. This
purposeful juxtaposition of theories allows us to account for
differences in the types of threats needed to persuade insiders
faced with information security threats, thereby overcoming
the inadequacy of fear appeals and problems caused by the
misspecification of PMT.

The Enhanced Fear Appeal Framework:
Adding Sanctioning Rhetoric to Account
for the Threats to the Human Asset

The extant fear appeal research points to numerous extra-
message factors and human dispositions that add variability
to the manner in which fear appeals are received and inter-
preted. These sources of influence include message complete-
ness (Dutta and Vanacker 2000), message format (Keller and
Block 1996), and personal relevance (Burnkrant and Unnava
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1989), to name a few. The literature suggests that fear appeal
effectiveness is partly dependent upon the design of the
message and the audience for which it is intended (Burnkrant
and Unnava 1989; Petty and Cacioppo 1986). The literature
also contends that individuals cognitively assess the threats
described in the messages and formulate response intentions
based on a hedonistic, self-interest in pain avoidance (Angst
and Agarwal 2009). Accordingly, the effectiveness of a fear
appeal that describes a threat to an information asset is limited
to the extent to which its audience associates pain with infor-
mation defacement, theft, or loss, or with a security policy
violation. For those with a lesser sense of data ownership or
security interests, a more robust message is required, such as
one that highlights a threat to which they are not immune.

Pain avoidance is also a fundamental principle of deterrence
theory, which can be traced back to Jeremy Bentham (1748-
1832) and Cesare Beccaria (1738-1794). Deterrence theory
suggests that individuals choose to commit a crime if the
benefits outweigh the risks. Specifically, deterrence theory
suggests that if an individual believes that the risk of getting
caught is high (certainty of sanctions), that severe penalties
will be applied if one is caught (severity of sanctions), and
that punishment will be swift (celerity of sanctions), then the
individual is less motivated to commit a crime or engage in
rule-breaking behavior. Although the original deterrence
theory focused on formal sanctions, research during the last
few decades has added the “non-legal costs” (Pratt and Cullen
2000, p. 367), in which informal sanctions (Piquero and
Tibbetts 1996) are the most notable. A common operationali-
zation of informal sanctions is to measure the disapproval of
friends or peers regarding a given action (Paternoster and
Simpson 1996), which typically leads to feelings of guilt and
shame.

Deterrence theory has been widely applied in information
security research, especially the role of perceived sanction
severity and certainty (D’ Arcy and Devaraj 2012). Straub and
Nance (1990) suggested that the detection and punishment of
violators minimizes computer abuse. Similarly, Straub (1990)
found that the use of information security deterrents resulted
in the decreased incidence of computer abuse. The following
deterrents were found effective: weekly hours dedicated to IS
security, use of multiple methods to disseminate information
about penalties and acceptable system usage, and clear
statements of penalties for violations (Straub 1990). These
were found to increase the insider’s risk of getting caught
(certainty of sanctions) and the perception that severe sanc-
tions would be imposed if the violator was caught (severity of
sanctions). Straub and Welke (1998) carried out an action
research study in which they highlighted the importance of
communicating certainty and severity of sanctions, as a part
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of insider education and training programs, in order to
minimize security violations. Following this research, Kan-
kanhalli etal. (2003) investigated whether the use of sanctions
led to enhanced IS security effectiveness and found that
deterrents, as measured in man-hours spent in security efforts,
led to the improved effectiveness of information security.

Straub et al. (1993) further applied deterrence theory by
carrying out a field experiment that tested whether student
cheating during a programming assignment could be pre-
vented. They concluded that managers should stress that
violations of an organization’s information security policies
would result in sanctions. Harrington (1996) found that codes
of ethics, a type of formal sanction applied to the organization
generically, did not affect insiders’ judgments or intentions to
commit computer abuse. However, generic codes of ethics
were found to affect insiders who were high in the denial of
responsibility, which is a form of rationalization. Similarly,
IS-specific codes of ethics did not affect judgment or inten-
tions, except in the case of computer sabotage, which is a
severe type of computer abuse. Thus, the effects of codes of
ethics were found to be “sporadic and weak” (Harrington
1996, p. 273). D’Arcy et al. (2009) found that IS security
policies, awareness programs, and computer monitoring
influenced the perceived severity of formal sanctions, which
led to the reduced intention to misuse IS. In their study, the
certainty of formal sanctions did not have any effect on
intention to misuse IS. However, Siponen et al. (2007)
applied both formal and informal sanctions in order to explain
insiders’ compliance with information security policies and
found that both forms of sanctions predicted insiders’ com-
pliance with IS security policies. D’Arcy and Devaraj (2012)
later found both forms of sanctions to have both direct and
indirect influence on intentions to misuse technology.

In summary, although the results of previous studies are
mixed and opinions are diverse about the definitive role of
sanctions on information security compliance intentions and
behaviors (D’Arcy and Herath 2011), they are representative
of threats to a human asset. There is enough evidence to sug-
gest that they have the potential to compliment the conven-
tional information asset threat rhetoric and help form an
enhanced fear appeal rhetorical framework. As shown in in
Figure 1, threat assessments stemming from such a framework
include the evaluations of threats to both the information asset
and the human asset.

The following section presents and tests an enhanced fear
appeal research model based on the framework described
above. This model contains the conventional elements of a
fear appeal, augmented by elements of formal and informal
forms of sanction severity, sanction certainty, and sanction
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Outcome

Figure 1. Fear Appeal Rhetorical Enhancement Conceptual Model

celerity. As described earlier, each of these elements is well
established in the deterrence literature and should serve as a
driver for the enhanced effectiveness of fear appeal in the
form of increased information security compliance outcomes.
We preface this section with the reminder that the focus of
this study and its subsequent contribution is the fear appeal
mechanism, that is, the fear appeal rhetorical framework that
has remained relatively unchanged and has guided fear appeal
composition since the mid-1970s. Our primary arguments are
that this framework is inadequate when applied to the
information security context and that its unrefined use within
this context has generated inconsistent outcomes and a
general misappropriation of its primary behavioral modeling
theory, PMT.

Testing the Enhanced Fear Appeal
Rhetorical Framework I

In this study, we aim to understand how the inclusion of sanc-
tioning rhetoric, as a secondary threat vector to human assets
within a traditional fear appeal, resolves the tension in
information security scholarship, which is imposed by the
inadequacies of contemporary fear appeal rhetoric composi-
tion and the associated misspecification of PMT. Based on
the guidance provided by the fear appeal and deterrence
literature, and their respective, dominant nomological models,
we have formed a juxtaposed research model. This model
represents our estimation of how fear appeal rhetoric is
interpreted and is able to dictate the responses of individuals
faced with threats to information assets and mandated to
comply with policy under the threat of sanctions to them-
selves. As illustrated in Figure 2, the research model incor-
porates the conventional rhetorical elements of a fear appeal
and is enhanced by sanction celerity and both formal and
informal forms of sanction certainty and sanction severity.

Impact of Formal and Informal Sanction
Severity on Compliance Intention

In deterrence theory, undesirable behavior can be deterred by
the communication of absolute, swift, and severe sanctions
(Akers 1990; Williams and Hawkins 1986). Although recent
research on deterrence theory has revealed inconsistencies in
explaining the effects of sanctions on security behavioral
intentions (Herath and Rao 2009; Kankanhalli et al. 2003;
Pahnila et al. 2007), the theory has largely been well received
within the behavioral information security research commu-
nity and remains viable for modeling the effects of deterrence
elements in the formulation of compliance attitudes (Kankan-
halli et al. 2003), assuming these elements are applied in a
manner consistent with the theory’s underlying assumptions.

A potential recourse for the continuation of deterrence theory
as a legitimate theory used to explain and predict policy
compliance intentions is through the added granularity of
deterrence constructs. Formal and informal sanctions are
differentiated in IS and criminology research, as are sanction
severity, sanction certainty, and sanction celerity. Missing in
the deterrence theory literature and its application in the
domain of IS research and information security studies is the
extra level of granularity gained by distinguishing between
formal and informal varieties of sanction severity and cer-
tainty. However, because previous research provides no
direct support for the distinct roles of formal and informal
sanctions in the compliance intentions of insiders, we must
form our expectations of compliance intentions from the
collective, indirect evidence provided by studies that broadly
inspect the relative influence of formal and informal sanctions
on employee compliance (Hollinger and Clark 1982; Siponen
and Vance al. 2010; Li et al. 2014).

In this study, sanction severity is defined as the degree to
which sanctions in response to violations of information secu-
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Figure 2. Research Model for Testing the Enhanced Fear Appeal Rhetorical Framework

rity policies are perceived as harsh or problematic, while
sanction certainty is defined as the degree to which the
sanctions are perceived as inevitable or expected (D’Arcy et
al. 2009; Straub 1990). Sanction celerity is defined as the
perceived promptness with which sanctions follow the viola-
tion of the policies. The underlying assumptions of deter-
rence theory specify that when an individual contemplates the
violation of a social norm or an established rule, this person
will consider the impact of expected sanctions in terms of
their severity, certainty, and timeliness. If the sanctions are
provided by an authoritative source, the severity, certainty,
and celerity characteristics of the sanctions will influence how
the individual contemplates the violation.

Although deterrence theory originated within the criminology
literature as a theory for understanding criminal and deviant
behaviors, its assumptions are valid in the organizational
context and to the study of security policy compliance percep-
tions and outcomes. Within the context of information
security policy compliance, when an insider considers
violating an information security policy, he or she will not
only consider the severity of any pending punishment, but
will also consider the likelihood that the penalty will be
enforced and any latency that may occur before the penalty is
handed down. The severity and certainty of formal sanctions
refers to the harshness and inevitableness, respectively, of the
penalties enforced by the organization. These sanctions may
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be in the form of formal reprimands, such as leave without
pay or a demotion in rank. Alternatively, informal sanction
severity and certainty refer to the harshness and inevitable-
ness, respectively, of penalties imposed by friends or a peer
group because of information security policy violations.
Sanctions of this type may be in the form of social ostraci-
zation or diminished social capital. In many instances, both
forms of sanctions (formal and informal), and their severity,
certainty, and celerity characteristics, will be brought to bear
on shaping an insider’s information security policy violation
intentions, just as they are in formulating deviant behavior
intentions among citizens governed by laws and social norms.

Numerous information security studies have examined sanc-
tion severity as a distinct dimension of deterrence and have
applied this distinction toward understanding the intentions of
employees to comply with security policies. For instance,
D’Arcy et al. (2009) provided direct support for the positive
influence of sanction severity on deterring employee mis-
behavior. Herath and Rao (2009) also found that sanction
severity positively influenced policy compliance intentions.
Both of these studies successfully contextualized sanction
severity from the criminology literature to the study of organi-
zational policy compliance, providing footing for future
studies to leverage deterrence theory for the study of policy
compliance among organizational insiders. These studies did
not, however, distinguish formal sanctions from informal



sanctions. Although several studies distinguish between
formal and informal sanctions in modeling the influence of
sanctions on intentions to violate security policy, they do not
differentiate between sanction severity and sanction certainty.
For instance, Hollinger and Clark (1982) found both formal
and informal sanctions to be positive indicators of employee
conformity with management expectations. The management
expectations espoused in Holliger and Clark’s study are
parallel to recommended protective strategies provided by
management to organizational insiders. Siponen and Vance
(2010) tested composite measures of formal and informal
sanctions, based on a product of sanction severity and
sanction certainty, and found them to be significant deterrents
of policy violation intentions when techniques of neutrali-
zation were not taken into account.

Collectively, the research in these two veins of literature
suggests that rhetoric describing the severity of both formal
and informal sanctions will have a positive influence on an
employee’s intentions to engage in the recommended security
activities described in a fear appeal. We draw on the work of
D’Arcy et al. and of Herath and Rao to establish that sanction
severity influences compliance intentions, while leveraging
the work of Hollinger and Clark and of Siponen and Vance to
extend this understanding and contend that formal and
informal sanctions are distinct in their influence. As one
contemplates whether or not to comply with recommended
protective strategies, one will consider the severity of any
possible sanctions, both of a formal nature presented by the
organization and of an informal nature stemming from the
actions and tone of one’s peers. Such sanctions could, given
the source and type of influence, indeed be different in magni-
tude, although the effects themselves are expected to be
positive. We therefore hypothesize the following:

Hla: Rhetoric describing formal sanction severity will
positively affect the intention to comply with
recommended protective strategies provided by a
fear appeal.

H1b:  Rhetoric describing informal sanction severity will
positively affect the intention to comply with the
recommended protective strategies provided by a
fear appeal.

Impact of Formal and Informal Sanction
Certainty on Compliance Intention

Similar to the extant research involving sanction severity, no
previous study has distinguished between formal and informal
dimensions of sanction certainty. However, many previous

Johnston et al./Leveraging Threats through Sanctioning Rhetoric

studies of sanction severity also include sanction certainty as
a determinant of compliance intentions, which indicates that
sanction certainty serves as a positive deterrent to employee
misbehavior (D’Arcy et al. 2009) and policy violation
intentions (Herath and Rao 2009). Combined with our current
understanding of the distinct influence provided by formal
and informal sanctions (Hollinger and Clark 1982; Siponen
and Vance 2010), we extend the findings of D’ Arcy et al. and
of Herath and Rao to expect that the certainty of formal sanc-
tions, that is, the penalties enforced by the organization, will
have a significant positive influence on an insider’s intentions
to comply with recommended protective actions. Similarly,
we can expect that rhetoric describing the certainty of
informal sanctions, that is, penalties imposed by friends or a
peer group, will also have a significant impact on compliance
intentions. For example, an organization’s rhetoric may
encourage employees to comply or require them to comply to
varying degrees (e.g., “employees must comply” versus
“employees failing to comply will be terminated”). Likewise,
informal sanctions may also take the form of good-natured
banter and teasing or extend to ostracizing. The underlying
reasons and extent of impact on the outcome consequently
differ. We therefore hypothesize the following:

H2a: Rhetoric describing formal sanction certainty will
positively affect intention to comply with recom-
mended protective strategies provided by a fear
appeal.

H2b: Rhetoric describing informal sanction certainty will
positively affect intention to comply with recom-
mended protective strategies provided by a fear
appeal.

Impact of Sanction Celerity on
Compliance Intention

Several criminologists, such as Gibbs (1975) and Tittle and
Rowe (1974), have voiced concerns about the relevance of
sanction celerity, arguing that celerity is more relevant to
animal behavior than to human behavior (Howe and Loftus
1996). Perhaps as a result, the role of celerity as a deterrent
has received less attention from both criminologists and IS
scholars (D’ Arcy and Herath 2011). A few exceptions (Hu et
al. 2011; Siponen et al. 2007) have shown celerity to be a
nonsignificant determinant of deterrence behavior. In a con-
text similar to the current study and in line with the under-
lying assumptions of deterrence theory, Hu etal. (2011) found
no support for the influence of sanction celerity on policy
violation intentions. Therefore, following Gibbs, and Tittle
and Rowe, and consistent with the fact that the extant infor-
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mation security research has not established sanction celerity
as a positive influence on intention to comply, we offer the
following null hypothesis:

H3: Rhetoric describing sanction celerity will not affect
intention to comply with recommended protective
strategies provided by a fear appeal.

Research Design I

In the empirical assessment of the research model and its
associated hypotheses, we followed a sequential mixed-
methods research approach that incorporated qualitative and
quantitative data collection (Venkatesh et al. 2013), the latter
of which involved a two-group posttest-only randomized
experimental design. The qualitative data collection involved
interviews with organizational leaders in the sampling frame,
while in the quantitative data collection, the experimental
design required two groups of randomly assigned participants,
one of which received one of three fear appeal treatments
followed by a survey, while the other group received only the
survey. This approach has a strong tradition in IS research
and provides an acceptable level of rigor for positivistic
variance model analysis (Kaplan and Duchon 1988).

The sample of interest comprised the employees of multiple
suborganizational offices within a city government in Finland.
We also refer to these employees as insiders. These insiders
perform a number of information technology (IT) related tasks
on behalf of the city, supporting functional areas pertaining to
social services, city sports and education, planning and con-
struction, tourism, leisure, and city administration and
economics, among others. This government office had pub-
lished information security policies, along with designated IT
security managers within each suborganizational office that
was compelled to enforce them. Furthermore, the insiders
were self-identified as directly responsible for the protection
of sensitive government data. All aspects of the research
design and execution, including fear appeal and survey
development, were approved by the appropriate research
ethics committee of the principle investigators.

Fear Appeal Design
The first stage of this research design involved a series of
interviews with four organizational leaders and insiders of the

city government in Finland. These interviews were intended
to accomplish several goals, including the enhancement of our
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understanding of the context and form of the messaging
typically implemented in the organization and our under-
standing of the type of security violations that typically occur.
We also learned about the role of policy documents that
support the mitigation of these violations. The results of these
interviews facilitated the appropriate construction of three fear
appeal messages, one for each common form of policy
violation indicated by the organizational leaders. Each fear
appeal message was designed to elicit a maximum range of
response variance, while maintaining the level of relevance
and realism necessary to warrant its sincere consideration.

One fear appeal message addressed the threat of password
theft and encouraged insiders to change their password to a
“strong” password of at least eight characters that included
letters, numbers, and special characters. The second fear
appeal message addressed universal serial bus (USB) memory
card theft and encouraged insiders to protect their USB drives
by encrypting the data stored on them. The third fear appeal
message addressed data theft caused by not logging off or
locking workstations, and it reminded insiders to log off or
lock their respective systems when leaving them for any
amount of time. Each fear appeal message was constructed to
contain language that addressed all of the elements typically
found in a fear appeal, including threat severity, threat
susceptibility, response efficacy, and self-efficacy. In contrast
to previous studies, we also included the elements of sanction
severity, sanction certainty, and sanction celerity. Sanction
certainty and sanction severity included both formal and
informal dimensions® that were intended to articulate the
threat to the human’s employee status or employment
security. The three fear appeals are presented in Appendix A.

Instrument Development

Following the construction of the three fear appeal messages,
we designed an appropriate survey instrument with instruc-
tions and items for measuring the individual-level latent
constructs adapted from previous research. The conventional
fear appeal elements of threat severity, threat susceptibility,
self-efficacy, and response efficacy were each measured using
the three-item reflective scales first established by Witte et al.
(1996) and later used successfully by Johnston and Warkentin

“Based on feedback from organizational leaders, formal sanctions within the
organization do exist, but are tied to the severity and context of non-
compliance. Therefore, to ensure content validity and relevance to the
organizational environment of our subjects, we could not include explicitly
stated sanctions in our fear appeals, but we could allude to the presence of
both formal and informal sanctions.



(2010). The five-item reflective measure of sanction celerity
and the three-item formal and informal varieties of sanction
severity and sanction certainty were also adapted from
previously validated instruments (Paternoster and Simpson
1996; Siponen and Vance 2010). The dependent variable,
intention to comply with recommended protective strategies,
was adapted from Johnston and Warkentin. The instrument
also contained items designed to capture the demographics of
our study’s sample, including age, gender, work experience,
and education level. All measures, with the exception of the
demographic items, involved in this study were assessed
using a five-point Likert-type scale that was anchored by 1 =
strongly disagree, 3 = neutral, and 5 = strongly agree. The
full instrument is provided in Appendix C.

Fear Appeal and Instrumentation
Review and Pretest

In the next stage, an expert review panel was convened to
provide additional insights and ideas that would allow for the
refinement of the fear appeals and survey instrument. This
panel consisted of seven faculty members and Ph.D. students
at the home universities of the current study’s research team.
These panelists were regarded as knowledgeable in research
instrument design and fear-based communication, having
conducted numerous similar experimental design studies
involving the measures used in this research. Additionally,
we consulted three subject matter experts who are responsible
for information security policy compliance in the organization
from which the sample was drawn. Based on the feedback
from the expert review panel, the fear appeal messages were
found to be appropriate for each threat/behavior pair and were
considered at a moderate level of intensity® in all elements of
the fear appeals. The panelists also provided comments that
were useful in refining the grammar and wording of the fear
appeals. Finally, the full instrument was reviewed by several
city government experts for relevance and their approval.

Prior to the primary data collection, the fear appeals and cor-
responding survey were pretested using the same distribution
mechanism and survey tool used in the primary data collec-
tion. Forty individuals, who were leaders and employees of
the city government and who were not interviewed in the
earlier stage of this study, were solicited to participate in the

3Moderate levels of intensity are desirable because mildly worded appeals
have insufficient impact, and very intense levels are associated with
maladaptive responses to control the fear (by discounting the appeal), instead
of adaptive responses to control the threat (by adopting the recommended
response).
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study, mirroring the process that would be used in the data
collection. The feedback from this group provided a degree
of assurance that the data collection mechanisms functioned
properly. The data collected in this pretest of the survey
instrument was used for the validation of the instrument’s
psychometric properties (Straub 1989). The reliability of the
instrument’s measures was assessed using Cronbach’s a,
while convergent and discriminant validity was assessed
using principal components analysis. The only casualties of
this assessment were two items in the sanction celerity
measure, which had nonsignificant loadings. The results of
these assessments provided a reasonable level of assurance
that the instrument’s measures would yield purposeful results
during the primary data collection.

Common method variance (CMV) is a bias introduced into a
study when the predictor and dependent variables are
collected at a single point in time from a single source. We
address this bias using both a procedural and statistical
approach (MacKenzie et al. 2011; Podsakoff et al. 2003).
Procedurally, we take an a priori approach to CMV and
address common method effects stemming from the source, or
rater, item characteristics, and context during the scale
development and evaluation. This anonymous study’s scales
were evaluated by the expert review panel described above
and randomized upon administration. In the statistical assess-
ment of CMV, we followed Podsakoff et al.’s (2003)
recommendations by conducting a confirmatory factor
analysis both with and without a single unmeasured latent
method factor. The results of this analysis did not indicate a
significant difference (¥*/df = 0/1), which suggested that
CMV is not a threat.

Primary Data Collection

The primary data for this study were obtained from insiders
of multiple suborganizations within the same city government
in Finland and used in the fear appeal design interviews and
in the pretest of the survey instrument. Ofthe 2,475 potential
insiders, 559 complete and error-free responses to our e-mail
request for participation were received, resulting in a 22.6
percent response rate. Each insider was randomly assigned to
one of the three fear appeal messages or to a control group
that did not receive a fear appeal message. A total of 175
insiders received the password theft fear appeal, 118 received
the data theft from not logging out fear appeal, and 155
received the USB theft fear appeal, while 111 received no fear
appeal message of any kind. The fear appeals and subsequent
survey were presented via a web-based survey tool and pro-
vided with the assurance of anonymity.
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Table 2. Demographic Information for Primary Data Sample ‘

Gender

Age*

Work Experience

Education Level*

male

(count of 244; 44%)
female

(count of 315; 56%)

18 to 29 years

(count of 47; 8.4%)
30 to 39 years

(count of 111; 19.9%)
40 to 49 years

(count of 181; 32.4%)
50 to 59 years

(count of 184; 32.9%)
over 60 years

(count of 33; 5.9%)

< 6 months

(count of 13; 2.3%)
6 to 12 months
(count of 8; 1.4%)
> 1 year to 2 years
(count of 18; 3.2%)
> 2 years to 3 years
(count of 16; 2.9%)
> 3 years

(count of 503; 90%)

high school

(count of 50; 8.9%)
some college

(count of 52; 9.3%)
Bachelor’'s Degree
(count of 148; 26.5%)
Master’'s Degree
(count of 80; 14.3%)
Doctorate

(count of 2; 0.4%)
other (unspecified)
(count of 220; 39.4%)

*Note: Some respondents chose not to disclose age or education level.

Table 3. Descriptive Information and Results of Test of Internal Validity

No Fear
Fear Appeal Appeal F-test comparison
Data Theft of means between
Password From Not Control control group and
Theft Logging Out USB Theft Group collective fear
(N=175) (N=118) (N = 155) (N=111) appeal group
std std std std
Variable mean dev mean dev mean dev mean dev F sig
threat severity 3.96 0.89 4.11 0.81 4.11 1.19 1.96 0.77 257.40 p < 0.001
threat susceptibility 2.62 0.76 2.28 0.75 2.49 0.93 2.06 0.68 24.79 p <0.001
self-efficacy 4.33 0.72 4.67 0.53 4.36 0.91 2.94 0.99 133.41 p < 0.001
response efficacy 4.23 0.61 4.56 0.56 4.55 0.71 3.81 0.85 24.97 p < 0.001
fS‘;rrrl‘:t’l'on severity 277 | 094 | 2556 | 091 | 273 | 0.89 | 227 | 069 | 133.98 |p<0.001
'S“;‘;gt?:r'] severity 324 | 096 | 333 | 094 | 326 | 081 | 2117 | 087 462 |p<0.05
formal . 247 | 082 | 253 | 095 | 266 | 1.05 | 237 | 082 | 2866 |p<0.001
sanction certainty
informal . 269 | 097 | 283 | 085 | 275 | 0.89 | 228 | 071 | 36.07 |p<0.001
sanction certainty
sanction celerity 2.65 0.73 2.61 0.79 2.81 0.78 2.44 0.75 133.49 p < 0.001
compliance intention 3.21 0.75 3.29 0.72 3.29 0.80 2.24 0.96 9.90 p <0.05

Descriptive Information and Test
of Internal Validity

The respondents to the study were roughly even in terms of
women and men and ranged in age from 18 to over 60. The
most common age range was 50 to 59 (32.9%), and the most
commonly reported education level was the bachelor’s degree
(27.3%). The full set of sample demographics is reported in
Table 2.
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The primary data revealed that the mean distributions across
both the conventional and enhanced fear appeal rhetorical
elements are fairly consistent across the three fear appeal
types, but differ significantly in the control group to which no
fear appeal was provided (see Table 3). The results of the
MANOVA F-test comparison of mean values between these
two groups supported this claim. Given that each of these ele-
ments is addressed within the language of the fear appeal, the
significant differences in perceptions following exposure to the



appeal are not surprising, which provides some assurance of
the internal validity of the experimental design.

Results I

We used SmartPLS to conduct a partial least squares (PLS)
analysis of the research model for the survey data obtained
following each type of fear appeal message. This approach to
structural equation modeling (SEM) has advantages over a
covariance-based SEM technique, such as LISREL, when the
model in question is used for predictive purposes instead of
theory testing purposes (Chin et al. 2003; Gefen and Straub
2005; Siponen and Vance 2010). In this analysis, our first step
was to follow a PLS approach to validate the measurement
model, as put forth by Gefen and Straub (2005). The process
and outcomes of the measurement model validation tests are
documented in Appendix B and include the results of tests for
convergent and discriminant validity. The results of these tests
indicated that our model demonstrates an acceptable level of
measurement validity (Gefen and Straub 2005).

Model Testing

Similar to Siponen and Vance (2010), we took a multistage
approach to analyzing the research model. Following this
approach, we first examined the influence of control variables
on compliance intention and then added (1) the conventional
fear appeal and (2) sanction rhetorical elements, respectively,
in subsequent stages of model testing.

Included in the control variables were gender, age, work
experience, education, and fear appeal message type. Gender,
age, work experience, and education were included to deter-
mine whether any of these variables had an effect on com-
pliance intention. Fear appeal message type was included
because there was interest in determining whether the fear
appeal message and the threat/behavior pairs that articulated
the messages were distinctive in their effect on compliance
intentions. These control variables were able to explain 15
percent of the variance of intention, but only age ( = 0.142;
p < 0.05) had a significant effect in this stage of the model
testing. These results are presented in the First Stage Model
results in Table 4.

In the next stage of the analysis, we added the conventional
fear appeal rhetorical elements of threat severity, threat
susceptibility, self-efficacy, and response efficacy to the
previous model. The analysis of the additive effects of these
elements on compliance intention revealed that three elements
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were significant determinants of compliance intention:
response efficacy was the most influential factor (f = 0.263;
p < 0.05), followed by threat severity (f = 0.194; p < 0.05),
and self-efficacy (B = 0.112; p < 0.05). Age was no longer a
significant determinant of compliance intention. Collectively,
the elements were able to explain 26 percent of the variance in
compliance intention. It should also be noted that threat
severity formed significant relationships with both response
efficacy (p = 0.409; p < 0.05) and self-efficacy (p = 0.448;
p <0.05), but threat susceptibility was nonsignificant in similar
relationships. The results of this stage of testing are presented
in the Second Stage Model results in Table 4.

To determine whether the inclusion of the conventional fear
appeal rhetorical elements in the model resulted in a significant
increase in explained variance in compliance intention, we
used the following formula to assess first the effect size: > =
(R? Full Model — R? Partial Model)/(1-R? Full Model) (Chin et
al. 2003). The effect size was calculated at 0.15. Based on
this result, a pseudo F-test was calculated by taking the product
of the effect size (%) and (n —k — 1), where n is the sample size
and k is the number of independent variables (Mathieson et al.
2001; Siponen 2000). The results of this F-test (F = 65.70,
p < .001) suggested that, collectively, the conventional fear
appeal rhetorical elements explained significantly more
variance in compliance intention than the control variables
alone did. The results of this multistage analysis are also
summarized in Table 4.

In the third and final stage of the multistage analysis, we
included the deterrence rhetorical elements, accounting for
both formal and informal varieties of sanction severity and
sanction certainty. Sanction celerity was also included in this
final stage of the analysis. As illustrated in Figure 3 and dis-
played in the Third Stage Model results in Table 4, the total
explained variance increased to 32 percent, with informal
sanction severity (B = 0.188; p < 0.05) and informal sanction
certainty (B = 0.217; p < 0.05) serving as significant deter-
minants of compliance intention. The effect size was calcu-
lated at 0.08. We also determined whether the inclusion of
sanctioning rhetoric in the model resulted in a significant
increase in explained variance in compliance intention. The
results of this F-test (F = 34.64 p <.001) suggest that, collec-
tively, perceived sanctions explained significantly more
variance in compliance intention than the conventional fear
appeal rhetoric alone did.

These findings support hypotheses H1b and H2b. The influ-
ence of sanction celerity on compliance intention was non-
significant, thereby supporting H3. Because H3 is a null
hypothesis, a post hoc power analysis using G*Power v3.1.3
was conducted and revealed the achieved power to be 0.99,
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Table 4. Structural Model Results

Second Stage Model Third Stage Model
(control variables + (control variables +
First Stage Model (control conventional fear conventional fear appeal +
variables) appeal) sanctions)
R2 0.15 0.26 0.32
AR? - 0.1 0.06*
Effect size - 0.15 (medium) 0.08 (small)
Gender 0.157 0.070 0.061
Age 0.142* 0.078 0.093
Work Experience 0.004 0.018 0.061
Education 0.026 0.020 0.013
Fear Appeal Message Type 0.043 0.043 0.056
Threat Severity 0.194** 0.187*
Threat Susceptibility 0.006 0.054
Self-Efficacy 0.112* 0.092*
Response Efficacy 0.263*** 0.245***
Formal Sanction Severity 0.041
Informal Sanction Severity 0.188*
Formal Sanction Certainty 0.096
Informal Sanction Certainty 0.217***
Sanction Celerity -0.080
Notes: Standardized coefficients reported.
*p <.05; **p < .01; ***p < .001.

i Conventional Fear Appeal Elements i Enhanced Fear Appeal Elements

i Perceived Perceived i Formal Informal

i Threat Threat ! Sanction Sanction

! Severity Susceptibility ! Certainty Certainty

i i Sanction

i I H2a .096 N.S H2b: 217*** Celerity

i i 054N.S " 08

i A09** 047 N.S. ; .187* \ / < O093NS. Age

i i Compliance € 061NS.

! 449** .069 N.S. H Intention

l i (R?=.32) 013 N.S.

| | ~

' i 092* 061 N.S.

: _245*** 056 N.S.

i ! ! i Hla 041 N.S. H1b: 188*

i perceived Perceived i Formal Inforr'nal

1 . Response ! Sanction Sanction

i Self- Efficacy Efficacy i Severity Severity
N.S. = Not Supported; *p < 0.05; **p < .01; ***p < .001

Figure 3. Summary of Results

126 MIS Quarterly Vol. 39 No. 1/March 2015



which represents extremely high statistical power for
detecting the small observed effect size. Similarly, the
influence of formal sanction certainty and severity on
compliance intentions was nonsignificant. These findings are
nonsupportive of hypotheses Hla and H2a. The effects of the
conventional fear appeal rhetorical elements of threat severity,
self-efficacy, and response efficacy on compliance intention
all remained significant, while threat susceptibility remained
nonsignificant.

Finally, we used a PLS-pooled significance test for the multi-
group analysis approach to detect significant differences in
path coefficients for relationships involving the conventional
fear appeals in the second- and third-stage models. In doing
so, we were able to assess accurately the nature of the impact
of the conventional fear appeal rhetorical elements on com-
pliance intention when the sanctions were accounted for in the
third stage model. In conducting the tests, t-statistics were
used to assess the differences in path coefficients involving
the conventional fear appeals across the second and third
stage models, using the procedure first articulated by Chin,
Marcolin, and Newsted (1996) and later successfully applied
by Keil et al. (2000) and Ahuja and Thatcher (2005). The
results of the t-test multigroup analysis indicated no signifi-
cant difference in the path coefficients, suggesting that while
the coefficient values of three of the four conventional fear
appeal elements were technically of lesser value, when we
accounted for sanctioning, the difference was nonsignificant.

Discussion I

The review of the empirical results described above revealed
several key findings, each of which contributes to both theory
and practice. First, sanctioning rhetoric is able to enhance the
effectiveness of a fear appeal, thus leading to stronger
intentions to comply with information security policy. This
finding confirms our contention that threats to the human
asset complement those to the information asset in forming a
more robust rhetorical composition of fear appeal. It is also
interesting in that it explained the observance of compliance
behavior among insiders, even when they lacked the neces-
sary perception of impending threat, instead seeking to
alleviate the possibility of embarrassment among peers.
While our findings did not allow us to indicate the precise
point at which a fear appeal can elicit diminished perceptions
of threat or efficacy and still remain effective through the
addition of sanctioning rhetoric, they did support this
possibility and highlighted the beneficial effects of the human
asset threat in general and sanctioning rhetoric in particular on
the effectiveness of fear appeal.

Johnston et al./Leveraging Threats through Sanctioning Rhetoric

A second important finding pertains to the findings from the
three threat/response pairs, in which the conventional fear
appeal rhetorical elements were tested. The findings of this
study are generally consistent with earlier works involving the
application of PMT to model the influence of conventional
fear appeal rhetoric as a means of end user behavioral
modification (Herath and Rao 2009; Johnston and Warkentin
2010). Other works involving PMT have posited competing
outcomes, with little progress in the repeatability of findings
(Bélanger and Crossler 2011). Tests of the research model
using three distinct threat/response pairs embedded within
three separate fear appeal messages revealed consistent
correlations among the conventional fear appeal elements and
compliance intention, and threat susceptibility was not a
significant determinant in intentions to comply with recom-
mended protective strategies. We again highlight this out-
come as evidence of the inadequacy of the conventional fear
appeal rhetorical composition and the subsequent misspeci-
fication of PMT within the information security context.
Conventional fear appeal design and PMT do not distinguish
between threats to the human asset and threats to information
assets. Fear appeals modeled without this awareness will
result in similar outcomes.

A third important finding involves the testing of distinct
measures of sanctions, including sanction celerity and both
formal and informal dimensions of sanction severity and sanc-
tion certainty. In our study, sanction celerity and the formal
dimensions of sanction severity and sanction certainty were
determined to be nonsignificant in their predictive influence
on compliance intention, while informal sanction severity and
informal sanction certainty were found to be significant in
their roles as direct determinants of compliance intention.
These results suggest that the prospect of losing the regard of
colleagues (informal sanctions) is a significant motivation to
engage in recommended protective strategies, perhaps
because of the less discrete nature of informal sanctions,
compared to formal sanctions. Previous studies also support
informal sanctions as significant deterrents of intention to
violate information security policy, and formal sanctions were
found insignificant in this role (albeit in the absence of
neutralization) (Siponen and Vance 2010).

Implications for Research

This study’s primary implication for further research is the
exposure of problems in previous applications of the conven-
tional fear appeal rhetorical composition and the fear appeal
behavioral modeling theory, PMT, in the information security
context. To resolve these problems, we developed and tested
an enhanced fear appeal rhetorical framework. Based on our
results, we make the following contributions.
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First, we demonstrate the inadequacy of the contemporary
fear appeal mechanism as originally designed by Rogers
(1975) when it is applied to the context of information
security threats, and we offer a solution to this problem of
inadequacy in the form of sanctioning rhetoric. Our focus is
on the redesigning and testing of a long-standing artifact: the
fear appeal mechanism. No study has demonstrated that the
rhetorical components of a fear appeal are context dependent,
nor has any study attempted to reconstitute an effective
rhetorical composition for fear appeal messages regarding
threats to information security. Given the prevalence of fear
appeals in security management communication strategies and
their inclusion in information security research studies, we be-
lieve this finding is an important contribution to the research.

Second, we demonstrate that fear appeals should highlight
sanctioning rhetoric instead of traditional threat and efficacy
rhetoric, because when combined within the same message,
sanctioning rhetoric is more influential. It may be argued that
the integration of PMT and sanctions has already been
accomplished (Herath and Rao 2009) and that the findings of
this study are similar to those of purely sanction-based studies
of security compliance. However, we argue that while Herath
and Rao (2009) developed and tested an integrated model of
PMT and general deterrence, the current study focusses on the
behavioral change mechanism (i.e., the fear appeal) instead of
the theory used to model the resultant behavior. Neither
Herath and Rao nor any previous study has examined the
limitations of the fear appeal mechanism for which PMT was
developed to understand its impact. We reiterate that the
present contribution is focused on the mechanism of behavior
change, not the behavioral model used to predict its impact.
This is new knowledge and explains why people may enact
recommended behaviors even when they do not view a
particular threat as menacing or personally relevant.

It could also be argued that if sanctions provide personal
relevance, why include the PMT-based aspects of fear ap-
peals? We point out that, regardless of the personal relevance
attached to threats to data, information, and so on, these
threats do exist, are real, and employees must be warned
about them and provided with recommendations for protec-
tion against them. Therefore, the conventional fear appeal
rhetoric describing these threats and threat response recom-
mendations are necessary workplace requirements and have
been and will continue to be used.

Third, from a behavioral modeling perspective, we also point
out that PMT has been misspecified in the information
security literature and the reason that misspecification has
occurred. We also provide a means by which to overcome its
misspecification without simply avoiding the use of fear
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appeals to warn against threats to non-personally relevant
threats. This represents new knowledge and is a key com-
ponent of our overall contribution. We also provide a direct
answer to questions posed by scholars regarding why PMT-
based findings within the information security literature are
inconsistent with theoretical expectations and are therefore
incongruent. We also generalize these arguments to reinforce
the claims of Truex et al. (2006) and of Weber (2012) that all
referent discipline theories need to be scrutinized carefully
when they are applied in the study of a new phenomenon.

PMT was designed to explain how individuals react to fear-
inducing stimuli. The fear appeals that were studied were
primarily concerned with health or safety-related threats.
These threats were to the physical self and were universally
personally relevant. The fear appeals designed according to
these types of threats have had relatively consistent success.
However, because fear appeals and fear appeal theory (i.e.,
PMT) were adopted by information security scholars for use
within the information security context, an underlying
assumption was overlooked by both scholars and practi-
tioners; thus, scholarship in this area has suffered. The over-
looked underlying assumption was that the threats espoused
in fear appeals must have personal relevance to the recipient.
The dominant logic behind the application of fear appeals and
PMT to information security phenomena was that threats to
data, information, systems, and so on would be regarded in
the same manner as threats to one’s personal safety or health
and have universal, personal relevance. We challenge this
flawed logic. PMT does not account for the distinction in the
nature of the espoused threat and, therefore, has been
repeatedly misspecified in the security literature.

This study’s contribution to research, as discussed above, was
explicitly described by Locke and Golden-Biddle (1997) as
problematizing the extant literature as incommensurate.
Incommensurability emphases the invalidation of the applica-
tions of previous theory to a particular phenomenon,
indicating that the candidate theory cannot sufficiently
address the focal phenomenon and in fact would lead to poor
conclusions or understanding. By pointing out the problem of
incommensurability in the extant information security litera-
ture in its application of PMT, we have contributed to the
theory in a meaningful manner (Locke and Golden-Biddle
1997). A significant theoretical contribution can be made by
identifying a problem in the way in which a theory has been
described or used. We make this claim in our discussion of
PMT misspecification within the information security litera-
ture and offer a resolution to the problem.

Our study also contributes to the theory in terms of iden-
tifying intertextual noncoherence. Locke and Golden-Biddle



defined intertextual noncoherence as the explicit presence of
discord among scholars in terms of how the extant research
describes agreement among scholars regarding a particular
area of research. The current literature on the motivation for
protective security actions provides explicit evidence of
contradictory findings among scholars. For instance, Crossler
(2010, p. 8) stated that his findings were “contrary to findings
in the social psychology literature” and suggested that further
research is needed to add congruence among scholars re-
garding the explanation of protective security behaviors.
Anderson and Agarwal (2010, p. 637) suggested that research
involving PMT should be extended to consider the specificity
of the target of protection, suggesting a lack of consensus
among scholars over what constitutes “a sense of ownership
toward different objects and because the factors influencing
behavior vary depending on the target.” After finding
unexpected results from the application of PMT to IT threat
avoidance, Liang and Xue (2010, p. 404) contended that
“further research on refined cognitive processes under threat
is needed to find out which explanation [theirs or extant
research expectation] is closer to the truth.” Infinedo (2012)
found that his application of PMT diverged from the expec-
tations established in the literature and suggested the
existence of a conceptualization problem among scholars in
modeling threat appraisal. Finally, Vanceetal. (2012, p. 194)
contended that their threat vulnerability findings were “not
consistent with PMT, [but are] consistent with other findings
in the IS security domain.” Consistent with Locke and
Golden-Biddle’s description of contributions through incom-
mensurability problematization and intertextual non-
coherence, we present an alternative rhetorical framework,
which we argue is preferable to existing fear appeal and PMT
applications to information security phenomena.

Finally, the present study also establishes a new baseline for
the role of formal and informal sanctions. There are con-
tinued debates and inconsistent findings pertaining to the
potential influence of informal and formal sanctions on com-
pliance outcomes. Some studies have supported their influ-
ence (Kankanhalli et al. 2003; Siponen et al. 2007) and others
have offered conflicting results (Siponen and Vance 2010).
Our exhaustive literature search yielded no studies that have
approached this question from the level of granularity as the
present study, separately testing the formal and informal
elements of sanction severity and certainty. Hence, our
findings contribute to the debate and hopefully aid in the
pursuit of consistency in information security violation deter-
rence research. Future research is needed, however, to
continue this stream and add stability to the study of this
phenomenon.

For instance, given the evidence for the strong influence of
informal sanctions on policy compliance intentions presented
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in this study, future research should examine the role of social
structures, including social networks and informal social
learning environments, in supporting policy initiatives within
organizational settings. This may be conducted by looking to
the various insider communities that make up an organization
and the role of the collective in persuading individual com-
pliance activities. Informal social learning environments
include the social networks that permeate an organization and
offer unstructured reinforcement of protective behaviors
through shared stories and vicarious experiences. The
stronger these environments are, the more substantial the
impact of informal sanctioning. The informal social learning
environment is facilitated by the verbal support from peers
and administrators, by the observations of others (vicarious
experience), and by the situational support of protective
behaviors provided by the organization (Warkentin et al.
2011). Hence, “water cooler” talk is important in fostering
secure behaviors among employees, which the findings of this
research support. Informal sanctions emerge from these
interactions. Future research in this area would further our
understanding of sanctioning as a compliance motivation tool,
while simultaneously addressing the community-level
perspective missing from the information security literature
(Vroom and von Solms 2004).

Further research is also needed to isolate and understand the
manner in which enhanced fear-based persuasive messages
are interpreted, processed, and reinforced over time, in
addition to incorporating influential effects, such as priming,
message persistence, and fit with personality type and other
dispositional factors. To address these potentially powerful
influences, future research should follow subjects longi-
tudinally to assess their perceptions as they evolve. Using
this expanded set of empirically supported campaign ele-
ments, managers could identify and select an appropriate mix
of statements that would provide the best overall strategy in
influencing their employees to comply with recommended
security policies and procedures.

Implications for Practice

The implications of this study suggest a departure from com-
munication strategies involving conventional fear appeals.
Our results suggest that persuasive message campaigns should
focus on informal sanctions, such as reminding insiders to
avoid “letting down your colleagues” or “losing the respect of
your peers.” This aspect of persuasive messaging is often
undervalued in favor of formal sanctions that are devised and
espoused by administratively controlled events or propaganda
and tied directly to the severity and context of the violation in
question. As is often the case, social forces are likely to
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shape the manner in which informal sanctions are com-
municated and delivered. Managers can leverage our findings
within their specific organizational culture to identify the
most effective manner in which to deliver effective campaigns
that may combine elements of appeals to traditional protection
motivation factors as well as appeals to sanction (pain)
avoidance, especially informal sanctions. For managers, this
means that SETA and other communications should en-
courage the development of an environment that includes
informal gatherings that could facilitate the use of informal
sanctions.

The outcomes of this research should be particularly
interesting to security managers seeking to motivate insiders
to comply with protective security actions that are typically
associated with less harmful dangers, or those less well-
known or understood by the general population of insiders,
such as cases in which the traditional fear appeal formulation
is not likely to have had the desired effect. Furthermore, in
organizations in which certain protective security behaviors
are mandated, our findings indicate the benefit of incor-
porating sanctioning rhetoric into fear-based persuasive
messages that are meant to “scare” insiders into following
prescriptive orders. The enhanced fear appeal is more effec-
tive than the conventional variety.

Limitations

As in many behavioral security research studies, a key
limitation of the current research is the use of intention as
opposed to actual behavior as the dependent variable. The
question of progression from intention to actual behavior
gives pause to many, but it can be supported by numerous
works in criminology where intention is viewed as indicative
of'aprecondition to a behavioral act (Paternoster and Simpson
1996). Furthermore, previous studies have also demonstrated
a clear linkage between intention and actual behavior
(Fishbein and Ajzen 1975). In the IS literature, numerous
studies have positioned intention as the dependent variable,
including van der Heijden (2004), Anderson and Agarwal
(2010), and Siponen and Vance (2010), among many others.
Therefore, although we do recognize that the absence of a
measure of actual compliance behavior is a limitation of this
study, we contend that the compliance intention measure is a
serviceable approximation of behavior, thereby providing
valuable insight into information security policy compliance
outcomes.

Another limitation of this study concerns the sample, which

was comprised of the insiders of a large city government in
Finland. Concerns regarding this sample are centered on the
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governmental nature of the organization from which it was
derived as well as the potential for cultural effects (Leidner
and Kayworth 2006), both of which may lead to limitations in
the generalizability of the findings (Lee and Baskerville
2003). Care must be taken when attempting to apply the
findings of this study to traditional business environments,
which are perhaps characterized by fewer regulations or
financial limitations. Caution should also be taken in gener-
alizing these results to other cultures because cultural norms
and dynamics may uniquely influence individual perceptions
and relationships with the organization (Schneider 1989),
particularly in the area of behavioral information security
(Dinev et al. 2006; Wasti 2003).

Another limitation of the study concerns the potential for
response bias. In any research study in which subjects are
asked to report their intentions to violate social norms or
policies, there is the potential for response bias, acquiescence
bias, or social desirability bias. However, in this study, our
subjects were guaranteed anonymity, which minimized this
concern. Furthermore, the subjects were informed by the
study administrators that their participation in the study and
submission of truthful responses would yield no negative
consequences.

Conclusion I

Fear appeals have been widely applied in the study of infor-
mation security phenomena, but previous research has
achieved mixed results and only marginal success. We argue
that the reason for these disappointing results stems from the
inadequacy of the conventional fear appeal rhetorical frame-
work and the misspecification of PMT within the information
security literature, in which scholars have consistently over-
looked the underlying assumption that the espoused threats
must have personal relevance for the fear appeal audience.
The conventional fear appeal rhetoric and PMT do not
account for the distinction between threats to one’s self and
threats to one’s data property. This study develops and tests
an enhanced fear appeal rhetorical framework that accounts
for the distinction between threats to information assets and
threats to human assets. By leveraging a purposeful juxta-
position of PMT and deterrence theory, we embed sanctioning
rhetoric in conventional rhetoric to achieve greater levels of
employee intention to comply with information security
policies that involve the adoption of protective behaviors.
Although some employees may be more motivated by protec-
tion and others may be influenced more by the desire to avoid
personal pain through informal sanctions, the cumulative
effect on the workforce of combining both elements should be
positive.
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Appendix A

Fear Appeal Rhetoric

Password Theft Fear Appeal (Password Change Response)

There have been frequent recent reports of increased threats to our computers and to data stored on the network. Our computers may be under
attack by individuals and software designed to capture the password you use to log you into the network. Hackers can now use various
technologies and techniques to capture or guess your password so they can gain access to your files.

Changing your password more frequently is an easy and effective way to counter this threat and protect your personal computer and your
workplace data. You should use a “strong” password of at least eight characters that includes letters, numbers, and special characters. It is
also recommended that each employee changes his password this week, and remembers to change it frequently. Further information about
passwords is available on our website.

By following these few basic steps, you can help protect the city and your colleagues from damage that could result from data theft and system
compromise. However, by failing to take these recommended steps, you are violating policy and letting down your peers and administrators.

Further, failure to follow the recommended steps may result in sanctions (punishment)—some of which may be swift and serious, depending
on the nature of the violation.

USB Theft Fear Appeal (USB Usage Response)

There have been frequent recent reports of increased threats to our computers and to data stored on the network. Sensitive city data may fall
into the wrong hands because city workers do not encrypt data files before taking sensitive data home on USB sticks. If the stick is lost or
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stolen, sensitive data that is not encrypted could compromise the security and privacy of this data. If unauthorized persons gained access to
that data, it could allow them to improperly use that data.

Encrypting sensitive data files before transporting it on USB sticks is an easy and effective way to counter this threat and protect your
workplace data. You should use the encryption process established by ITS before copying the data to the USB stick, or do not copy any
sensitive data to USB sticks. Further information about encryption is available on our website.

By following these few basic steps, you can help protect the city and your colleagues from damage that could result from data theft and system
compromise. However, by failing to take these recommended steps, you are violating policy and letting down your peers and administrators.
Further, failure to follow the recommended steps may result in sanctions (punishment)—some of which may be swift and serious, depending
on the nature of the violation.

Data Theft from Not Logging off Fear Appeal (Logging Off Response)

There have been frequent recent reports of increased threats to our computers and to data stored on the network. Sensitive city data may fall
into the wrong hands because city workers do not always log off or lock workstations before walking away. If the wrong person accessed
sensitive data on a workstation that was logged into, it could compromise the security and privacy of this data. If unauthorized persons gained
access to that data, it could allow them to improperly use that data.

Always logging off or locking every workstation before walking away is an easy and effective way to counter this threat and protect your
workplace data. You should routinely log off or lock workstations before leaving them, even for just a minute. Further information about
security is available on our website.

By following these few basic steps, you can help protect the city and your colleagues from damage that could result from data theft and system
compromise. However, by failing to take these recommended steps, you are violating policy and letting down your peers and administrators.
Further, failure to follow the recommended steps may result in sanctions (punishment)—some of which may be swift and serious, depending
on the nature of the violation.

Appendix B

Model Validation |

Based on the guidance of Gefen and Straub (2005), the following discussion is intended to articulate the PLS validation process used to establish
factorial validity and reliability for the measurement model. First, convergent validity was assessed by examining the loading of indicators
on their respective latent constructs. All of the indicator loadings (see Table B1) were significant at either the .05 or .005 level, suggesting that
convergent validity is sufficiently demonstrated. Asa secondary test of convergent validity, Fornell and Larcker (1981) suggest that the average
variance extracted (AVE), the amount of variance observed by a latent construct’s measurement items, should be greater than or equal to 0.50.
As indicated in Table B2, the AVE values for all latent constructs are in excess of 0.50, thereby demonstrating a high degree of convergent
validity.

As depicted in Table B3, the difference in loadings between an item and its intended construct and that of any other construct was at least 0.10,
thereby suggesting a high degree of discriminant validity. Gefen and Straub also contend that discriminant validity is demonstrated if the square
root of each construct’s AVE is greater than the interconstruct correlations. As depicted in Table B4, these conditions have also been met,
thereby further supporting the notion that the independent construct indicators discriminate well.

Finally, reliability of the scales was determined via composite reliability scores provided in the PLS output. Fornell and Larker and Gefen and

Straub contend that composite reliability scores in excess of 0.70 demonstrate an acceptable level of construct measurement reliability. As
indicated in Table B4, this condition has been met.
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Construct

Threat Severity

Threat Susceptibility

Self-Efficacy

Response Efficacy

Formal Sanction Severity

Informal Sanction Severity

Formal Sanction Certainty

Informal Sanction Certainty

Sanction Celerity

Compliance Intention

Indicator T-Statistic
TSEV1 & TSEV 95.31***
TSEV2 & TSEV 226.01***
TSEV3 & TSEV 115.96***
TSUS1 & TSUS 2.31*
TSUS2 & TSUS 3.07*
TSUS3 & TSUS 2.87*
SEFF1 & SEFF 100.81***
SEFF2 & SEFF 183.97***
SEFF3 & SEFF 63.93***
RESP1 & RESP 86.78***
RESP2 « RESP 115.45***
RESP3 ¢« RESP 37147
FSEV1 & FSEV 3.49*
FSEV2 & FSEV 4.49*
FSEV3 & FSEV 4.25*
ISEV1 & ISEV 60.25***
ISEV2 & ISEV 24 .16***
ISEV3 & ISEV 32.47**
FCRT1 & FCRT 191.82***
FCRT2 & FCRT 168.99***
FCRT3 & FCRT 125.61***
ICRT1¢ ICRT 32.23***
ICRT2 ¢ ICRT 82.01***
ICRT3 & ICRT 72.32***
SCEL1 & SCEL 12.54**
SCEL2 & SCEL 12.39**
SCEL3 & SCEL 13.40**
CINT1 & CINT 85.44***
CINT2 & CINT 85.47***
CINT3 & CINT 36.35***

*p < 0.05; **p < 0.01; **p < 0.005

Table B2. AVE Scores

Construct AVE
Threat Severity 0.9283
Threat Susceptibility 0.7487
Self-Efficacy 0.9180
Response Efficacy 0.8354
Formal Sanction Severity 0.8285
Informal Sanction Severity 0.8788
Formal Sanction Certainty 0.9510
Informal Sanction Certainty 0.8410
Sanction Celerity 0.7958
Compliance Intention 0.8600
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Table B3. Cross Loadings of Measurement Items to Latent Constructs

Item CINT FCRT FSEV ICRT ISEV RESP SCEL SEFF TSEV TSUS

CINT1 0.940 0.203 -0.112 0.305 0.210 0.434 0.148 0.413 0.354 -0.134

CINT CINT2 0.947 0.206 -0.043 0.295 0.193 0.387 0.157 0.327 0.279 -0.092
CINT3 0.893 0.216 -0.016 0.254 0.210 0.372 0.127 0.291 0.270 -0.071
FCRT1 0.226 0.976 0.030 0.642 0.304 0.079 0.610 0.048 0.304 -0.045

FCRT FCRT2 0.211 0.977 0.043 0.650 0.307 0.059 0.614 0.034 0.307 -0.025
FCRT3 0.217 0.972 0.053 0.650 0.298 0.050 0.617 0.040 0.303 -0.039
FSEV1 -0.022 0.183 0.761 0.241 0.303 -0.093 0.193 -0.118 -0.020 -0.018

FSEV FSEV2 -0.066 0.019 0.976 0.116 0.288 -0.075 0.051 -0.129 -0.119 0.092
FSEV3 -0.070 0.016 0.976 0.121 0.274 -0.093 0.052 -0.124 -0.141 0.086
SCELA1 0.130 0.596 0.076 0.536 0.309 0.062 0.927 0.041 0.249 -0.123

SCEL SCEL2 0.108 0.610 0.101 0.520 0.332 0.052 0.932 0.000 0.226 -0.145
SCEL3 0.145 0.606 0.099 0.532 0.343 0.067 0.941 0.026 0.247 -0.128
ICRT1 0.250 0.549 0.149 0.879 0.379 0.120 0.457 0.077 0.240 -0.029

ICRT ICRT2 0.286 0.661 0.118 0.934 0.481 0.129 0.547 0.098 0.324 -0.027
ICRT3 0.307 0.611 0.132 0.935 0.497 0.132 0.495 0.094 0.299 -0.034
ISEV1 0.213 0.280 0.258 0.448 0.928 0.211 0.327 0.110 0.256 0.085

ISEV ISEV2 0.179 0.306 0.289 0.468 0.939 0.150 0.368 0.065 0.195 0.051
ISEV3 0.222 0.289 0.297 0.481 0.944 0.201 0.316 0.111 0.213 0.072
RESP1 0.400 0.037 -0.087 0.104 0.174 0.931 0.061 0.593 0.395 -0.036

RESP RESP2 0.387 0.044 -0.102 0.106 0.197 0.945 0.076 0.511 0.384 -0.062
RESP3 0.394 0.097 -0.058 0.173 0.184 0.862 0.147 0.437 0.340 -0.088
SEFF1 0.356 0.021 -0.109 0.090 0.120 0.563 0.029 0.958 0.435 -0.031

SEFF SEFF2 0.380 0.055 -0.126 0.111 0.098 0.557 0.046 0.969 0.429 -0.037
SEFF3 0.342 0.045 -0.147 0.081 0.080 0.499 0.048 0.945 0.424 -0.065
TSEV1 0.274 0.299 -0.123 0.291 0.212 0.366 0.268 0.424 0.961 0.002

TSEV TSEV2 0.320 0.304 -0.107 0.310 0.229 0.408 0.275 0.448 0.976 -0.005
TSEV3 0.352 0.300 -0.121 0.310 0.240 0.405 0.262 0.422 0.951 -0.000
TSUS1 0.067 0.113 0.060 0.058 0.092 -0.039 0.037 0.021 0.145 0.833

TSUS TSUS2 0.026 0.046 0.080 0.043 0.055 -0.090 -0.055 -0.016 0.093 0.622
TSUS3 -0.091 -0.008 0.080 -0.022 0.095 -0.059 -0.111 -0.034 0.028 0.969

Table B4. Reliability and Interconstruct Correlations

Inter-Construct Correlations

Construct | CRel CINT FCRT FSEV SCEL ICRT ISEV RESP SEFF TSEV TSUS

CINT 0.949 0.927

FCRT 0.983 0.224 0.975

FSEV 0.935 -0.066 0.044 0.910

SCEL 0.951 0.156 0.623 0.076 0.892

ICRT 0.941 0.309 0.664 0.145 0.546 0.917

ISEV 0.956 0.221 0.311 0.301 0.359 0.497 0.937

RESP 0.938 0.431 0.065 -0.091 0.103 0.139 0.203 0.914

SEFF 0.971 0.376 0.042 -0.133 0.044 0.099 0.105 0.564 0.958

TSEV 0.975 0.329 0.313 -0.121 0.279 0.316 0.238 0.409 0.449 0.963

TSUS 0.903 -0.110 -0.040 0.078 -0.139 -0.033 0.075 -0.068 -0.047 -0.014 0.864

Bolded items are square root of average variance extracted (AVE); CRel = Composite Reliability
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Appendix C

Scales and Instrument Items (for Password Theft
Threat Fear Appeal) I

Section 1: General Purpose

Think about your usage and maintenance responsibilities for a specific computer system. Please select a single score from 1 to 5 where, 1
means you strongly disagree with the statement, and 5 means you strongly agree with the statement.

Strongly Strongly
Disagree Neutral Agree
(1) (2) 3) (4) (5)
1. I maintain important data on a specific computer or device ] O ] O O
2. T am responsible for the detection, prevention, and/or removal of threats I O I O |
on that computer
3. Tam concerned for the protection of the data on that computer O O O O O
Section 2: Password Threat Concerns
The following statements concern passwords and password protection. Please select a single score from 1 to 5 where 1 means you
strongly disagree with the statement and 5 means you strongly agree with the statement.
Treat Severity (reflective)
4. If my password was stolen, the consequences would be severe (TSEV1) O O O O O
5. If my password was stolen, the consequences would be serious n O I I O
(TSEV2)
6. If my password was stolen, the consequences would be significant O O O 0O O
(TSEV3)

Threat Susceptibility (reflective)
7. My password is at risk of being stolen (TSUS1)
8. Itis likely that my password will be stolen (TSUS2)

Oo0nO
Oo0nO
Oo0nO
Oo0ono
oo

9. Itis possible that my password will be stolen (TSUS3)
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Strongly Strongly
Disagree Neutral Agree
(1) (2) 3) (4) (5)
Self-Efficacy (reflective)
10. Changing my password is easy to do (SEFF1) O O O O O
11. Changing my password is convenient to do (SEFF2) O O O O O
12. Tam able to change my password without much effort (SEFF3) O O O O O
Response Efficacy (reflective)
13. Changing my password works for protection (RESP1) O O O O O
14. Changing my password is effective or protection (RESP2) O O O O O
15. By changing my password, my password is more likely to be protected I O O | |

(RESP3)

Intention to Comply with Recommended Protective Strategies (reflective)

16. Iintent to change my password within the next week (CINT1) O O O O O
17. TIpredict I will change my password within the next week (CINT2) O O O O O
18 Iplan to change my password within the next week (CINT3) O O O O O

Formal Sanctions — Certainty (reflective)

19. It is likely that I would be formally sanctioned (punished) if manage- I O I O O
ment learned that I didn’t change my password regularly (FCRT1)

20. I would receive sanctions if I didn’t change my password regularly I O I O O
(FCRT2)

21. Itis likely that I would be sanctioned if management learned that I I O I O O

didn’t change my password regularly (FCRT3)

Formal Sanctions — Severity (reflective)

22. It would create a problem in my life if I were formally reprimanded for n O I I O
not changing my password regularly (FSEV1)

23. It would be a problem if I received sanctions for not changing my O O O 0O O
password regularly (FSEV2)

24. It would create a problem in my life if I were formally sanctioned for n O I I O
not changing my password regularly (FSEV3)

Informal Sanctions — Certainty (reflective)

25. It is likely that I would lose the respect and good opinion of my O 0O O O 0O
colleagues for not changing my password regularly (ICRT1)

26. It is likely that my career would be adversely affected if management I 0O O 0O O
learned that I didn’t change my password regularly (ICRT2)

27. Itis likely that I would lose the respect and good opinion of my O 0O O 0O O
manager for not changing my password regularly (ICRT3)
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Strongly Strongly
Disagree Neutral Agree
(1) (2) 3) (4) (5)
Informal Sanctions — Severity (reflective)
28. It would create a problem in my life if my career was adversely affected n O I | |

for not changing my password regularly (ISEV1)

29. It would create a problem in my life if I lost the respect and good
opinion of my colleagues for not changing my password regularly
(ISEV2)

30. It would create a problem in my life if I lost the respect of my manager
for not changing my password regularly (ISEV3)

Sanction Celerity (reflective)
31. The punishment from policy non-compliance would be swift (ICEL1)
32. I would be punished quickly for policy non-compliance (ICEL2)

33. The sanctions (punishments) I would receive at work from policy non-
compliance would be delivered quickly (ICEL3)

Section 3: Demographic Information

The demographic information in this section will only be used in aggregate form and will not be used to identify individual respondents.

Please select one item in each category. Experience refers to your experience using computer passwords.

Gender (| male (2) Experience < 6 months

O female (1)

oooOooOoa

> 3 years
Education high school

some college
bachelor’s degree
master’s degree

doctorate

OO0oOooO00oao

other

6 months to 12 months
> 1 year to 2 years

> 2 years to 3 years

Age

ooooa

18 to 29
3010 39
40 to 49
50 to 59

60 and over

Thank you for participating in this study.
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