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ABSTRACT: Managers desiring to protect information systems must understand how
to most effectively motivate users to engage in secure behaviors. Information
security researchers have frequently studied individuals’ performance of secure
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behaviors in response to threats. Protection motivation theory (PMT) has been used
to explain individuals’ propensity to engage in voluntary secure behaviors, but the
adaptation of this theory has yielded inconsistent results. Motivation as a measurable
construct, as derived from self-determination theory (SDT), has never been included
in or compared against PMT. In this study, we construct security messages that
appeal to individuals’ intrinsic motivation, rather than fear, as a way to elicit secure
responses. Using three sets of respondents, we integrated the SDT and PMT models
and compared the native models in the context of security behaviors. We demon-
strate that by using data- and individual-focused appeals and providing choices for
users, managers may observe greater intention to engage in secure behavior among
employees.

KEY WORDS AND PHRASES: information security, protection motivation theory, security
model comparison, self-determination theory, user security behaviors.

End users, whether within organizations or in the home-computing context, possess
important information that must be protected from various forms of security threats.
Home users invest substantial resources in securing their data, including the adop-
tion of antivirus software, antispyware software, identity theft prevention services,
and automated cloud-based backup solutions. While having security countermea-
sures in place is a step in the right direction, home users often fail to adopt secure
behaviors on a regular basis (i.e., sharing passwords, using weak passwords, clicking
on unfamiliar links, and downloading e-mail attachments without proper scrutiny)
[3, 19, 46]. Similarly, in the organizational context, end users are the root cause of
approximately 25 percent of data breaches [50]. As a result, organizations make
large investments in preventing such breaches because the cost for a data breach
reached a record high in 2015 [50] and the confirmed number of data breaches
increased by 55 percent [71]. However, many security controls still heavily rely on
human intervention. To address this concern, information security (InfoSec)
researchers have presented a broad range of studies on the topic of security
behaviors.

Protection motivation theory (PMT) has been adapted to better understand
what motivates individuals to comply with security policy [32, 33], backup data
[13, 42], and employ antimalware software [35, 38]. PMT has also been used to
explain multiple behaviors aimed at protecting home computers and networks
[4, 15, 75] as well as to explain why users who understand how to protect their
systems fail to do so [76].

Although PMT has often been applied in InfoSec research, results have been
inconsistent and contradictory. Table Al.1 in Online Appendix A provides a review
of InfoSec research using PMT. For each study, the number of observations, sample
frame, and results are provided. Study results demonstrate inconsistency in each of
the key PMT constructs. While PMT effectively explains the danger control pro-
cesses leading to message acceptance, the message (fear appeal) in InfoSec research
may be misaligned. PMT originated in the context of health care and is predicated on
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personal threat [25]. Threats to one’s health are intrinsically personal. Within
InfoSec research, threats are most often against assets that belong to an organization
and not directly against individual assets. Because a data breach may or may not
have direct consequences for the individual, the breach may lack personal relevance,
rendering the cognitive assessment of the threat unnecessary [11, 36]. This inability
to trigger the cognitive processes using a fear appeal may also be due to our lack of
understanding about the circumstances generating fear in individuals [17]. PMT is
predicated on the idea that motivation toward protection stems from a perceived
threat and a desire to avoid a potential negative outcome. Motivation arouses,
sustains, and directs activity and may influence a user to comply with security
policy and take action to protect information assets. Motivation has been heavily
studied in both psychology and sociology and has been shown to have significant
effects on affect, cognition, and behavior [61], which are also dependent variables
that have been studied as critical outcomes in behavioral InfoSec research [17].
Interestingly, PMT is designed to motivate the performance of protective behaviors.
However, with the exception of one study, motivation itself has not been included as
part of the PMT model in subsequent adaptations for InfoSec research, despite its
modeling as a clear outcome in its native discipline (see Figure 1). In the study that
included motivation, the authors used behavioral intention measurement items rather
than previously validated motivation scales [51]. Motivation has been adapted for
information systems in various forms [21, 31, 39, 66, 67], but very few studies have
examined motivation in the context of InfoSec as adapted from self-determination
theory (SDT) [47, 72, 73, 78]. An application of SDT to InfoSec through the design
and use of a self-determined appeal may also fill the relevance gap apparent in many
behavioral InfoSec studies. A self-determined appeal is designed to bolster the
critical drivers of self-determination to elicit a more internalized motivation in an
individual. This research is the first to directly compare the impact of self-deter-
mined appeals to the influence of fear appeals.

Using PMT and prior research in motivation as a foundation, this study aims to
answer the following research questions:

Cognitive Mediating Processes

Maladaptive Intrinsic Rewards Severity Threat
Response Extrinsic Rewards | | Susceptibility | — [ Appraisal
Protection
Motivation
Adaptive Response Efficacy Response _ Coping
Response Self-efficacy = Costs — | Appraisal

Figure 1. Protection Motivation Theory (Adapted from Floyd et al. [25])
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How does the inclusion of an explicit measure of motivation and its key ante-
cedents contribute to the explanation of one intention to perform secure
behaviors?

How does a security appeal driven by self-determination influence individuals’
perceptions of threat and coping mechanisms associated with protection
motivation?

Literature Review and Hypothesis Development

Protection Motivation Theory

PMT was originally proposed by Rogers [54] and subsequently extended [55] in the
health safety and awareness research domain (see Figure 1). PMT theorizes that
when an individual is confronted with a threat, he or she cognitively assesses the
threat and a possible associated remedy. After conducting threat and coping apprai-
sals, the individual chooses to behave in either an adaptive or maladaptive manner.
Adaptive behaviors are recommended responses that are intended to protect some-
one against the threat, whereas maladaptive responses encompass an array of
behaviors in which the threat recipient avoids enacting a recommended response.

The cognitive process of threat appraisal includes the assessment of threat suscept-
ibility, threat severity, and the extrinsic or intrinsic rewards achieved by performing a
maladaptive behavior [25, 54]. Threat susceptibility refers to the degree to which
someone feels vulnerable to a particular threat. Threat severity is one’s perceptions
of the seriousness of the threat. Intrinsic rewards refer to the pleasure of committing
a maladaptive behavior, whereas an extrinsic reward may be the obtaining of
something valuable that could not be feasibly obtained without committing the act.
PMT posits that threat susceptibility and severity have positive effects on adaptive
behavior and that intrinsic and extrinsic rewards minimize an individual’s sensitivity
to the threat and have a negative impact on adaptive behavior [49].

Following threat appraisal, an individual conducts an appraisal of available coping
mechanisms. Coping appraisal involves the assessment of response efficacy, self-
efficacy, and response cost [25, 54]. Response efficacy refers to an individual’s
perception of how well the recommended response addresses the threat at hand (e.g.,
follow security policy). Self-efficacy is the confidence an individual possesses in
effectively performing the recommended response. Response cost relates to the
perceived extrinsic or intrinsic personal costs of performing the suggested adaptive
behavior. An individual may interpret response cost in a number of forms, including
time, money, or effort. Response efficacy and self-efficacy positively affect inten-
tions to perform adaptive behaviors, whereas response cost negatively affects adap-
tive behavioral intentions [14, 32, 38]. The outcome of the two cognitive processes
is protection motivation, which is “an intervening variable that has the typical
characteristics of a motive: it arouses, sustains, and directs activity” [54, p. 98].
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PMT has been widely adapted in the field of InfoSec largely due to the common
pairs of information threats and effective countermeasures, also known as threat—
response pairs, studied in behavioral security contexts. For example, changing and
maintaining strong and unique passwords is a response for mitigating the threat of
identity theft. Performing data backups is a response for minimizing the threat of
data loss [16]. InfoSec’s threat-response pairs align well with PMT’s cognitive
model based on an individual’s appraisal of the threat and the recommended coping
mechanism. Some widely cited examples of PMT’s application in InfoSec include
the effect that information quality has on intentions to comply with security policies
[48]; the effects of social influence on an organization’s attitude toward adoption of
antispyware software [38]; and the effect of perceived citizen effectiveness and the
collective perceived ownership of the Internet on an individual’s motivation to
protect the Internet [4] (see Online Appendix A for a complete summary).

Johnston and Warkentin’s [35] fear appeal model, in conjunction with key follow-
up studies, is possibly the most relevant prior research for the present study. Based
on PMT, the authors used a fear appeal to communicate the threat of harmful
spyware and the efficacy of an easy-to-use antispyware software to end users. As
a result, their research on persuasive communication related to eliciting protective
computing behaviors has informed our study of using motivational language in
security appeals. However, subsequent work by Johnston et al. [36] and Boss
et al. [8] have highlighted both the inconsistencies and misapplication of PMT in
InfoSec research. Johnston et al. [36] assert that PMT-based InfoSec appeals lack
personal relevance to the end users to whom they are presented. Boss et al. [8] note
that very few PMT-based studies have employed experimentally manipulated fear
appeal components, while none have explicitly measured fear as a key component of
the PMT model. To further investigate these inconsistencies and fill the gap of PMT-
based InfoSec research, this study offers a direct comparison of appeals based on
PMT against appeals based on SDT, which has been extensively used in psychology
and sociology research to explain individuals’ motivations [61]. We also aim to fill
the gap of actually measuring motivation in relation to security appeals.

Despite the multitude of PMT-based studies conducted in the InfoSec domain,
their results have been inconsistent in relation to those derived from PMT’s native
field of health care [17]. Inconsistencies in InfoSec results could be due to a
misspecification of the original PMT model in InfoSec contexts [36]. The crux of
the misspecification is the nature of a person’s cognitive processes related to
individual health care. If a particular threat is directly related to a person’s health
or well-being, then the threat is perceived as relevant and resonates with the
individual. In InfoSec research, threat and coping mechanisms are related to the
protection of information belonging to the individual or data with which the
individual may interact, creating a phenomenon wherein an individual may be highly
motivated to protect some information but may not see the relevance in performing
other secure behaviors. For applications centered on organizational rather than
personal data, provided a respondent perceives low psychological ownership of
the data, the respondents’ perception of relevance further decreases [5]. Although
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the misspecification of PMT in prior InfoSec studies certainly contributes to the
described inconsistencies in its adaptation, an entirely different theory may warrant a
worthwhile examination as a way to better explain individuals’ desire to perform
secure behaviors (in Online Appendix A, we provide a detailed tabular summary of
PMT’s inconsistencies in the InfoSec context).

One factor that may influence a user’s intention to perform secure behaviors is
motivation. Although protection motivation is included as the outcome of PMT’s
native cognitive process model [25], subsequent PMT research has assumed PMT’s
influence on motivation but has not directly measured it. Rather, the model measures
constructs that are influenced by motivation and triggered as a response to motiva-
tion. The constructs offer evidence of motivation, but none individually or in
aggregate provides a means to measure motivation. Behavior or intention (the result
of motivation) is typically the dependent variable, while motivation is excluded
altogether [14, 25, 27, 28]. In our study, we integrate motivation as an explicit
measure, along with its critical antecedents, to fill the gap in explaining individuals’
intentions to perform secure behaviors.

Self-Determination Theory

Motivation has often been generally categorized as either intrinsic or extrinsic. An
individual can also lack motivation altogether, a state known as amotivation [57].
When an individual experiences intrinsic motivation, he or she performs “an activity
for itself, and the pleasure and satisfaction derived from participation” [61, p. 279].
When an individual experiences extrinsic motivation, he or she is “engaging in an
activity as a means to an end and not for its own sake” [61, p. 279]. Amotivation is
“the lack of intentionality and thus the relative absence of motivation” [61, p. 279].
An example of extrinsic motivation in an InfoSec context is an individual who
performs secure behaviors merely because of an organizational mandate. The act of
performing secure behaviors purely because of a personal desire to protect organiza-
tional information is an example of intrinsic motivation.

Following a number of studies analyzing intrinsic and extrinsic motivation as
dichotomous, Deci and Ryan [22] proposed SDT, which identifies discrete types
of extrinsic motivation, each with distinct levels of self-determined, or autonomous,
origins. This means that extrinsic motivation is categorized by the degree to which
an individual’s motivation is controlled by some external entity [80]. External
regulation, which is the least self-determined form of extrinsic motivation, refers
to regulating an individual’s behavior purely by external means, such as rewards
(i.e., money) or constraints (i.e., sanctions). Introjected regulation occurs when an
individual internalizes the reasons for his or her actions, meaning the motivation is
internal but not self-determined (i.e., praise or shame offered by important others).
Identified regulation occurs when behavior is highly valued and judged as important
upon identification (i.e., the behavior is simply a means to some self-determined
end). Integrated regulation refers to an externally derived behavior that has been
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fully internalized by the individual, meaning that an individual’s choices are made as
an extension of the self (i.e., performing an unpleasant but necessary work-related
behavior because an individual sees himself as a good employee).

Additionally, SDT theorizes that an individual’s self-determined motivation is
influenced by perceptions of autonomy, competence, and relatedness [22]. SDT
refers to autonomy as one’s perception of the degree to which he or she may engage
in activities of his or her own desire. Competence is defined as the degree to which
an individual feels he or she can interact effectively with his or her surroundings to
produce desired outcomes or prevent undesired consequences. Relatedness is one’s
perception of the degree to which he or she feels connected with others [63]. Using
an employee as an example, the employee may perceive high levels of autonomy,
competence, and relatedness if he feels he has the freedom to conduct his daily tasks
in the manner he chooses, confidence in his ability to achieve his work-related goals,
and a friendly rapport with his coworkers.

Although autonomy, competence, and relatedness have demonstrated a positive
effect on motivation, researchers studying persuasive communication related to
security threats have mainly examined the prompting of secure behavior through
the use of fear appeals, which are focused on control-oriented motivational techni-
ques [35, 48, 77]. When presented with a fear appeal, individuals may feel they are
being prompted to perform a behavior that is not self-determined, based on the
threat’s origination with an external entity. Embedding autonomy, competence, and
relatedness in a security appeal may bolster individuals’ perceptions of intrinsic
motivation and may subsequently influence an end user’s performance of secure
behaviors.

Hypothesis Development

Given the similarities in PMT and SDT with regard to explaining behavioral inten-
tions in the presence of motivation, it is theoretically plausible and statistically
possible to test a combined model that includes both sets of constructs. Doing so
requires establishing the nature of the combined model, at which point a comparison
can be made to the original models. Specifically, the embedded manipulations of
relatedness, competence, and autonomy in security appeals (as described later) may
influence not only motivation and intention but also the PMT variables. Our
hypotheses related to the combined model are illustrated in Figure 2 and described
in greater detail below.

One of the consistent issues with the adaptation of PMT to the InfoSec context is
the potential for someone to perceive threats to their information as irrelevant [17].
The perceived lack of relevance occurs during the threat appraisal process. If the
target of the threat is irrelevant to an individual, he or she will ignore the threat,
regardless of its severity or his or her susceptibility. Relatedness, from SDT, in this
context refers to an individual’s emotional connection to his or her data. Within the
home environment, the emotional connection to data is straightforward. However,
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(p) = native to PMT Threat
(s) = native to SDT Severity (p)
H1+ Ta+
H6a+ Perceived H2+ Threat
Relatedness (s) Susceptibility (p) H7b+
Ww\
H6b+ Perceived H3+ § H7c+ Behavioral
Competence (s) >| Self-Efficacy (p) Intention
| H7h+ t
H7d+
H6c+ Perceived Ha4+ N Response
Autonomy (s) Hs | Efficacy (p) H7e-
Response
Cost (p)
H7i+
Response
Performance
Motivation (s)
| H7f+

Figure 2. Integrated Model of SDT and PMT for Security Appeal Perceptions

individuals may also have a strong emotional connection to data in the organiza-
tional context. The loss of organizational data may represent work stoppage, embar-
rassment, missed deadlines, or a significant amount of rework (even if data are
restored). Relatedness can establish the relevance of the threat by emphasizing the
emotional connection between the individual and his or her data. When a connection
to one’s information occurs at an emotional level, one’s perceptions of the threat will
resonate. If an end user experiences a deep connection with the data being protected,
he or she may perceive the level of severity associated with the threat as elevated.
For example, a photograph taken of scenery during a vacation may not contain
personally identifiable information, but a threat to that photograph may be perceived
as severe due to an individual’s relatedness toward the photo. Similarly, if an
individual feels a connection with the data being protected, he or she may also
feel more susceptible to the threat, regardless of the actual mathematical probability
of the threat occurring. Based on these arguments, we present the following
hypotheses:

Hypothesis 1: Perceived relatedness will positively influence perceptions of
threat severity.
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Hypothesis 2: Perceived relatedness will positively influence perceptions of
threat susceptibility.

Competence as studied in motivational research and within SDT refers to an
individual’s confidence in his or her ability to learn about and execute a range of
tasks within a given domain. In this context, an individual’s competence is related to
security-focused tasks carried out on a computing device. Competence is concep-
tually similar to self-efficacy, which refers to an individual’s belief in his or her
ability to perform the specific task given as a recommended response to a threat [25,
55]. The generality of competence and the specificity of self-efficacy necessitates
that they are theoretically distinct constructs, but their conceptual similarity indicates
that a relationship may exist between them. If an end user perceives a high degree of
confidence in performing activities related to securing information, the end user
should feel confident in his or her ability to learn how to perform a variety of
security-based actions and thus will experience an increase in self-efficacy with
regard to performing the particular recommended response communicated in the
appeal.

Hypothesis 3: Perceived competence will positively influence perceptions of

self-efficacy.

Autonomy, from SDT, has been shown to have a powerful influence on indivi-
duals’ perceptions of intrinsic motivation [40, 58, 61, 62]. In various motivational
studies, autonomy is commonly operationalized as the presence of choice available
to respondents along with allowing the respondents the freedom to select from those
choices [23, 26, 43, 52]. Studies in marketing have shown that when presented with
choices, consumers’ perceptions of cost are reduced in relation to a desired product’s
actual cost [44, 59, 74, 79]. 1t also stands to reason that a consumer, when presented
with a range of product choices, is able to compare the choices against each other
and select the product that is deemed the most effective. Conversely, traditional fear
appeals are typically crafted to offer only one response for the given threat. In the
context of InfoSec, if an end user is presented with a range of effective responses to
a threat rather than just one choice, he or she may feel that the response he or she
selects is more effective than other provided options, elevating perceptions of
response efficacy. Similarly, by offering an end user multiple effective responses,
he or she may also evaluate the costs associated with each of the responses and
select the appropriate response based on minimizing cost of performance, thereby
decreasing perceptions of response cost.

Hypothesis 4: Perceived autonomy will positively influence perceptions of
response efficacy.

Hypothesis 5: Perceived autonomy will negatively influence perceptions of
response cost.
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According to SDT [22], an individual’s degree of self-determined motivation may
be affected by his or her perceptions of relatedness, competence, and autonomy.
Using Vallerand’s hierarchical model [61] as a basis, we are examining motivation at
the situational (i.e., task-specific) level of an individual’s motivation to perform a
security-related task. This means that the critical factors that will influence an
individual’s motivation to perform a recommended response will be security-related
forms of relatedness, competence, and autonomy. These factors are adapted for the
information security context to examine the internalization of individuals’ motiva-
tion to perform secure tasks.

Typically, relatedness in motivational research refers to the degree of connected-
ness an individual feels toward others when interacting in a specific context, such as
school or work [58, 61, 62]. The root of an individual’s need for relatedness is the
emotional connection one may feel to a particular target, and the target may even be
an inanimate object [6, 60]. In this study, an individual’s relatedness refers to his or
her degree of connectedness with the information being threatened or in need of
protection. In motivational research, competence refers to the level of confidence an
individual perceives in a particular range of activities in which he or she is engaged
[22]. For this research, competence is related to the level of confidence an individual
perceives toward learning about and executing security-related tasks. Autonomy
refers to the self-regulation of behavior and the degree of governance one experi-
ences toward the initiation and direction of his or her actions [56]. Here, autonomy is
the degree of freedom an individual perceives in relation to decisions made regard-
ing recommended responses to security threats.

If an individual feels a strong sense of connection to the information being
protected, his or her motivation to perform the response will be more intrinsic. An
individual perceiving high levels of competence related to performing a recom-
mended response will be intrinsically motivated to perform the behavior. As an
individual perceives an increased degree of autonomy related to the types of
recommended responses available to mitigate the threat, his or her motivation will
also become more self-determined. These hypotheses align with numerous studies
regarding SDT, but they must still be validated in the context of information security
and the use of fear appeals. Thus, we offer the following hypotheses:

Hypothesis 6a: Perceived relatedness will positively influence motivation
toward performing the recommended response.

Hypothesis 6b: Perceived competence will positively influence motivation
toward performing the recommended response.

Hypothesis 6¢: Perceived autonomy will positively influence motivation toward
performing the recommended response.

Prior work in PMT research has established that threat and coping appraisals form
an individual’s protection motivation, which is a specific type of motivation driven
by the fear of an impending threat [25]. In our study, we present an alternative type
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of motivation driven by an individual’s self-determined desire to perform protective
actions regardless of fear—response performance motivation. In the extant literature
related to self-determination, motivation is depicted as having a direct effect on
behavior [61]. In prior PMT-related research, the variables used to constitute protec-
tion motivation (threat severity, threat susceptibility, response efficacy, self-efficacy,
and response cost) are depicted as having a direct effect on behavior [25]. In both
streams, specific types of motivation influence behavior or intention but are clearly
separate forms of motivation. We maintain this distinction in our model, which
includes protection motivation factors and variables representing self-determination.
For this reason, we do not hypothesize any relationships between the PMT variables
constituting protection motivation and response performance motivation.

The next nine hypotheses represent the independent variables of the traditional
PMT model and SDT model and the influence of those variables on behavioral
intention. While the remaining hypotheses are not novel in InfoSec, PMT, or SDT
research, testing boundary conditions, including the native established relationships,
is necessary for theory adaptation and contextualization [28, 29]. Although we are
not conducting a replication study, we have tested the relationships for our adapta-
tion of PMT to the context of self-determined appeals.

A critical aspect of protection motivation theory is the presumption that an
individual initiates a cognitive process to evaluate a particular threat, in terms of
both severity and the likelihood of such a threat affecting that person [25, 54]. These
relationships have been posited throughout the existence of PMT, and extensive
empirical evidence supporting these hypotheses has been presented in prior research
[25, 32, 48]. Thus, the following hypotheses are presented:

Hypothesis 7a: Perceived threat severity will positively influence behavioral
intention to perform secure behaviors.

Hypothesis 7b: Perceived threat susceptibility will positively influence beha-
vioral intention to perform secure behaviors.

Another important element of PMT is the relationship between an individual’s
coping mechanism and intentions to perform secure behaviors. After cognitively
processing the attributes of an existing threat, the individual conducts another
cognitive assessment regarding the ways in which the threat may be mitigated. As
an individual’s perception of the effectiveness of a particular response increases, his
intention to use that response increases. If the individual is confident in his or her
ability to perform the response, intentions also increase [55]. As the cost of perform-
ing the response, which may be composed of various factors such as money, time,
convenience, or effort, increases, the individual’s intention to execute the recom-
mended response wanes. The relationships between coping appraisal variables and
intention, like those associated with threat appraisal, have also been extensively
examined in studies using PMT [25, 35, 77]. Likewise, we present the following
hypotheses:
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Hypothesis 7c: Perceived self-efficacy will positively influence behavioral inten-
tion to perform secure behaviors.

Hypothesis 7d: Perceived response efficacy will positively influence behavioral
intention to perform secure behaviors.

Hypothesis 7e: Perceived response cost will negatively influence behavioral
intention to perform secure behaviors.

According to Vallerand’s hierarchical model of motivation [61], one of the out-
come variables of motivation is behavior. However, many studies in social psychol-
ogy have examined the relationship between intentions and behavior and have found
that the formation of intentions precedes the performance of the actual behavior [1].
Adaptations of intention to perform a behavior have been widely used in information
systems research [20, 68, 69, 70] as well as specifically in information security
research [10, 18, 32, 35]. An individual who is intrinsically motivated to perform a
secure behavior should consequently form intentions to execute that response. Thus,
we hypothesize the following:

Hypothesis 7f: Motivation toward performing the recommended response will
positively influence behavioral intention to perform secure behaviors.

Prior motivational studies have shown that autonomy, competence, and relatedness
are critical factors that influence an individual’s self-determined motivation [61].
Various research on motivation has also demonstrated that these key variables
individually have positive direct effects on behavior. Impeding any one of these
critical factors would ultimately result in decreased likelihood of performing a
recommended behavior. By crafting an appeal that bolsters these perceptions (see
further explanation of security appeals under Sampling Frame and Appeal
Contextualization), we expect to see positive effects on intention as well. As one’s
perception of relatedness increases, intentions to perform a recommended secure
behavior may also increase due to the emotional connection perceived toward the
data at risk. As one’s perception of competence increases, intentions to perform
secure behaviors may be elevated due to the individual’s increased confidence in
learning about and understanding the threat. As one’s perception of autonomy
increases, intentions to perform secure behaviors may be more likely because of
the increased perceived degree of control of the user regarding the threat’s counter-
measure. Based on these arguments, we present the following hypotheses:

Hypothesis 7g: Perceived relatedness will positively influence behavioral inten-
tion to perform secure behaviors.

Hypothesis 7h: Perceived competence will positively influence behavioral inten-
tion to perform secure behaviors.

Hypothesis 7i: Perceived autonomy will positively influence behavioral inten-
tion to perform secure behaviors.
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Further Investigation of Motivational Processes in Information
Security Contexts

An additional goal of this research is to examine the effectiveness of the specific
statements included in security appeals. In prior arguments, we hypothesize that
motivation and its antecedents represent significant and necessary components of
individuals’ perceptions of InfoSec threats and their formulation of intentions to
perform secure behaviors. Although we are proposing an integration of SDT- and
PMT-related perceptions in a single model, direct comparisons between PMT and
SDT may further highlight the importance of self-determined motivation in
security appeal contexts. Building on the relationships examined in the previous
hypotheses, we provide additional analysis of the nature of motivational processes
in InfoSec contexts in the following arguments (see Data Analysis and Results
section).

Method

Research Design

To examine the influence of SDT-based security appeals on individuals’ security
perceptions as well as the differences that exist between PMT and SDT in terms of
their effectiveness in explaining security behaviors, we used a full factorial experi-
mental design [12, 64], embedding either SDT-based or PMT-based messages in
security-focused appeals. Within each appeal, a respondent was presented with a
random combination of statements, where each statement is designed to bolster the
end user’s perception of the independent variables pertinent to either SDT or PMT.
Because the integrated SDT-PMT model includes relationships that position auton-
omy, competence, and relatedness as independent variables influencing PMT vari-
ables, respondents included in the analysis of the integrated model were shown the
SDT-based appeal. This design allowed us to examine the variance in the PMT
variables that can be explained by the SDT manipulations in the appeal. SDT is
composed of three independent variables (autonomy, competence, and relatedness);
thus, there are three possible SDT-based manipulation statements that may be
embedded in the SDT-based appeal. This appeal design results in 2°, or 8, possible
combinations of statements to be embedded in the SDT-based appeal.

Because this study was also designed to compare the native PMT and SDT models
directly, we also designed a traditional PMT-based appeal with manipulation state-
ments directly tied to the PMT variables. As PMT is composed of five independent
variables (threat severity, threat susceptibility, response efficacy, self-efficacy, and
response cost), a full factorial manipulation of a PMT-based appeal results in 2°, or
32, possible statement combinations in the PMT-based appeal. PMT- and SDT-based
appeals remained isolated from one another in our manipulations (i.e., a respondent
receiving a PMT-based appeal could receive any combination of PMT-based state-
ments but would not receive any SDT-based statements). Each respondent was
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exposed to only one security appeal. Our sample consisted of three subsets: (1)
respondents who were presented the SDT-based appeal and included in analysis of
the integrated SDT-PMT model; (2) respondents who were presented the SDT-based
appeal and included in the model comparison analysis of SDT and PMT; and (3)
respondents who were presented the PMT-based appeal and included in the SDT-
PMT model comparison. Further description of our sampling frame and appeal
context is provided next.

Sampling Frame and Appeal Contextualization

Although motivation may play an important role in the performance of secure
behaviors in both home and organizational contexts, we considered a tight research
design to be paramount for our research considering our inclusion of an important
construct (motivation) that has previously been excluded from behavioral security
research. SDT and PMT are both individual-based theories that may drive behavior,
whether the individual is a home user or an employee. However, in the organiza-
tional context, a multitude of additional variables external to SDT and PMT may
influence individuals’ perceptions and conflate potential findings. We decided that
because our research includes critical theory-testing hypotheses and direct compar-
isons of two competing theories [7], the home context would be the most appropriate
sampling frame for our current work by offering the purest context for studying
these foundational constructs. Building on our study, we recommend further testing
in the organizational context, but employees as a sampling frame is outside the scope
of the theory testing in the present study.

Because we are analyzing the efficacy of security appeals for end users who are
not governed by organizational policies outlining appropriate and secure behavior on
their computers, the appropriate respondent for our study was an end user who
owned a home computer for personal use and was also the primary decision maker
for installing software on the machine. Mindful that many end users already possess
baseline knowledge regarding common security threats, such as viruses or spyware,
and have probably already decided on an appropriate software solution to install, we
crafted an appeal that focused on a security countermeasure that has not yet achieved
ubiquitous usage. Accordingly, we chose the installation of password management
software as the focal security countermeasure in our appeal (see Online Appendix B
for a detailed example of our appeal construction).

Although the adoption rate of password managers remains relatively low [2],
password managers have been widely recognized as important components of over-
all security solutions [9] and have been outlined as such by policy guidelines
compiled by security professionals [41]. In many cases, strong passwords are the
first line of defense against cyber attacks, and research has shown that having a
mechanism for managing passwords significantly increases the complexity and
security of passwords [37]. We solicited respondents from Amazon Mechanical
Turk (MTurk). Our respondents consisted of individuals familiar with performing
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basic tasks on a computer and who also did not already have password management
software installed on his or her personal computer.

Instrument Design

First, the respondent was asked whether he or she already had password manage-
ment software installed on his or her machine. If the respondent answered “yes,” the
respondent was excluded from the remainder of the research. Respondents who
answered “no” were presented with either the PMT- or the SDT-based treatment
appeal, which randomly included any or all (or none) of the embedded appeal
statements representing the PMT and SDT variables. After the respondent read the
treatment appeal, the respondent reported the likelihood that he or she would install
password management software using a 10-point slider scale, where 10 is “extre-
mely likely” and O is “not likely at all.” Following the slider scale, perceptions of
threat, coping, and motivational variables were measured using a self-report survey.
Each scale was measured using a 5-point fully anchored Likert-type scale rated from
“strongly disagree” to “strongly agree.” Previously validated scales for each con-
struct were used in this research. Scales for threat severity, threat susceptibility,
response efficacy, and self-efficacy were adapted from Johnston and Warkentin [35].
Scales for response cost were adapted from Ifinedo [33]. Scales for autonomy,
relatedness, competence, and motivation toward performing the recommended
response were adapted from Vallerand [61]. After respondents answered these
measurement items, we presented them with demographic questions, including
age, gender, ethnicity, and years of computing experience (see Online Appendix C
for a full list of instrument items).

Measuring Motivation

The scale for motivation toward performing the recommended response is designed
as a series of multi-item reflective scales assessing types of motivation along the
self-determined spectrum. In measuring motivation while a specific activity is being
performed or considered, only four types of motivation are assessed for the sake of
brevity and to accurately capture the respondent’s motivation in the moment.
Adapted from Vallerand’s [61] situational motivation scale, our response perfor-
mance motivation scale is composed of scales representing intrinsic motivation,
identified regulations, external regulations, and amotivation. In line with standard
practices from psychology research [61], a composite score representing the respon-
dent’s level of response performance motivation was calculated based on mean
scores for each type of motivation. Each item in the scale is measured using a
fully anchored 5-point Likert-type scale, and values for the composite motivational
score ranged from 1 to 5.
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Power Analysis and Data Collection

To determine the minimum sample sizes required for our study, we conducted power
analyses using G*Power [24]. For our PMT-based sample, we used values of alpha =
0.05, power = 0.8, number of groups = 32, and estimated effect size = 0.25; we
further determined that we needed a minimum sample of 448 to achieve adequate
power for statistical interpretation. For our SDT-based sample, we used values of
alpha = 0.05, power = 0.8, number of groups = 8, and estimated effect size = 0.25,
and we determined that we would need a minimum sample of 240 to achieve
adequate statistical power. We collected a total of 1,732 samples from MTurk. Of
these, 348 respondents reported that they already had a password manager installed
on their computer and thus were not included in the remainder of the study. We then
eliminated 52 respondents due to either unreasonably fast completion times or failed
attention filter questions (i.e., “For this statement, please answer disagree’) that were
embedded among our instrument items. Our final sample for analysis of the inte-
grated SDT-PMT model consisted of 547 responses. Our final sample for analysis
of the comparison between the SDT and PMT models consisted of 785 total
responses (449 who were shown the PMT-based appeal; 336 who were shown the
SDT-based appeal).

Data Analysis and Results

This portion of the study explains the data analysis techniques used and analysis of
the conceptual model. A detailed description of our data set’s validity, including
demographic information, instrument validity assessment, and construct validity
tests are given in Online Appendix D. Results are further illustrated in model and
tabular presentations.

Because our model features a formative construct (response cost) alongside reflec-
tive constructs, partial least squares (PLS) analysis is the most appropriate analysis
mechanism for the structural model [30]. We chose to analyze the structural model
and its associated hypotheses using SmartPLS [53]. A bootstrapping resampling
technique, which approximates the path coefficients and the amount of variance
explained in mediating variables, was used. Twelve hypotheses were supported, and
five were not (see Table 1). The overall findings for hypothesis support are shown in
Figure 3. The model explains 54.8 percent of the variance in intention to install
password management software. The integration of SDT wvariables affecting the
PMT model also explains 41.3 percent of the variance in threat severity, 13.2 percent
of the variance in threat susceptibility, 6.6 percent of the variance in self-efficacy,
37.6 percent of the variance in response efficacy, and 12.3 percent of the variance in
response cost. Relatedness, competence, and autonomy collectively explained 39.9
percent of the variance in motivation to perform the recommended response.

In examining the individual relationships in the model, we began with the paths
related to the integration of SDT and PMT, analyzing the relationships between our
motivational antecedents (relatedness, competence, and autonomy) and the
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Figure 3. Integrated SDT-PMT Model with Path Significance

traditional PMT variables. Relatedness had a significant positive effect on threat
severity (B = .642, p < .001) and threat susceptibility (B = .364, p < .001).
Competence showed a significant positive influence on self-efficacy (B = .256,
p < .001). Autonomy demonstrated a significant positive effect on response
efficacy (B = .613, p <.001) and a significant negative influence on response cost
(B =-.351, p <.001). While traditional fear appeals have been shown to bolster
PMT’s native variables, the design of a security appeal with statements enhancing
perceptions of relatedness, competence, and autonomy, as adapted from SDT, further
reinforces individuals’ perceptions of the PMT variables in addition to eliciting an
intrinsic desire to protect data.

Next, we examined the impact of motivation on intention, as well as the effect of
relatedness, competence, and autonomy on motivation. An individual’s motivation to
perform the appeal’s recommended response had a positive significant influence on the
individual’s intention to perform the response (B = .457, p < .001). Embedding motiva-
tional enhancements in the appeal for password management software installation
bolstered individuals’ perceptions of relatedness, competence, and autonomy, either
individually or in tandem, depending on the treatment group. As predicted in the research
model, individuals’ motivation to perform the appeal’s recommended response became
more self-determined as individuals’ perceptions of relatedness (B = .110, p < .01),
competence (B = .084, p < .05), and autonomy (B = .565, p < .001) increased. This
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Table 1. Path Estimates—Integrated Model

Hypothesis (with direction) Path coefficient (B) ¢-statistic p-value Supported?

H1: REL — TSEV (+) 0.642 21298 < .001 Yes
H2: REL — TSUS (+) 0.363 9.101 < .001 Yes
H3: COMP — SEF (+) 0.256 5.397 < .001 Yes
H4: AUTO — REF (+) 0.613 19.059 < .001 Yes
H5: AUTO — COS (-) ~0.351 7568 < .001 Yes
H6a: REL — MOT (+) 0.110 3.059 <.05 Yes
H6b: COMP — MOT (+) 0.083 1934 <.05 Yes
H6c: AUTO — MOT (+) 0.565 16.821 < .001 Yes
H7a: TSEV — BI (+) 0.048 1436 > .05 No
H7b: TSUS — BI (+) 0.010 0.308 > .05 No
H7c: REF — BI (+) 0.011 0.305 > .05 No
H7d: SEF — BI (+) 0.088 2185 < .05 Yes
H7e: COS — BI (=) -0.024 0572 > .05 No
H7f: MOT — BI (+) 0.319 7.334 < .001 Yes
H7g: REL — BI (+) 0.013 0.356 > .05 No
H7h: COMP — BI (+) 0.114 3.603 > .05 No
H7i: AUTO — BI (+) 0.344 7242 < .001 Yes

Notes: IV = Independent Variable; DV = Dependent Variable; BI = Behavioral Intention; MOT =
Motivation toward performing recommended response; REL = Perceived Relatedness; COMP =
Perceived Competence; AUTO = Perceived Autonomy; TSEV = Threat Severity; TSUS = Threat
Susceptibility; REF = Response Efficacy; SEF = Self-efficacy; COS = Response Cost.

finding indicates that each antecedent is individually significant in improving an indivi-
duals’ self-determined motivation to perform a recommended response.

Finally, we analyzed the paths adapted from the traditional PMT model, along with the
direct effects on intention of motivation, relatedness, competence, and autonomy. With the
exception of response efficacy (p = .088, p <.05), each of the remaining PMT variables
did not significantly influence behavioral intention. Threat severity (f = .048, p > .05),
threat susceptibility (§ =.010, p >.05), self-efficacy (= .011, p >.05), and response cost
(B=-.024, p > .05) each failed to demonstrate a significant direct effect on an individual’s
intention to install password management software. Although relatedness did not signifi-
cantly influence intention (f =.013, p >.05), motivation (f = .319, p <.001), competence
(B =.114, p <.001), and autonomy (B = .344, p < .001), each demonstrated significant
effects on intention.

Ordinary Least Squares Regression Analysis of Differences Between
Self-Determination Theory and Protection Motivation Theory Models

To statistically assess the differences in the amount of variance explained between our
competing models, we conducted a series of F-tests measuring differences in the
models’ residual sum of squares and degrees of freedom. In each of our four
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hypothesized comparisons, the juxtaposed models possess a differing number of
independent variables and therefore differing degrees of freedom. To adjust for this,
we followed the process outlined by Motulsky and Ransnas [45] in calculating the
F-statistic with different degrees of freedom. Although it is a simple matter to compare
whether one R? value is larger than another, by using the formula of Motulsky and
Ransnas [45] we can determine whether that difference is significant. Additionally, we
are able to detect significant differences based on both the amount of variance
explained in the dependent variable and the number of independent variables included
in competing models, accounting for model parsimony [45]. A summary of our
hypothesis tests and the associated values used for F-statistic computation are shown
in Table 2.

Comparison of Appeal Manipulation Effects on Intention

First, we compared the traditional PMT model against a model consisting of
perceived autonomy, competence, and relatedness. The traditional PMT model
included five independent variables and explained 33.5 percent of the variance in
behavioral intention. The model featuring only autonomy, competence, and related-
ness explained 42.2 percent of the variance in behavioral intention. We observed a
significant difference between models (F = 1.432; p = .008), demonstrating that an
appeal including SDT-derived statements explained more variance in intention and
did so using fewer independent variables.

Comparison of Appeal Manipulation Effects on Response Performance Motivation

Next, we analyzed the differences between our PMT and SDT appeals based on their
impact on motivation to perform a recommended response. PMT’s independent
variables explained 38.0 percent of the variance in motivation, while SDT’s variables
explained 37.9 percent of motivation’s variance. Because the F-test comparison is

Table 2 Model Comparison Results Using F-tests

Model 1 Model 2
Comparison SSr n IVs R? SSk n IVs R?> F-stat P
PMT—BI vs. SDT—BI 2,090.565 449 5 .335 1,415.027 336 3 .422 1432 .008
PMT—Mot vs. SDT—Mot 92.912 449 5 .380 63.442 336 3 .379 1.394 013
PMT—BI vs. PMT+Mot—BlI 2,090.565 449 5 .335 1,705293 449 6 .458 82.862 <.001
PMT+Mot—BI vs. SDT+Mot—BI 1,705.293 449 6 458 1,183.636 336 4 .515 1.318 .033

Notes: SSk = Residual Sum of Squares; n = sample size; [Vs = number of independent variables; R?
values reported are adjusted R
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sensitive to the number of independent variables included in a model and accounts for
model parsimony, significant differences between models may be observed even in
cases where the amount of variance explained does not differ a great deal between
models. Although the SDT and PMT models generate roughly the same R* in
motivation, the PMT model includes five independent variables whereas the SDT
model features just three. A significant difference was observed between our models in
terms of SDT being the more parsimonious model (¥ = 1.394; p = .013), demonstrat-
ing that SDT outperforms PMT in explaining motivation.

Effect of Including Response Performance Motivation in Protection Motivation
Theory

Our next comparison examined the difference between the traditional PMT model’s
effect on intention and a modified PMT model that also included response perfor-
mance motivation as an independent variable affecting intention. Although the
augmented PMT model is not as parsimonious as the traditional model (six inde-
pendent variables instead of five), it explains a significantly greater amount of
variance in intention (¥ = 82.862; p < .001).

Comparison of Self-Determination Theory to Modified Protection Motivation
Theory

Our final assessment compared the modified PMT model (response performance
motivation included) with a modified SDT model (direct effects on intention
from autonomy, competence, relatedness, and response performance motivation).
The modified SDT model explained a greater amount of variance in intention
(51.5 percent) than did the modified PMT model while achieving greater parsi-
mony (F = 1.318; p = .033).

Discussion

Research Contribution

Our study offers interesting insights into adaptation of theories for InfoSec research,
application of motivational research in InfoSec contexts, and differences in security
appeals based on fear arousal and intrinsic motivation. Implications for theory and
practice are discussed below.

Contribution to Theory

Perhaps most critically, our work offers insight toward explaining the inconsistent
results obtained when applying PMT in InfoSec contexts. Motivation has demon-
strated a significant influence on both behavioral intention and behavior across
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numerous studies and research contexts [61]. Thus far, research using PMT as the
foundational model has excluded an individual’s motivation as a construct. In health
care, an individual’s motivation to protect him- or herself is apparent, but in InfoSec
contexts, an individual’s motivation to perform a recommended response is not as
evident and may depend on the influence of other factors. By embedding statements
focused on enhancing autonomy, competence, and relatedness in our security appeal,
we observed that these statements play an important role in enhancing not just their
intended independent variables but also those associated with PMT. Bolstering an
individual’s relatedness increases the relevance of the threat from the perspective of
the end user. Reinforcing an individual’s competence related to computer-based
activities increases the end user’s confidence in his ability to enact the recommended
response. Strengthening an individual’s autonomy increases the end user’s confi-
dence in the efficacy of the response and lowers perceived costs related to perform-
ing the response. By incorporating SDT into the traditional PMT model, we have
introduced key factors that help bridge the gap in adapting PMT for InfoSec research
applications.

In addition to SDT’s pertinent independent variables, we also included motivation
as a construct in our model, in the form of response performance motivation. Our
research demonstrates that a measure of motivation, as executed by incorporating
SDT, is needed for adapting PMT in InfoSec research contexts to account for an
individual’s varying motivation to perform a behavior intended to protect informa-
tion rather than oneself. Prior to this study, there had not been a clear demonstration
of whether an explicit measure of motivation, in concert with PMT’s traditional
independent variables, would have a significant impact on an individual’s intention
to perform a desired security behavior. Our research shows that response perfor-
mance motivation contributes substantially to the amount of variance in intention
that can be explained by the model. Based on the explanatory findings demonstrated
by our results, an explicit measure of motivation should be included in subsequent
research related to one’s motivation to perform protective behaviors on one’s data.

The development of our integrated model also allowed for a mediation analysis to
be conducted (see Online Appendix E). This examination helped us gain a more
complete understanding of the nomological network of key motivational variables in
InfoSec contexts. Response performance motivation partially mediated the relation-
ship between competence and intention, as well as the relationship between auton-
omy and intention. Motivation fully mediated the relationship between relatedness
and intention. This finding helps fill an important gap in identifying how to
incorporate personal relevance when influencing individuals to perform secure
behaviors. Relatedness, or the emotional connection between individuals and their
data, did not directly affect intention but was an important factor in driving motiva-
tion to perform secure behaviors. If motivation had been left out of the model,
relatedness would have appeared to be a nonsignificant factor, while that was not
actually the case. The indirect effect of relatedness on intention is thus a key finding.
The nature of this relationship again highlights the importance of including an



Downloaded by [University of New England] at 08:12 03 January 2018

1224 MENARD, BOTT, AND CROSSLER

explicit measure of motivation in future research studying motivational processes
regarding secure behaviors.

By empirically comparing PMT to SDT in InfoSec applications, we have demon-
strated that SDT explains a significantly greater amount of variance in intention to
perform a secure behavior while also doing so more parsimoniously than PMT. With
only three independent variables, SDT offers a more efficient means of predicting
end users’ intention to perform secure behaviors. A more parsimonious model for
designing security appeals also leads to shorter, more tightly constructed appeals,
easing the burden on end users’ cognitive load. Efficiently persuading end users to
perform a recommended response is paramount in formulating intentions, and
eventually, behaviors. Our research also highlights a novel adaptation of SDT for
InfoSec applications. By developing self-determined appeals based on bolstering end
users’ autonomy, competence, and relatedness through persuasive communication,
we have shown that SDT offers a unique perspective on human behavior previously
unexplored in InfoSec research.

An interesting outcome of our analysis was the shifting strength of the influence
of response efficacy and self-efficacy toward intention. InfoSec-based studies
using PMT have often shown that self-efficacy is the most important factor in
explaining individuals’ intention to perform a recommended response [17].
Rather, our data show that response efficacy is the strongest of the traditional
PMT independent variables, second overall only to response performance motiva-
tion, in explaining the variance of an end user’s intention to install a password
manager. This finding may speak to the continually evolving skills possessed by
our targeted end users. Most end users are comfortable installing and using
software on their machines [65]. End users may be more interested in how well
the recommended solution handles the problem at hand. They may also desire to
learn about the options available to them and select their preferred response from
a variety of alternatives. A model that incorporates SDT is more robust in
communicating an effective range of options through its autonomy-based state-
ments in the appeal.

Contribution to Practice

By comparing the efficacy of PMT-based appeals to that of SDT-based appeals, we
have demonstrated that an appeal that is more data- and individual-focused, rather
than fear- or threat-focused, is more effective at forming intentions to perform a
recommended response and reinforces an end user’s intrinsic desire to protect his
information. Prior adaptations of fear appeals in InfoSec contexts assumed relevance
to the end user and relied on fear as the main motivator [36]. However, if a threat is
irrelevant, then the appeal does not arouse fear, fails to resonate with the end user,
and will not be adequately internalized. InfoSec professionals should consider
developing security appeals that bolster end users’ perceptions of autonomy, com-
petence, and relatedness. With carefully crafted motivational appeals, security
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professionals should observe an increase in end users’ intention to protect informa-
tion as described in the appeal.

Autonomy was an especially strong factor in our self-determined appeals. The
strength of the autonomy manipulation was especially pronounced in users’ per-
ceptions of response efficacy. InfoSec professionals should also note the increased
importance of response efficacy in the InfoSec-adapted PMT model. By offering
end users a range of viable options for protecting their information, we were able
to elicit perceptions of choice among our respondents, allowing them to select an
appropriate response according to their preferences. Although organizational end
users are typically mandated to install and use certain software solutions, home
computer users have complete control of their machines and value freedom of
choice. Practitioners charged with creating security appeals should consider incor-
porating an element of choice in security appeals designed for home computer
users.

Limitations and Future Research

Despite our best efforts to mitigate weaknesses in our study’s design, our research is
not without limitations. Several secure behaviors have been analyzed using security
appeals, but our study featured just one recommended behavior: the installation and
use of a password manager, which was selected due to its current low adoption rate.
While our findings are insightful for PMT adaptations and overall behavioral
InfoSec research, retesting our appeals using a variety of other behaviors, such as
performing data backups or using antivirus software, may highlight interesting
differences. Researchers may elect to study just one behavior or craft several
different appeals focusing on single specific behaviors.

A related limitation is our use of intention rather than actual behavior as our
dependent variable. Although the primary goal of our research was to position SDT
as a suitable alternative foundational theory for behavioral InfoSec, and our focus on
intention was driven by prior work in PMT, many scholars have noted the issues
inherent in using intention as a proxy for behavior [17, 34]. Future research may
further test our findings by using a measure of actual behavior in tandem with an
intention scale.

Although we focused our appeals toward home users in our research design, our
self-determined appeal and integrated SDT-PMT model is applicable to organiza-
tional settings as well and should be tested in the organizational context in future
works. Psychological ownership has demonstrated a significant effect on indivi-
duals’ performance of security behaviors in situations where the data may not legally
belong to the individual [4]. Despite an employee’s lack of legal ownership over
organizational data, the employee may still perceive a strong degree of psychological
ownership over organizational data. In these cases, an employee will feel as protec-
tive of organizational data as his or her own personal data. The emotional connection
(i.e., relatedness) an employee may perceive toward such data indicates that intrinsic
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motivation has the potential to be a powerful factor in organizational behaviors
related to InfoSec, even though the data housed within the organization may not be,
at face value, personally identifiable or seemingly relevant to the employee. We did
not measure psychological ownership due to our focus on home users, but psycho-
logical ownership should be measured as a control in organizational settings to
account for employees who may not be as deeply engaged as other employees are
with their organization’s data.

Conclusion

Home computer users are continuously presented with numerous threats to the
security of their information. While effective solutions are often accessible, end
users’ motivation to perform secure behaviors may vary. An end user is far less
likely to perform such behaviors if an adequate level of motivation is not present.
Prior adaptations of PMT in InfoSec research have purported to motivate users
toward the performance of secure behaviors through fear appeals. Our study high-
lights an important issue with prior InfoSec adaptations of PMT: because informa-
tion is external to end users, the motivation to protect information may or may not be
internalized by end users, allowing an end user’s self-determination to play a role in
predicting future behavior. Understanding end users’ motivation to perform secure
behaviors will lead to practices driving greater adoption of secure countermeasures
and will contribute to an overall safer computing environment.

Our study offers a comparison of PMT, as previously adapted to InfoSec applica-
tions with fear appeals, to a novel adaptation of SDT with the formulation of self-
determined appeals. The development of an alternate form of security appeals, which
incorporates language that reinforces end users’ autonomy, competence, and related-
ness, leads to a greater intrinsic desire to protect information and an increased
intention to perform a recommended countermeasure. Additionally, a motivational
model based on SDT, rather than on PMT, explains more variance in intention while
doing so more parsimoniously. While an appeal for adopting secure countermeasures
will always, at least implicitly, originate from a particular threat, the prior focus on
motivating behavior using fear may not be the most effective means of eliciting
secure behaviors related to the protection of information. By recognizing end users’
varying degrees of internalized motivation, our study presents an interesting and
novel avenue for future works in behavioral InfoSec research.
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