Journal of Management E
Information Systems g
3 3

A

Routledge

Taylor &Francis Group

Journal of Management Information Systems

ISSN: 0742-1222 (Print) 1557-928X (Online) Journal homepage: http://www.tandfonline.com/loi/mmis20

Central Role of Moral Obligations in Determining
Intentions to Engage in Digital Piracy

Matthew ). Hashim, Karthik N. Kannan & Duane T. Wegener

To cite this article: Matthew J. Hashim, Karthik N. Kannan & Duane T. Wegener (2018) Central
Role of Moral Obligations in Determining Intentions to Engage in Digital Piracy, Journal of
Management Information Systems, 35:3, 934-963, DOI: 10.1080/07421222.2018.1481670

To link to this article: https://doi.org/10.1080/07421222.2018.1481670

A
h View supplementary material &

@ Published online: 26 Oct 2018.

N
CJ/ Submit your article to this journal &

@ View Crossmark data (&'
CrossMark

Full Terms & Conditions of access and use can be found at
http://www.tandfonline.com/action/journalinformation?journalCode=mmis20


http://www.tandfonline.com/action/journalInformation?journalCode=mmis20
http://www.tandfonline.com/loi/mmis20
http://www.tandfonline.com/action/showCitFormats?doi=10.1080/07421222.2018.1481670
https://doi.org/10.1080/07421222.2018.1481670
http://www.tandfonline.com/doi/suppl/10.1080/07421222.2018.1481670
http://www.tandfonline.com/doi/suppl/10.1080/07421222.2018.1481670
http://www.tandfonline.com/action/authorSubmission?journalCode=mmis20&show=instructions
http://www.tandfonline.com/action/authorSubmission?journalCode=mmis20&show=instructions
http://crossmark.crossref.org/dialog/?doi=10.1080/07421222.2018.1481670&domain=pdf&date_stamp=2018-10-26
http://crossmark.crossref.org/dialog/?doi=10.1080/07421222.2018.1481670&domain=pdf&date_stamp=2018-10-26

W) Check for updates

Central Role of Moral Obligations in
Determining Intentions to Engage in
Digital Piracy

MATTHEW J. HASHIM, KARTHIK N. KANNAN, AND
DUANE T. WEGENER

MarTtHEw J. HasHiM (mhashim@email.arizona.edu; corresponding author) is an
Assistant Professor of Management Information Systems at the Eller College of
Management, University of Arizona. He received his Ph.D. in Management with a
specialization in management information systems (MIS) from the Krannert School
of Management, Purdue University. His research primarily uses experimental and
behavioral economics to understand information security problems such as informa-
tion privacy, digital piracy, password security, social engineering, and other security-
related topics. His work has been published in premier journals such as Journal of
Management Information Systems and Information Systems Research, and has been
presented at major conferences and workshops.

KartHik N. Kannan (kkarthik@purdue.edu) is the Thomas Howatt Chaired Professor
of Management at the Krannert School of Management, Purdue University. He received
his Ph.D. in information systems from the Heinz College of Public Policy at Carnegic
Mellon University. Dr. Kannan researches information technology (IT) aspects related to
“Designing for Human Instincts.” Specifically, he is interested in understanding and
designing systems—products, processes, or policies—that exploit human instincts and
biases in order to nudge behavior. He is a Jefferson Science Fellow for 2017-2018,
CERIAS Fellow, and Krannert Faculty Fellow. His research has been published in Journal
of Management Information Systems, Management Science, Information Systems
Research, MIS Quarterly, and other premier business and economics journals. He serves
or has served as an Associate Editor for Information Systems Research, Journal of
Management Information Systems, Management Science, and MIS Quarterly.

Duane T. WEGENER (wegener.l@osu.edu) is a Professor of Social Psychology and
Decision Psychology at Ohio State University. He received his Ph.D. in Social
Psychology from Ohio State University. His research focuses on attitudes and
persuasion, especially influences on the amount and nature of information proces-
sing and the consequences of the resulting attitudes for later thinking and behavior.
Dr. Wegener received the American Psychological Association (APA) Early Career
Award for distinguished contributions to the science of social psychology. His
research has been published in Journal of Personality and Social Psychology,
Advances in Experimental Social Psychology, Journal of Consumer Psychology,
Psychological Methods, and other premier journals. He serves or has served as a
Section Editor for the Social and Personality Psychology Compass, and Associate
Editor for Basic and Applied Social Psychology and the Personality and Social
Psychology Bulletin.

Journal of Management Information Systems / 2018, Vol. 35, No. 3, pp. 934-963.
Copyright © Taylor & Francis Group, LLC

ISSN 0742-1222 (print) / ISSN 1557-928X (online)

DOI: https://doi.org/10.1080/07421222.2018.1481670


mailto:mhashim@email.arizona.edu
mailto:kkarthik@purdue.edu
mailto:wegener.1@osu.edu
https://crossmark.crossref.org/dialog/?doi=10.1080/07421222.2018.1481670&domain=pdf&date_stamp=2018-10-24

JOURNAL OF MANAGEMENT INFORMATION SYSTEMS 935

ABSTRACT: Piracy is a significant source of concern facing software developers,
music labels, and movie production companies, to name a few. Digital goods
producers and government entities argue that there are victims of piracy, whereas
pirates may perceive their actions to be victimless. Regarding implications of our
research, we extend the theory of planned behavior (TPB) by theorizing that
attitudes, subjective norms, and perceived behavioral control could influence percep-
tions of moral obligations as a consequence of the desire to rationalize unethical
behavior. Unlike prior literature, we manipulate the rationalization of moral obliga-
tions due to the victimless view toward piracy and show how moral obligations
become important determinants of piracy behavior. Accordingly, our demonstrated
malleability of morals may be an important path through which individuals are able
to continue past behaviors. We also conduct a second study to identify the effect of
implementing an educational message from a fictitious software company to exo-
genously nudge the pirate and influence the impact of perceived moral obligations
on intentions to pirate. Our results show that the introduction of an exogenous
educational message is an effective piracy mitigation strategy.

KEY worDs AND PHRASES: Digital piracy, software piracy, information ethics, morals,
norms, victimless crime, theory of planned behavior, piracy mitigation.

Introduction

Digital piracy—defined as the unauthorized copying or use of copyrighted digital
goods—is widely believed to be on the rise, fueled by the expansion of access to the
Internet and increases in piracy sophistication, among other factors (e.g., torrents,
subscription sharing, decreasing costs of storage). Some developers have quantified
piracy rates as large as 90 percent by using nonmalicious “phoning home” technol-
ogy [16]. Even the emergence of subscription models has not stemmed music piracy
as an estimated 20 percent of Internet users access music using unlicensed sources
[51]. Despite concerns regarding the growth of piracy and the knowledge of piracy
as immoral—or if not immoral, illegal [28, 41, 71]—pirates widely consider their
actions as victimless.

There are many possible reasons contributing to the view of piracy as victimless.
For example, the ease of engaging in the behavior and the small magnitude of
impact from individual actions both help corroborate the perceived victimless view
toward those harmed by piracy as reported in popular press [87], blogs [63, 96], and
academic research [19, 49]. In fact, the perception of piracy as a victimless crime is
held by more than 84 percent of the subjects we surveyed in our research.’
Furthermore, prior research has shown that many pirates do not believe their actions
are ethically wrong [32, 65], and they engage in the behavior without remorse [32,
84]. However, limited prior academic research has considered the rationalization by
pirates of their behavior as victimless. In this paper, we develop a theoretical model
to account for the victimless perspective of piracy and address the following two
research questions. First, can our model explain the rationalization of the immoral
action of engaging in piracy? Second, once we have established that rationalization
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of piracy behavior occurs, is it possible to moderate intentions to engage in the
behavior, thereby nudging individuals away from piracy?

To answer our first research question, we extend the well-known theory of planned
behavior (TPB), which is extensively used to model intentions to engage in a
behavior. In the standard TPB, an individual’s attitude, subjective norms, and
perceived behavioral control are constructs that influence intentions. Our model
accounts for the influence of perceptions of piracy as victimless in explaining a
consumer’s purchase or pirate decision by including moral obligations in addition to
the standard constructs of the TPB. The malleability of morals [69, 76, 89] allows
the pirates to rationalize piracy as victimless even though engaging in the behavior is
immoral/illegal. Therefore, we posit a central role for perceived moral obligations as
a mediator in the TPB to account for effects of the individual’s attitude, subjective
norms, and perceived behavioral control towards the piracy decision. We validate
our new model by surveying college students about their intentions to engage in
music piracy. Our empirical results offer support for the mediating role of perceived
moral obligations, providing evidence of the victimless perspective that allows
morals to be malleable. The malleability in turn allows those engaging in the
behavior to overcome any cognitive dissonance created from knowing that piracy
is immoral/illegal.

As regards our second research question, we conduct an additional study to show
how moral adjustments may be moderated—and therefore nudged—through educa-
tional communication to individuals. We motivate our exploration of a moderating
effect arising from educational messages after observing substantial industry efforts
to convert pirates toward becoming purchasers. For example, industry has attempted
to educate pirates by creating awareness of the consequences of rationalizing piracy
as a victimless crime, suggesting that piracy leads to cascading effects such as job
losses and loss of tax revenue, among others [87]. In fact, the cascading effects of
the so-called victimless behavior of engaging in piracy are believed to be quite
substantial. The U.S. Governmental Accountability Office (GAO) has acknowledged
major economic impacts from piracy, as well as obvious difficulty in quantifying
piracy rates [72, 97]. Industry reports appear to reinforce this acknowledgment,
claiming that content providers suffer substantial monetary losses due to piracy.
For example, an estimated 43 percent of commercial software installations are
pirated, valued at approximately $62.7 billion [14]. The concern is not limited to
just software, as losses due to music piracy are also substantial, estimated at $12.5
billion in recent years [50]. Therefore, we introduce an educational message about
the impacts of piracy to act as a moderating effect on the path between moral
obligations and intentions to engage in piracy.

The prior piracy literature has suggested the existence of the moderating effect we
introduce to our model, but it has not to our knowledge been explored in a controlled
study or experiment [42, 48, 71]. To provide an example of the approach implemented
by our study in practice, producers of an electronic gaming company called 2D Boy
speak openly about piracy with the user community and educate their consumers
about piracy through the use of user-generated content such as blog postings and
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participation in discussion and support forums [16]. Said another way, some firms are
consciously pursuing a nudging approach to combat the victimless view toward piracy.
Note also, 2D Boy are not alone in their effort in pursuing education and awareness
for mitigating piracy that we motivate here, aiding in the generalizability of the
approach. Other digital goods industry producers, advocates, and responsible parties
have also used similar techniques [77]. Overall, we find a significant moderating effect
of an educational message on intentions to engage in software piracy, providing
direction, and support for an approach that may be pursued in practice to counter
malleability of morals due to the victimless view toward piracy.

Related Literature

Our paper relates to different streams of research in information systems (IS), social
psychology, and economics. There are a couple of main differences between our paper
and the existing literature. We account for the perception of committing piracy as a
victimless crime, and do so using the extended TPB for dishonest actions [10].
Second, because of the perception of piracy as a victimless crime, we also focus on
moral aspects of piracy. Given these distinctions, we next survey the related literature.

Theories Related to Behavioral Aspects of Piracy

Anecdotal evidence treating piracy as a victimless crime, along with contradicting claims
regarding the importance of morals in the piracy context, suggests the need to develop a
model to better explain the moral aspects of piracy behavior. In order to accomplish that,
we draw upon the existing literature related to behavioral aspects of piracy.

The original TPB—as proposed by Ajzen [1, 2]—has been utilized widely in the
literature to study intentions and predict behavior under various scenarios, and is an
extension to the theory of reasoned action (TRA) [3]. Along with the TRA, the
original TPB suggested that the key predictor of behavior is intentions to engage in
the behavior. Also, within each theory, intentions are predicted by individuals’ atti-
tudes toward the behavior (i.e., overall evaluations of the behavior as relatively good
or bad) and subjective norms (i.e., perceptions that important others would want the
person to behavior in a certain way). The TPB added the notion that perceptions of
behavioral control (i.e., ability to enact the behavior) can influence the intentions as
well as determine whether the intentions direct the behavior (see [5] for a review).

In the context of piracy, Chang [17] demonstrated that the TPB predicts unethical
behavior better than the TRA. The TPB has also been shown to be superior to the
Hunt-Vitell ethical decision model in predicting piracy intentions [100]. Furthermore,
consistent with Chang [17], Peace et al. [75] used the TPB in conjunction with
deterrence and expected utility theories to explain the intention to commit software
piracy. Our paper is different from their work both in the focus as well as the model
employed. Peace et al. [75] mainly focused on antecedent factors leading one to
commit software piracy. From the model standpoint, Peace et al. [75] employed the
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original TPB proposed by Ajzen [1, 2], whereas we draw upon the extended TPB
from Beck and Ajzen [10], which was specifically developed to account for dishonest
and/or illegal actions, and is described in the following section. We also develop a new
role for moral obligations that differs from that in Beck and Ajzen [10]. Furthermore,
we use a sequence of scenarios to prime piracy as a salient prior behavior. In doing so,
we activate the desire to be consistent with the past piracy behavior, especially because
of the concept of piracy as a victimless crime.

Morals

In the context of piracy, the role of morals has been presented in contradictory
manners. Moores and Chang [71] developed an adaptation of the moral development
model [78], applied it to software piracy, and recommended an ethics training
program. In a similar vein, Tan [90] also demonstrated the usefulness of including
moral factors (such as moral intensity, moral judgment, and perceived risks) in the
piracy context by using an issue-risk-judgment model. In an extended TPB, Cronan
and Al-Rafee [28] and also Yoon [99] show that moral obligations should be included as a
predictor of intentions to engage in piracy. However, and in contrast to these previously
mentioned studies, Logsdon et al. [62] concluded that piracy is perceived to be of low
moral intensity because pirates have a high level of tolerance for deviant behavior and do
not feel guilt for their actions. Thong and Yap [91] made a similar argument regarding the
possible inability of pirates to feel guilt, providing evidence that an ethical decision is
influenced by factors other than morals. Also, Chen et al. [21] consider both moral
intensity and moral judgment as joint moderators in a TPB model under piracy and find
that moral perspectives do have some effect on intentions to engage in piracy.

Perhaps the malleability of morals [69] is the reconciliation between the contrasting
positions in the literature. In order to account for the malleability of morals, we begin by
including the morals measures from the extended TPB by Beck and Ajzen [10]. Perceived
moral obligations in the extended TPB includes measures for guilt, personal principles, and
whether or not a particular behavior is considered morally wrong. The measures jointly
capture both deontological (moral norms) and utilitarian (guilt due to external conse-
quences) views of ethical decision making. Our inclusion of morals in this context is
consistent with Rivis et al. [80], a TPB meta-analysis study that demonstrates the sig-
nificance of including moral norms as a predictor of intentions for morally-salient beha-
viors. It is also consistent with Cronan and Al-Rafee [28], who included moral obligations
in a manner similar to Beck and Ajzen [10]. Details regarding how morals are included in
our model are presented in the Research Model and Design Section. We also examine how
previous behavior can influence the role of morals in predicting future intentions to pirate.

Sampling, Pricing, and Legal Influences on Piracy

Regardless of the model employed, we also need to consider the influences of pricing,
sampling, and legal issues on piracy behavior. Prior research has shown that high prices



JOURNAL OF MANAGEMENT INFORMATION SYSTEMS 939

and desire to sample a product affect the intention to engage in piracy. The importance of
the cost of the software and the desire to sample in software piracy decisions have been
demonstrated both empirically [12, 22, 34, 85] and analytically [11, 40, 55, 61]. Prior
work has also suggested that sampling creates an opportunity for a future purchase [20].
Sampling in particular is important when considering the conversion decision by pirates
to become paying customers and has not always been included in the prior behavioral
research. We therefore included design features to control the effects of the desire to
sample as well as perceived costs of digital goods in our model. We also considered the
legal ramifications of engaging in piracy, however, research has shown that many pirates
believe that “there is little or no fear of prosecution for downloading music illegally”
[32, 84, p.8]. Furthermore, the Beck and Ajzen [10] model we implemented for our
paper has been used to examine not only dishonest, but also illegal actions (i.e.,
shoplifting), which we explore in the next section of the paper.

Research Model and Design

Ajzen [1] identifies attitudes, perceived behavioral control, and subjective norms as
the three most salient constructs that predict intention to engage in a behavior. In the
piracy context, the prior literature has already hypothesized these relationships [21,
28, 75, 99]. To summarize briefly, a favorable attitude toward engaging in piracy
implies positive benefits to the pirate; favorable beliefs by one’s peers toward piracy
reinforce the perception of social pressure supporting piracy; and a greater perceived
ability to engage in piracy increases the intentions to engage in piracy. Therefore,
restating those justifications is not our focus.

In addition to the three aforementioned constructs, moral obligations has been
shown to be a significant predictor of intentions to pirate [28, 80, 86]. Such a
consideration of perceived moral obligations to affect intentions to engage in piracy
is consistent with the extent to which one perceives a criminal/deviant act to be
morally offensive and also create feelings of guilt [10, 73]. Consistent with Beck
and Ajzen [10], which is a parsimonious model for predicting actions with a moral
impact, we also include moral obligations as one of the constructs in our model. In
fact, we confine the current research to examining those constructs within the Beck
and Ajzen [10] TPB model. There has been some precedence in using the same model
for predicting intentions to engage in piracy, and the previous literature [17, 28, 75, 99,
100] has shown that the TPB is quite useful at predicting piracy intentions, is suitable
for decisions involving moral issues, and has better performance in comparison with
other models. Also, the Beck and Ajzen [10] TPB model presents itself as an ideal
starting point for answering our research questions. That is, the TPB is a straightfor-
ward model that can be enhanced to account for the malleability of morals as well as
nudging away from piracy intentions (i.e., hypothesizing and testing both mediating
and moderating effects). Although the model does not include a construct specific to
legal concerns (e.g., fear appeals, perceived sanctions), it does include measures that
address external consequences. We also considered including other explicit



940 HASHIM ET AL.

consequences in our study, however, our approach requires implicit justifications of
behavior, which we discuss in the next subsection.

Therefore, we begin our study with the Beck and Ajzen [10] TPB model and include
controls such as age, gender, and frequency of piracy that were not considered in the
original TPB model. We include these controls in our model because the prior work have
shown that older people pirate less than younger people [4, 48, 68, 71]; men typically
engage in piracy more than women [28, 71]; and the frequency that an individual has
engaged in past piracy has been shown to predict intentions to pirate in the future [28,
99]. As a result, to summarize the control variables, we expect that the intention to
engage in piracy is decreased for older individuals in comparison with younger indivi-
duals, men engage in piracy more than women, and those that have engaged in piracy
often in the past will have a higher intention to pirate in the future.

Given that pirates may consider piracy to be a victimless crime, our desire is to develop
an enhanced model to accommodate the moral aspects of piracy behavior under the
condition of piracy as victimless. Therefore, we next consider the primary focus of our
research and provide theoretical support for perceived moral obligations as a mediator in
the TPB. We draw upon theories of self-concept maintenance, neutralization, moral
disengagement, and cognitive dissonance, to build our support, which we discuss in the
following subsection.

Perceived Moral Obligations as a Mediator

In the Beck and Ajzen [10] TPB, the perceived moral obligations construct was
added to the model to measure feelings of guilt, principles, and moral wrongdoing
from engaging in a behavior. In the piracy context, Cronan and Al-Rafee [28] and
Yoon [99] hypothesized that moral obligations toward digital piracy will affect
intentions to engage in the behavior. That is, engaging in an immoral/illegal behavior
such as piracy would trigger feelings of guilt and moral wrongdoing. Therefore, we
include the following hypothesis in our model:

Hypothesis 1: Weaker perceived moral obligations toward piracy are positively
associated with intentions to engage in piracy.

Piracy has been shown to be viewed as immoral, and if not immoral, illegal. Yet, there
is a large population that continues to engage in piracy. Neutralization theory has been
proposed as a possible explanation to overcome any stigma associated with the immoral
act [64, 86]. Measures implemented by neutralization theory require the survey respon-
ders to be explicit about their justification. In piracy, however, such explicit provision of
rationale may not occur and often the justifications are implicit. Physiologically, it is
believed that when dealing with explicit justifications we utilize reflective processing,
whereas we utilize reflexive processing with implicit justifications [82]. Therefore,
when explicit justifications are imposed, the need to justify makes the choice primarily
driven by reflective processing to be different than when the choice is primarily driven
by reflexive processing. The resulting difference in choices has been noted for example
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in the wine-tasting context [70]. For this reason, we believe that it is important to model
the implicit justification in the piracy context as well. We discuss a few theories
applicable to implicit justifications of piracy in the following section.

In general, individuals have a positive view of themselves as: a) competent, b) moral,
and c) able to predict their behavior [7]. When engaging in piracy, which they may
construe as immoral and/or illegal, they seek to be consistent between their expectations
of being moral individuals and their reality of their pirating. According to cognitive
dissonance theory, individuals experience discomfort between these inconsistencies;
therefore, they seek to reduce their dissonance [35]. One way to do so is for individuals
to psychologically enable themselves by justifying their illegal behavior [64, 81] by
claiming that no harm is introduced by pirating. As noted earlier, pirates attribute the
crime to be victimless. The victimless crime notion can also be explained using self-
concept maintenance, which is a refinement of cognitive dissonance theory. This theory
allows individuals to maintain their self-concept when engaging in behaviors that test
their internal standards such as honesty, principles, and moral beliefs [6], by rationaliz-
ing their actions. The self-concept is still maintained if, as Mazar et al. [69] suggests, the
individuals engage in the behavior without confronting the real meaning of their action.
Confronting the real meaning is avoided yet the self-concept is maintained by making
morals malleable [69]. Also, individuals maintain their image and shift between accep-
table and unacceptable behaviors [76], consistent with the malleability of morals as
supported by self-concept maintenance [69]. Therefore, our consideration of the percep-
tion of piracy as a victimless crime is a likely cognition that makes morals malleable.

In the piracy context, it is noted that pirates repeatedly engage in such an activity.
Therefore, piracy actions can partly be explained by consistency theory [26, 38, 47],
which again does not require explicit justification. The theory states that an individual may
repeatedly engage in an action, even if morally objectionable, because of the desire to be
consistent with previous actions. If the individual does not act in a manner consistent with
their previous actions, the resulting inconsistency creates a state of dissonance for the
individual. The dissonance motivates the individual to then restore consistency of beha-
vior. That is, individuals may then justify their consistency of behavior by changing their
beliefs to align with their past behaviors [15, 36]. Arguments regarding consistency of
behavior align with our depiction of the malleability of morals when consistent with prior
piracy behavior. As such, we expect to observe the malleability of morals if the individual
had pirated earlier.” Accordingly, in the victimless context of piracy, we posit that moral
obligations are influenced by other salient constructs in TPB in a manner that may account
for its malleability. The following sections explain how other constructs from the TPB
influence morals and intentions to engage in piracy.

Constructs from the Theory of Planned Behavior

According to the TPB, an individual’s perceptions about the benefits of an action affect
the individual’s engagement in the behavior. In the piracy context, a pirate may perceive
many positive benefits, including procuring the focal information good for free,
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sampling the good without buying, and others [6, 68, 75]. Accordingly, favorable/
unfavorable attitudes about piracy are formed that account for the evaluation of the
outcomes of engaging in the behavior [1]. When the positive benefits of the behavior
increase, pirates face more pressure and temptation to engage in the action. The pressure
increases the need to rationalize the immoral behavior and thereby resolve the cognitive
dissonance. The rationalization is feasible as piracy is viewed as a victimless crime.
Therefore, if engaging in the behavior is deemed more favorable by the pirate, then the
pirate will allow his/her positive perceptions to influence moral beliefs.

Hypothesis 2: Favorable attitudes toward piracy are positively associated with
weaker perceived moral obligations.

Next, we consider the effect of subjective norms. In the TPB, this construct
captures the peer group’s acceptance of an individual’s actions [1]. In other words,
it corresponds to the individual’s perception of social pressure. Pirates believe that
“everybody else is doing it” [59]. As a result, the individual believes that his/her
peer group is approving of that behavior. The peer group’s approval influences
actions even when considering moral dilemmas [30, 92]. Furthermore, if “everybody
else is doing it,” the pirates may face social pressure to engage in piracy [28, 52, 94,
98]. As the social pressure to pirate increases, so does the need to make the morals
malleable and rationalize their actions. Doing so resolves the dissonance that is
created by engaging in the immoral behavior. Accordingly, moral beliefs become
weakened to justify conformance due to peer expectations about engaging in piracy.

Hypothesis 3: Favorable subjective norms toward piracy are positively asso-
ciated with weaker perceived moral obligations.

Following that, we consider the effect of perceived behavioral control. Behavioral
control corresponds to the ease or difficulty in performing the behavior, as well as the
control over engaging in the behavior [1]. When perceived behavioral control increases,
the cognitive load to engage in that action decreases. Also, when an individual’s
cognitive load increases, prior work has already shown that it decreases even the
intention to engage in dishonest action [93]. Conversely, the decrease in cognitive
load should increase their intention to engage in piracy. This behavior again leads to
an individual rationalizing his/her immoral behavior. The victimless perception only
further decreases the cognitive load to pursue the pirating action, which are also
consistent with Bandura et al. [9] and Detert et al. [33].

Hypothesis 4: Favorable perceived behavioral control regarding the ability to
engage in piracy is positively associated with weaker perceived moral obligations.

Mediation Effects

Finally, we propose the combined set of research hypotheses to complete our
mediated model. Hypotheses 1-4 provide the basis of the model. We combine
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those hypotheses with the existing predictions for each construct of the TPB affect-
ing intentions to engage in piracy (previously discussed at the beginning of the
section). We propose attitudes, subjective norms, and perceived behavioral control
each influence intentions to engage in piracy, but each of these relationships are
mediated by perceived moral obligations. More specifically, we previously argued
that favorable views for each of the TPB constructs toward piracy are positively
associated with weaker perceived moral obligations. Therefore, to complete the
mediation, weaker perceived moral obligations toward piracy are positively asso-
ciated with intentions to engage in piracy.

Hypothesis 5: The relationship between attitudes toward piracy and intentions
to engage in piracy is mediated by perceived moral obligations.

Hypothesis 6. The relationship between subjective norms toward piracy and
intentions to engage in piracy is mediated by perceived moral obligations.

Hypothesis 7: The relationship between perceived behavioral control regarding
the ability to engage in piracy and intentions to engage in piracy is mediated by
perceived moral obligations.

In summary, we believe that piracy might be viewed as having fewer negative
consequences (and, therefore, as facing weaker moral obligations) when the person’s
attitudes, subjective norms, and perceived behavioral control support (fail to oppose)
piracy. In other words, people who initially feel some moral compunction at pirating
a digital good might shift their perceptions of moral obligations to purchase,
especially after engaging in piracy and if attitudes, subjective norms, the perceived
ability to pirate, or all three are favorable toward piracy. Our proposed model
illustrating perceived moral obligations as a mediator is formalized in Figure 1.

Questionnaire Development

As highlighted earlier, one of the key contributions of our paper is the further
extension of the TPB model proposed by Beck and Ajzen [10] for dishonest and/or
illegal actions. Although their model included a measure of actual behavior, we did
not include that measure in our setup. The use of intention instead of the actual
measure of an illegal activity is consistent with the literature [17, 31, 43, 75]. Also,
intentions are used because of both practical constraints and because there is a strong
relation between intention and behavior in many domains [5, 56]. Furthermore,
engaging in digital piracy is an illegal activity, and even if we included the measure,
it is quite likely to be biased. Perhaps, subjects participating in the study may alter
their behavior in order to avoid being tracked while performing the illegal activity.
Additionally, evidence of actual illegal behavior may expose research participants to a
greater amount of risk than is necessary to perform our study. For the same reasons,
we also did not implement a longitudinal study to examine piracy over time, and are
unable to measure the causal relation between intention and actual behavior.
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Figure 1. Perceived Moral Obligations as a Mediator in our Refined Theory of Planned
Behavior.

The subjects were presented with two hypothetical scenarios in which they are
interested in acquiring a music album. One scenario describes an initial purchase of
the music album (i.e., the individual does not have a copy of the album), and the
other scenario describes a conversion purchase of the music album (i.e., the indivi-
dual already has a pirated copy of the album and is faced with a decision to purchase
the same). Given the desire to acquire the music album, we consider intentions that
range from purchase to pirate only (i.e., doing nothing is not an option we consider).
We chose to consider this range of intentions in particular because these are the key
actions that are important to copyright holders. We used multiple items to measure
each of the constructs in our scenarios. We based our measures on previously
validated scales and techniques. Peace et al. [75] as well as Yoon [99] had already
modified TPB-related items for the piracy context, and we followed their approach
to modify items for the music context.

We presented all subjects with both of the hypothetical scenarios as they symbo-
lize the stages of piracy in which real consumers may find themselves. Unlike the
prior literature, we not only used two scenarios, but we also presented the hypothe-
tical scenarios in a particular order. Specifically, subjects received a conversion
scenario first, followed by an initial purchase scenario second. The order of the
scenarios is critical for manipulating implicit justifications of piracy because the
order initiates the desire for consistency of behavior by priming the subject as having
already participated in piracy, as discussed in the prior subsection. Although
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presenting the scenarios in the reverse order would be comparable to the prior work,
it would not allow us to observe the malleability of morals. Therefore, our approach
for manipulating consistency of behavior differentiates our research in contrast to
prior piracy work.

We also carefully designed the study to control motivations to sample as well as
assumptions about pricing, by including instructions at the beginning of the survey
and within each scenario. The cost of the music album was described as being
affordable to the subject if they chose to purchase it, making the price relative to
each subject. We also indicated to subjects within each scenario that they did not
need to sample before making their purchase decision by stating they had already
enjoyed listening to the music album.

After responding to the intention questions for both scenarios, survey respondents
were then presented with measures from each construct in the TPB (including
perceptions of moral obligations). We concluded the survey by asking participants
for their gender, age, and frequency of engaging in piracy, as these are considered
essential demographic controls for an individual’s intention to purchase or pirate as
already discussed. All survey questions other than the subject’s gender and age were
presented as a Likert-type scale ranging between 1 and 7. Please see the Online
Appendix for a sample of the questionnaire.

We sampled undergraduate students at the University of Arizona. College
students as a target group are representative of the population that tends to
engage in digital piracy [44,48,60,68], and are prominent consumers of digital
music. Surveys were distributed electronically during fall semester with students
representing various concentrations across the management school (e.g., account-
ing, finance, information systems, marketing, economics, organizational behavior,
etc.). A small number of students from other academic areas such as engineering,
liberal arts, or science may also have been included. Subjects were made aware
that their responses to the survey would be recorded anonymously and confiden-
tially. Out of 249 surveys completed, 240 were retained. Nine surveys were
found after further review to be substantially incomplete, and therefore dropped
from the sample.

Analysis

In this section, we first present the implementation of our theoretical model,
followed by the analysis of the reliability of the data, and finally the PLS
analysis using WarpPLS 6.0. We configured WarpPLS to use a linear inner
model analysis algorithm and specified bootstrapping using 500 resamples for
calculating the standard errors.” We recognize that prior work [23,45,66,67]
have identified some potential concerns with the implementation of PLS in
certain contexts and have proposed guidelines for the use of PLS in theory
development research.* In our analysis, we followed those guidelines to ensure
the validity of our results.
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Measurement and Structural Model

All intention responses were scaled between 1 and 7, where 1 corresponded to a
lower intention to pirate, and 7 corresponded to a higher intention to pirate.
Regarding the measure for Frequency of Piracy, 1 corresponded to never and 7
corresponded to daily. Adjustments for reverse coding were made when neces-
sary to be consistent across measures, and those measures needing adjustment are
noted in the Online Appendix.

Multivariate tests for reliability and validity of our data and measures are described
below. Our examination of the measurement model provided evidence that all of the
constructs except subjective norms are measured with three or more highly-inter-
related items. The measure for subjective norms had two highly-related items, as the
third item did not correlate as highly with the other two items. We also excluded B4
from the analysis for the same reason.’

We conducted several multivariate tests to verify convergent validity, discri-
minant validity, and internal consistency in our measures before conducting our
PLS path analyses. Descriptive statistics are shown in Table 1 and provide the
mean, standard deviation, minimum, and maximum for each item in each

Table 1. Descriptive Statistics (n = 240)

Demographics Count Mean Std. Dev. Min Max
Male 142 - - - -
Female 97 - - - -
Gender Unknown 1 - - - -
Age 239 21.98 2.72 18 41
Frequency of Piracy 239 2.53 1.67 Never Daily
Construct Items Mean Std. Dev. Min Max
Attitudes A1l 3.52 1.17 1 7
A2 3.87 1.24 1 7
A3 3.65 1.25 1 7
A4 3.97 1.29 1 7
Subjective Norms N1 3.89 1.18 1 7
N2 4.59 1.61 1 7
Perceived Behavioral Control B1 5.08 1.68 1 7
B2 5.40 1.56 1 7
B3 4.31 1.68 1 7
Perceived Moral Obligations M1 4.26 1.74 1 7
M2 4.24 1.59 1 7
M3 3.84 1.67 1 7
Intentions 1 4.86 1.53 1 7
12 4.93 1.57 1 7
13 5.04 1.55 1 7
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construct. We then generated the results for the final set of analyses using
WarpPLS and present them in Tables 2 and 3. Table 2 provides normalized
unrotated loadings and promax oblique rotated cross-loadings for the reflective
constructs in our model. Loadings are higher on the theoretically assigned
constructs as shown by the bold-faced values, than the cross-loadings on the
other constructs. Furthermore, the items load on their respective constructs and
the p-values for the outer model loadings are significant (p < 0.001) and establish
convergent validity in our measures [39]. Although we present normalized
unrotated loadings and promax oblique rotated cross-loadings in Table 2, results
are consistent across unrotated and rotated approaches; as a result, those analyses
are omitted for brevity.

The bold-faced values in Table 3 represent the square root of the average
variance extracted (AVE). The AVE for each construct is much larger than any
correlation among the other constructs. This fact from Table 3, in addition to the
relative lack of cross-loading as shown by Table 2, provide sufficient evidence of
discriminant validity in a PLS analysis [39]. Furthermore, the composite relia-
bility (and Cronbach’s alpha) in Table 3 is higher than the recommended 0.70
threshold [23, 37], providing sufficient evidence of internal consistency of the
items. In summary, from these test results, our measures appear to be internally
consistent, and demonstrate convergent and discriminant reliability.

Table 2. Loadings and Cross-Loadings

Construct Items Attitudes Subjective Norms PBC PMO Piracy Intentions
Attitudes A1 0.617 0.008 -0.080 0.222 -0.098
A2 0.627 —-0.065 -0.102 -0.186 0.148
A3 0.611 —-0.026 0.049 0.268 -0.091
A4 0.619 0.076 0.123 -0.258 0.029
Subjective Norms N1 0.191 0.749 -0.042 -0.235 -0.002
N2 -0.219 0.662 0.048 0.269 0.003
PBC B1 -0.111 0.070 0.730 0.038 -0.050
B2 -0.075 —0.031 0.766 0.034 0.023
B3 0.346 —-0.065 0.649 -0.135 0.045
PMO M1 -0.067 0.000 0.029 0.607 0.044
M2 0.036 —0.004 0.000 0.598 0.056
M3 0.026 0.004 -0.025 0.622 -0.091
Intentions 1 -0.016 0.006 -0.007 0.015 0.999
12 0.016 0.014 -0.032 -0.006 0.642
13 0.000 —-0.021 0.040 -0.008 0.646

Note: Bold-faced numbers represent higher loadings on the theoretically assigned constructs than
the cross-loadings on the other constructs.
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Figure 2. Analysis of Perceived Moral Obligations as a Mediator in our Refined Theory of
Planned Behavior.
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Results

Our refined version of the TPB designates perceived moral obligations as a mediator
of influences of attitudes, subjective norms, and perceived behavioral control on
intentions. That is, if digital pirates are considering the moral standing of their
behavior, three guides for judging that behavior would seem to involve their
evaluation of the good (versus bad) nature of the behavior, the extent to which
important others would think well (or ill) of them, and their perceived ability to
engage in digital piracy.

Table 4 and Figure 2 provide evidence for the primary theoretical contribution of this
research. Perceived moral obligations significantly predict intentions to engage in piracy,
providing support for Hypothesis 1. Regarding the mediated paths, our results show strong
support for perceived moral obligations mediating influences of attitudes, subjective
norms, and perceived behavioral control on intention. The significant paths indicate that
morals are malleable and are influenced by other constructs, providing support for
Hypothesis 2, Hypothesis 3, and Hypothesis 4. Regarding the control variables, women
are significantly less likely to engage in piracy that men. Age does not seem to have an
effect, and the frequency of piracy has a marginally significant effect in influencing
intentions to engage in piracy.

We followed recommendations from the literature to evaluate the mediating effects
proposed in our model [58]. First, we utilized standard errors for path coefficients and
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conducted Sobel tests to assess the significance of the mediating effect of perceived moral
obligations for attitudes at 1 = 4.67, p < 0.01; subjective norms at t = 2.57, p < 0.01; and
perceived behavioral control at ¢ = 2.97, p < 0.01. As can be noted by the significant
mediation results just presented compared to the results presented in Table 4, the path
originating with attitudes is partially mediated through perceived moral obligations,
whereas the other two paths are fully mediated. We also evaluated indirect effects sizes,
and observed the indirect effect on intentions through perceived moral obligations for
attitudes (effect size of 0.214, p < 0.01), subjective norms (effect size of 0.062, p < 0.01),
and perceived behavioral control (effect size of 0.075, p < 0:01). As suggested by the
observed effect sizes, the statistically significant indirect effect for attitude on intentions is
considered between medium and large, whereas the statistically significant indirect effects
for subjective norms and perceived behavioral control on intentions are between small and
medium [24, 27]. Each of these results provides support for the set of mediating effects,
Hypotheses 5-7.

Furthermore, our model explained more than half of the variance measured for each
of the endogenous constructs. That is, perceived moral obligations has an R? = 0.57,
and intention has an R’ = 0.53. We also note that the explained variance is high, and
the standardized coefficients are of reasonably large magnitude and significant at p <
0.01. Also, many of the paths have coefficients >0.20, which has been argued to be of
potentially meaningful magnitude [23]. Overall, the results provide evidence that
individuals may be choosing to rationalize their victimless crime, thereby allowing
their morals to be influenced by other constructs from the TPB.

We also evaluated the model for predictive validity and Goodness of Fit (GoF). The
Stone-Geisser Q7 [95] for the endogenous constructs in the model is 0.566 for perceived
moral obligations and 0.535 for piracy intention. Both values are greater than zero,
indicating good predictive validity. Per Wetzels et al. [95], we calculated the geometric
mean of the average communality and R? values (i.e., Tenenhaus GoF), resulting in a
GoF of 0.686, which is well above the suggested cutoff of 0.36 for large effect sizes.
Both results indicate that our mediated model has good predictive validity and model fit.

Table 4. Summary of Hypothesis Tests

Hypothesis Path p Significance ~ Supported?
H1 PMO — Intentions 0.39 p < 0.01 yes

H2 Attitudes — PMO 0.54 p < 0.01 yes

H3 Subjective Norms — PMO 0.16 p < 0.01 yes

H4 PBC — PMO 0.19 p < 0.01 yes

- Attitudes — Intentions 0.30 p < 0.01 -

- Subjective Norms — Intentions 0.06 p=0.17 -

- PBC — Intentions 0.04 p =0.22 -

- Age — Intentions -0.04 p =0.22 -

- Gender — Intentions -0.10 p < 0.05 -

- Frequency — Intentions 0.07 p <0.10 -
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Tests for Potential Sources of Bias

We discuss three potential sources of bias in our results in the subsections that
follow. First, we address the potential for bias due to common method variance
(CMV) because our subjects completed the survey questions at one time. CMV may
be an issue because our measurement is at the individual level and, therefore, the
subject may bias their responses due to the common method being used. Second, we
discuss the use of manipulation checks to provide evidence of the appropriateness of
the approach taken to invoke consistency of behavior in our subjects. Finally, we
considered concerns about the cost of digital music. As with any human research
study, our sample consists of subjects of varying financial capacity. Therefore, we
designed cost controls into the survey instructions to purposely reduce the possibility
for misinterpretation,® and accordingly diminish the potential for bias in our results.

Common Method Variance

We reviewed the recommendations set forth by Bagozzi [8] as well as some more
recent work by Chin et al. [25], to assess the extent of common method variance
(CMV) in our study. First, we examined our correlation matrix shown in Table 2 in
order to identify highly correlated constructs, and we did not find evidence
suggesting significant CMV [74]. Second, we implemented the measured latent
marker variable (MLMV) approach, as described in Chin et al. [25]. We used
construct level corrections (CLC) for the MLMV approach, by including a con-
struct for formal sanctions (severity of punishment), as described and tested by
D’Arcy et al. [31] and Siponen et al. [86]. Overall, the potential for CMV to impact
the results in our study was shown to be minimal. The marker variable construct
correlated on average with the other latent constructs at less than » = 0.10,
providing an estimated impact from CMV at 1 percent. Coefficients for the
structural paths in the MLMYV model did not decrease by more than 0.02, reinfor-
cing the minimal impact of CMV in our study.

Manipulation Checks

We assessed the manipulation of consistency of behavior at the conclusion of the
study. After reading the scenarios, we asked the subjects their opinion about how
they felt in regard to having unauthorized copies of a music album. Regarding
hypothetical scenario 1 (i.e., the scenario that primed the subject as previously
engaged in piracy), 85.5 percent of subjects felt the scenario made them feel like
they had an unauthorized copy of a music album. Hypothetical scenario 2 (i.e., the
scenario was regarding a new purchase) followed with 77.1 percent of subjects
claiming the scenario did not make them feel like they had an unauthorized copy of
a music album. Therefore, we believe it is reasonable to expect that the imple-
mentation of a staged approach for the order of the scenarios was successful. That
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is, the order of the scenarios manipulated the belief that subjects were pirating in
the first scenario, and then not pirating in the second scenario. The order of the
scenarios primed the subjects with feelings to be consistent with—and therefore
justify—their prior behavior.

Overcoming the Malleability of Morals: Testing a Moderating Effect

Given the strong support for our extended TPB shown by the prior subsections (and
summarized by Table 4), we conducted a second study that introduces a moderating
effect to address the malleability of morals in the model. The following subsections
describe the second study, as well as any deviations from the extension of the TPB
described in the prior sections of the paper.

Nudging in the Piracy Context

As discussed, when pirates repeatedly engage in the behavior, a desire to remain
consistent with prior piracy influences the pirate’s actions. As a result, a key issue
then becomes understanding how to modify the behavior to move away from piracy.
To modify behavior, intellectual property (IP) holders and industry groups pursue
nudging to increase awareness of the effects of piracy such that the pirate converts to
purchase instead (that then continues over time).” Specifically, IP holders and
industry groups often pursue nudging to convey the benefits of purchasing a digital
good, and/or the potential detriments to the company and society from engaging in
piracy [13, 29]. The activities pursued by intellectual property holders can be
perceived as nudging and the nature of the message provided for nudging is in the
socially positive direction [57, 77]. In prior works in behavioral economics and
public policy, nudging has been shown to influence behavior in a socially positive
direction by modifying norms to be more pro-social [53, 54]. Furthermore, the role
of nudging in inhibiting piracy through education has been recommended by the
literature as a method for impacting the behavior [42, 46, 48, 71].

To test the effect of nudging potential pirates away from piracy, we introduced an
“Anti-Piracy Message” as a construct that moderates the role played by moral
obligations on intentions to engage in piracy. As already discussed, engaging in
piracy has a clear moral impact, especially when considering the external conse-
quences of engaging in the behavior. According to norm-activation theory [83], in
order to activate moral norms in the piracy context, the individual must be aware of
the consequences of their action and, accordingly, take responsibility for the impact
on others from engaging in the behavior. Therefore, increasing awareness of the
moral consequences of engaging in piracy will moderate the malleability of morals
discussed in the prior sections. Along a similar vein, Chen et al. [21] have shown
that as the moral intensity of piracy behavior increases, intentions to engage in
piracy decrease as a result. Also, ethics researchers have demonstrated the impor-
tance of awareness programs in raising the moral consideration within individuals of
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an organization [18, 88], providing additional justification for our approach and the
relationship between awareness and morals. Furthermore, effective nudging disrupts
the desire to be consistent with prior piracy behavior (“consistency” with prior
piracy already described in earlier sections of the paper).

The proposed moderator influences the impact of perceived moral obligations on
piracy intentions. Consistent with the literature, and both the practical and theoretical
support just discussed, we expect the “Anti-Piracy Message” to moderate the impact
of perceived moral obligations on digital piracy intention. Stated formally,

Hypothesis 8: The receipt of a morally-salient message will activate moral
obligations regarding engagement in piracy, moderating (decreasing) the posi-
tive relation between an individual’s weaker perceived moral obligations and
their intentions to engage in piracy.

Next, we describe the implementation of the moderator in the second study.

Implementation and Analysis of the Moderating Effect

We implemented the moderating effect using the same approach as before, but with
several specific changes to the questionnaire that account for the moderator and also
increase the saliency of piracy occurring in the scenario. First, we changed the
context of the hypothetical scenarios from music piracy to software piracy. The
rationale for the context change was to increase the perceived magnitude of the
piracy impact (i.e., software is generally much more expensive than music).®
Second, instead of “download an unauthorized copy,” we instead used “pirate your
own copy.” The wording change increases perceptions of piracy as a loaded term,
bringing attention to the piracy action as a negative behavior.” Third, for a random
subset of our sample, an antipiracy message from a fictitious company selling the
software was appended to each hypothetical scenario. By introducing the message,
we test the impact of management’s ability to nudge a digital pirate’s intentions
toward becoming a paying customer. The antipiracy (pro-purchase) message stated
the following: “Thank you for your interest in XYZ-Soft’s software. Your purchase
helps the overall software industry, benefits our employees, increases tax revenue,
and reduces job loss. Click here to purchase our software from an authorized
retailer.” Finally, instead of using multi-item dispositional measures to measure
intentions, we introduced a situational, single-item dependent measure of likelihood
of purchasing a software program instead. We did so because the situational depen-
dent variable is consistent with the timing of the situational “Anti-Piracy Message,”
whereas a dispositional measure of intention would not be consistent. Finally, we
omitted the frequency of piracy question in order to improve our chances of
receiving honest responses given the loaded wording (as well as the in-class version
of the survey described in the next subsection). None of these modifications affects
the theoretical meaning or interpretation of our extended TPB, and allow us to
provide a normative contribution to the literature. Furthermore, the changes made to
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the study are designed only to illustrate one approach to addressing the piracy
problem (recommended by Gopal and Sanders [42], Higgins et al. [48], and
Moores and Chang [71]), as many approaches are possible.

The second study was conducted at two large universities in the United States. We
used an on-line survey at the University of Arizona during spring and fall academic
semesters, and we used an in-class survey at Purdue University during spring and
summer academic semesters. Subjects from undergraduate IS classrooms were
recruited from both locations, prior instructor permission was obtained, voluntary
participation was requested but not required, and subjects were aware that their
responses to the survey would be recorded anonymously and confidentially. We
obtained 70 usable responses from the former university, and 98 usable responses
from the latter university, for a total of 168 observations.

Measurement and Structural Model

Similar to the first study, we conducted several multivariate tests to verify conver-
gent validity, discriminant validity, and internal consistency in our measures for the
second study. Descriptive statistics are shown in Table 5 and provide the mean,

Table 5 Descriptive Statistics for the Moderating Effect Study (n = 168)

Demographics Count Mean Std. Dev. Min Max
Male 107 - - - -
Female 60 - - - -
Gender Unknown 1 - - - -
Age 166 21.95 2.86 18 39
Anti-Piracy Message 81 - - - -
Construct Items Mean Std. Dev. Min Max
Attitudes A1l 3.30 1.30 1 7
A2 3.63 1.29 1 7
A3 3.42 1.42 1 7
A4 3.86 1.52 1 7
Subjective Norms N1 3.74 1.33 1 6
N2 4.39 1.75 1 7
Perceived Behavioral Control B1 4.95 1.72 1 7
B2 5.48 1.53 1 7
B3 4.63 1.56 1 7
Perceived Moral Obligations M1 3.76 1.88 1 7
M2 3.59 1.63 1 7
M3 3.28 1.59 1 7
Intentions 1 3.83 1.84 1 7
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Table 6. Loadings and Cross-Loadings for the Moderating Effect Study

Construct Items  Attitudes Subjective Norms PBC PMO
Attitudes A1 0.687 -0.206 0.084 0.174
A2 0.660 0.230 -0.022 0.004
A3 0.693 -0.136 -0.027 0.054
A4 0.694 0.135 -0.038 -0.223
Subjective Norms N1 0.061 0.683 0.167 0.011
N2 —-0.051 0.737 -0.141 -0.009
PBC B1 -0.036 0.018 0.869 0.034
B2 —-0.098 0.111 0.825 0.077
B3 0.162 -0.155 0.791 -0.134
PMO M1 0.098 0.110 -0.056 0.648
M2 -0.092 0.009 —-0.001 0.688
M3 0.021 -0.086 0.041 0.696

Note: Bold-face numbers represent higher loadings on the theoretically assigned constructs than the
cross-loadings on the other constructs.

Table 7. Reliability and Interconstruct Correlations for the Moderating Effect Study

Composite  Cronbach’s Subjective
Construct Reliability Alpha Attitudes Norms  PBC PMO
Attitudes 0.895 0.843 0.825
Subjective Norms 0.901 0.780 0.537 0.906
PBC 0.889 0.811 0.334 0.353 0.854
PMO 0.931 0.890 0.676 0.573 0.204 0.905

Note: Bold-face items are the square root of the average variance extracted.

standard deviation, minimum, and maximum for each item in each construct. Table 6
provides normalized unrotated loadings and promax oblique rotated cross-loadings
for the reflective constructs in our model. Consistent with the first study, loadings
are higher on the theoretically assigned constructs as shown by the bold-faced
values, than the cross-loadings on the other constructs. The items load only on
their respective constructs and the p-values for the outer model loadings are sig-
nificant (p < 0.001), establishing convergent validity in our measures.
Furthermore, the bold-faced values in Table 7 represent the square root of the
average variance extracted (AVE) for each construct. The AVE is much larger than
any correlation among the other constructs. As a result of this fact from Table 7, and
in addition to the relative lack of cross-loading as shown by Table 6, sufficient
evidence of discriminant validity has been provided. The high composite reliability
(and Cronbach’s alpha) in Table 7 provide sufficient evidence of internal consistency
of the items. In summary, our measures appear to be internally consistent,
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Table 8. Summary of Hypothesis Tests for the Moderating Effect Study

Hypothesis Path B Significance Supported?

HA1 PMO — Intentions 042 p<0.01 yes

H2 Attitudes — PMO 054 p<0.01 yes

H3 Subjective Norms — PMO 032 p<0.01 yes

H4 PBC — PMO -0.09 p<0.10 no (sign)

H8 Anti-Piracy Message x PMO — -0.21 p < 0.01 yes
Intentions

- Attitudes — Intentions 005 p=0.31 -

- Subjective Norms — Intentions 0.05 p=0.30 -

- PBC — Intentions 009 p=0.13 -

- Anti-Piracy Message — Intentions 0.03 p=0.31 -

- Age — Intentions -0.16 p <0.01 -

- Gender — Intentions -0.02 p=0.39 -

demonstrate convergent and discriminant reliability, and are consistent with the
results presented by our first study.

Results

Similar to the results described for the first study, all hypotheses for the previously
hypothesized mediated paths are supported except for the path from perceived
behavioral control to intention as illustrated by Table 8. The second study, therefore,
provides further evidence for the primary theoretical contribution of this research.
Regarding the moderating effect, Table 8 shows a negative and significant moderat-
ing effect of the antipiracy message on the impact of perceived moral obligations on
purchase intention. The result supports Hypothesis 8. Also, when the moderating
effect is included the AR’ is 0.04. Therefore, we find the moderating effect size is
0.06 using Cohen’s £, which is between a small and medium effect size (i.c., greater
than 0.02 but still less than 0.15 [24, 27])."°

The moderated model explained more than half of the variance measured for per-
ceived moral obligations (R =0.53), and R = 0.37 for intention. Again, we note that the
explained variance in the model is high, and the standardized coefficients for the
hypothesized paths (with the exception of PBC) are of reasonably large magnitude
with path coefficients >0.20, and statistical significance at p < 0.01. Overall, the results
from the moderated model support the results presented earlier, and provide evidence of
a significant moderating effect. We do note that although the sign flipped for the path
from PBC to PMO in comparison to what we predicted, the magnitude of the coefficient
is quite small and could have arisen from the change of context (i.c., software instead of
music). For example, downloading and playing music files (e.g., .MP3), is much simpler
in contrast to the difficulty in terms of download time and knowledge of computer
software, such as copying and installing a software package. Furthermore, specialized
and simple to use music sharing applications may also drive the simplicity (e.g.,
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BearShare, KaZaa, LimeWire, Napster, among others), in comparison to more general
software applications used for piracy such as uTorrent. Regardless of the source of the
change, the meaning of the moderating effect and the model’s overall consistency with
the first study is unchanged.

As before, we also evaluated the model for predictive validity and Goodness of
Fit (GoF). The Stone-Geisser Q° for the endogenous constructs in the model is
0.525 for perceived moral obligations and 0.367 for piracy intention. Both values
are greater than zero, indicating good predictive validity. Per Wetzels et al. [95],
we calculated the geometric mean of the average communality and R’ values,
resulting in a GoF of 0.623, which is well above the suggested cutoff of 0.36 for
large effect sizes. Both results indicate that our moderated extension of the
mediated model has good predictive validity and model fit.

Discussion and Conclusion

Digital piracy is a growing and serious problem that affects individuals, businesses,
and governmental entities. Our study is motivated by a real-world setting and
provides a positivist contribution to the literature regarding why pirates perceive
their actions as victimless crimes. Our research also allows for greater understanding
of the underlying purchase or pirate decision by extending existing theory.

We empirically reinforced our theoretical assertion that perceived moral obligations may
be influenced by attitudes, subjective norms, and perceived behavioral control, by includ-
ing perceived moral obligations as a mediator in our model. Regarding mediation effects,
we found empirical support for indirect effects of attitudes, subjective norms, and
perceived behavioral control through perceived moral obligations. We believe that the
mediation effect of perceptions of moral obligations results from motives to justify past
unethical behavior by considering past piracy. Accordingly, our demonstrated malleability
of morals may be an important path through which individuals are able to continue past
behaviors. Therefore, it is important for managerial decision-makers to be aware of the
need to disrupt rationalizations to remain consistent with prior piracy behavior.

In addition to our theoretical extension to the TPB, we also provide a normative
contribution by the inclusion of a morally-salient antipiracy message as a moderator
of perceived moral obligations on intention. The introduction of exogenous manip-
ulation such as the anti-piracy message can be used to enhance current forms of
educational communication as a piracy mitigation strategy. As such, our research
contributes to mitigation strategies by countering the threat of piracy by potential
consumers. Furthermore, although we focused on an antipiracy educational message
in our study, a message may be adjusted to specific consumer characteristics,
associated awareness, and educational needs as necessary.
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Practical Implications

Our study offers several practical implications that may be implemented by managerial
decision-makers to address the victimless view toward piracy. First, it may be possible to
disrupt the malleability of morals by not allowing consumers to rationalize their
behavior through disruption of repeated behaviors. Perhaps one method is to make
past purchase behavior salient to the consumer, instead of allowing the pirate to focus on
their past piracy. Doing so may allow a digital goods producer to break a pattern driven
by consistency of bad behavior, thereby increasing the saliency of good behavior.
Second, our moderated model has shown that a morally-salient antipiracy message
may be used to increase the effect of moral obligations on intention to purchase. A
simple antipiracy message can be quickly disseminated through social networking, peer-
to-peer networks, online discussion forums, and opinion pieces and interviews. In
addition to the significant results presented in our study, we have also observed
anecdotal positive results in practice, as shown by firms such as 2D Boy. They have
used simple, yet seemingly effective antipiracy messaging on their blog to increase sales
of their highly-pirated software program [16].

Limitations and Future Research

Our research is not without limitations. First, we used reported intentions to engage in
piracy instead of measuring actual behavior. However, prior related studies have found
reported intentions to be reliable predictors of actual behavior. Also, reported inten-
tions are a preferred design choice for our study due to the illegality of piracy in the
United States, and our desire to limit subjects’ exposure to risk from engaging in
illegal activities. We also limited our research to digital music for the first study and
software for the second study, but did not consider digital video or other information
goods. We believe our choice of context for the first study was appropriate for our
population, and is also representative of a multibillion dollar music industry. Although
we cannot make the claim that the results from our study would be generalizable to
such contexts as enterprise software and corporate piracy, we are confident that our
behavioral model will carry over to other perceived victimless piracy contexts.
Lastly, although our focus was primarily on the mediating effect of moral obligations
due to piracy being perceived as victimless, future research could address additional
interventions to counter the victimless perception. Such an approach could potentially
intervene in a purchase decision, especially given the evidence provided by our second
study. Therefore, a strategy of communicating to customers about the negative effects of
piracy may be useful, especially if past piracy is salient to the consumer. Future research
could also expand our enhanced model to explore the illegality of piracy by capturing
additional types of legal concerns beyond those addressed by moral concerns. Also, the
dissonance approach of communicating with a consumer that they purchased a previous
product to encourage them to purchase a future product has yet to have been explored.
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Future digital piracy research should consider accounting for consistency of behavior
across time (or other motives to rationalize past unethical behavior).

Supplemental Material

Supplemental data for this article can be accessed on the publisher’s website.

NOTES

1. Please see the Online Appendix for details regarding our questionnaire.

2. We implement a unique procedure using hypothetical scenarios in a questionnaire (see
the Questionnaire Development Section for details) to manipulate consistency of behavior.

3. We used SmartPLS 2.0.M3 [79] to conduct construct level corrections to assess the
potential impact of common method variance.

4. The literature suggests all PLS analyses should include clear reporting of the statistical
analyses conducted, implement a proper use of indicators (i.e., formative vs. reflective), avoid
“rule-of-thumb” small sample sizes, ensure and test for proper data quality (e.g., reliability and
validity), and report predictive relevance, among others.

5. Cross-loading of items with other constructs was never observed with N3 and/or B4
included.

6. See the Online Appendix for details.

7. There are potentially two types of effects that may occur: 1) inhibition of new pirated
goods, and 2) conversion of existing pirated goods to non-pirated goods. We intentionally do
not make a distinction between these two effects.

8. We captured perceptions of cost (based upon Peace et al. [75]) and compared responses
between the studies to assess financial impact. Participants reported that the music context was
significantly lower in cost in comparison to the software context (two sample s-test with
unequal variances for music vs. software; means of 4.99 vs. 5.64; t = -6.32; p < 0.001).
Therefore, we are confident that the participants viewed the software context as having a
higher financial impact, and thus higher piracy saliency.

9. We note here that the interpretation of a “loaded” term such as piracy is individually
interpreted. That is, some may view piracy as an acceptable activity, whereas others may
associate it with an illegal activity.

10. Cohen’s f* = [R? (interaction model) - R? (main effects model)] / [1 - R? (interaction
model)]: £ = (0.36 - 0.32) / (1 - 0.36).
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