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Privacy has been an enduring concern associated with commercial information technology (IT) applications,
in particular regarding the issue of personalization.  IT-enabled personalization, while potentially making the
user computing experience more gratifying, often relies heavily on the user’s personal information to deliver
individualized services, which raises the user’s privacy concerns.  We term the tension between personalization
and privacy, which follows from marketers exploiting consumers’ data to offer personalized product infor-
mation, the personalization–privacy paradox.  To better understand this paradox, we build on the theoretical
lenses of uses and gratification theory and information boundary theory to conceptualize the extent to which
privacy impacts the process and content gratifications derived from personalization, and how an IT solution
can be designed to alleviate privacy concerns.

1

Set in the context of personalized advertising applications for smartphones, we propose and prototype an IT
solution, referred to as a personalized, privacy-safe application, that retains users’ information locally on their
smartphones while still providing them with personalized product messages.  We validated this solution through
a field experiment by benchmarking it against two more conventional applications:  a base non-personalized
application that broadcasts non-personalized product information to users, and a personalized, non-privacy
safe application that transmits user information to a central marketer’s server.  The results show that (com-

1Al Hevner was the accepting senior editor for this paper.  Samir Chatterjee served as the associate editor.  Chee Wei Phang was the corresponding author.

The personalized, privacy-safe technique described in the paper is protected by EU and USA patent (PCT/EP2011/004190).
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pared to the non-personalized application), while personalized, privacy-safe or not  increased application
usage (reflecting process gratification), it was only when it was privacy-safe that users saved product messages
(reflecting content gratification) more frequently.  Follow-up surveys corroborated these nuanced findings and
further revealed the users’ psychological states, which  explained our field experiment results.  We found that
saving advertisements for content gratification led to a perceived intrusion of information boundary that made
users reluctant to do so.  Overall our proposed IT solution, which delivers a personalized service but avoids
transmitting users’ personal information to third parties, reduces users’ perceptions that their information
boundaries are being intruded upon, thus mitigating the personalization–privacy paradox and increasing both
process and content gratification.

Keywords:  Personalization–privacy paradox, mobile advertising applications, uses and gratification,
information boundary theory

Introduction

Although privacy often has been said to mean “the
right to be left alone”….Consumers live in a world
where information about their purchasing behavior,
online browsing habits…is collected, analyzed, com-
bined, used, and shared, often instantaneously and
invisibly.  (Federal Trade Commission 2010, p. 1)

A December 2010 Federal Trade Commission (FTC) report
highlighted a pertinent and ongoing issue confronting the
information technology (IT) industry:  the personaliza-
tion–privacy paradox,  the tension between how the devel-
opers and marketers of IT applications exploit users’ informa-
tion to offer them personalized services, and those users’
growing concerns about the privacy of that information,
which can restrain their use of such applications (Angst and
Agarwal 2009; Dhar and Varshney 2011). Information
privacy refers to users’ rights “to keep information about
themselves from being disclosed to others [marketers and
other unknown people]” (Rognehaugh 1999, p. 125).

The personalization–privacy paradox can be prominently
observed in the mobile application industry, especially since
the emergence of smartphones2 such as the iPhone (Kavassalis
et al. 2003; Lee and Benbasat 2003; Watson et al. 2002).  In
addition to possessing typical mobile phone characteristics
(being closely tied to their specific user, going where they
go), the latest generations of smartphones are equipped with
significantly improved processing capacity that approximates
to that of a personal computer, and are therefore excellent
tools via which marketers (i.e., merchants and advertising
companies) can use mobile applications (widely known as

“apps”) to gather information about phone users, and then
offer them personalized information and individually tailored
services based on that information (Peppers and Rogers 1997;
Stewart and Pavlou 2002; Xu et al. 2008).  So it is not sur-
prising that, despite their enhanced personalization features,
these mobile applications have raised widespread concerns
among users about the privacy of their personal information.
A 2010 global survey by Accenture found that more than half
of the 1,000 respondents (from more than 10 countries) sur-
veyed were worried that smartphone-enabled mobile applica-
tions would erode their information privacy,3 a concern
reflected in a remark by Eswar Priyadarshan, the chief tech-
nology officer at Quattro Wireless:4  “[Smartphone is] poten-
tially a portable, personal spy.”  The recent news that iPhones
and Android phones secretly track user information (Angwin
and Valentino-DeVries 2011), and that half of all iPhone
applications are capable of doing so (Hutchinson 2011),
further confirms users’ worries, and pressure has been
mounting on mobile application developers to address infor-
mation privacy issues in their application designs (Haselton
2012; Tode 2012).

However, addressing the information privacy issue is tricky,
since phone personalization—a capability that users value—
often involves the explicit utilization of information about
them, which is at the root of their information privacy con-
cerns, and about which the existing literature has offered con-
flicting views.  While opinion polls, surveys, and experiments

2Ever since Apple introduced the iPhone in 2007, comparable smartphone
products have fast become the norm for individual ownership, so that the
smartphone user base is predicted to exceed USD 1.32 billion (Gartner 2009).

3Source:  “Use of Smartphones by Bargain-Hunting Consumers is Changing
the Customer-Retailer Relationship, Accenture Survey Finds,” Accenture,
December 6, 2012 (http://newsroom.accenture.com/article_display.cfm?
article_id=5109; accessed May 5, 2011).

4Quattro Wireless was a mobile advertising agency that placed advertising for
clients such as Sony on mobile sites (Clifford 2009).  The company was
acquired by Apple in January 2010 but was subsequently closed in favor of
Apple’s own iAd advertising platform.
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have repeatedly indicated privacy to be of the utmost concern
to users (Culnan and Milne 2001; Fox 2000; Phelps et al.
2000), research has also suggested the impact of such con-
cerns may be limited, in that people may be willing to forgo
privacy in return for the advantages they enjoy from persona-
lization (Hann et al. 2002).  In addition, the measures cur-
rently proposed to address information privacy issues have
not yet yielded satisfactory results.  One such stream attempts
to design security solutions, such as anonymizing techniques
(e.g., Bulander et al. 2005; Gedik and Liu 2008) and peer-to-
peer user agents (e.g., Brar and Kay 2004)—to ensure the
transmission of user information over communication net-
works is properly handled, but these measures may appear
strange or overly sophisticated to general computer users, so
they are unwilling to adopt them, or unable to utilize them
effectively (Jensen et al. 2005).  Another group of measures
provides written assurance regarding information collection
and use, such as privacy policy statements (e.g., Andrade et
al. 2002; Bargh et al. 2003; Xu et al. 2005; Youssef et al.
2005), but given the typical length and complexity of these
assurances, these solutions have again been criticized as
imposing unrealistic cognitive burdens on consumers, so that
only very few of them consult such privacy policies (Jensen
et al. 2005).5  This discussion highlights the need for a better
theoretical understanding about the personalization–privacy
paradox, and the establishment of alternative measures to alle-
viate users’ information privacy concerns effectively, while
still allowing them to enjoy the benefits of personalization.

To understand this paradox better, we build on uses and
gratifications theory (UGT) (McGuire 1974; Rubin 1985) and
information boundary theory (IBT) (Petronio 1991).  We
anchor our considerations in UGT to underscore the need to
consider two distinct types of gratification—process and
content—that users derive from using a medium:  the former
relates to their enjoyment of the act of using the medium,
while the latter reflects the pleasure they gain from using the
content the medium offers (Lee 2001; Stafford et al. 2004).
UGT suggests these types of gratification may be mediated by
such social and psychological factors as users’ desires and
concerns, hence mediating how consumers’ desires for per-
sonalization and concerns about information privacy influence
their different gratifications.  To specifically theorize about
such relationships, we employ IBT to argue that individuals
form informational spaces around themselves, which have
defined boundaries (Petronio 1991; Stanton and Stam 2003),
and attempts by external parties (e.g., marketers) to cross
those boundaries may disturb them, making them feel anxious

or uncomfortable (Solove 2006).  We argue that personali-
zation benefits will lead users to experience greater process
gratification, but not greater content gratification, as the per-
ceptions of information boundary penetration involved in the
latter will raise significant privacy concerns.

Leading on from this argument, we propose and design an IT
solution in a context which exemplifies the paradox:  person-
alized mobile advertising applications.6  The solution, which
we refer to as personalized, privacy-safe application, stores
and processes information locally (i.e., within a user’s smart-
phone) but does not transmit it to the marketer, so that
personalized product information (adverts) can be delivered
to without compromising the privacy of personal information.
We demonstrate empirically that such an IT solution can
promote psychological comfort in users since their infor-
mation boundaries are not violated, thus both enhancing the
process gratification they can gain from mobile phone appli-
cations, and allowing them to enjoy the associated content
gratification.  We pilot-tested and then validated our proposed
IT solution via a field experiment in which actual users
received real advertising messages provided in collaboration
with an advertising agency via the application.  The experi-
ment benchmarked our personalized, privacy-safe application
against both a base mobile application (referred to as non-
personalized application) that broadcast product information
to users, and a personalized application (a personalized, non-
privacy safe application) that transmitted user information to
a central server (i.e., marketer) which then used it to deliver
personalized adverts.  We then conducted follow-up surveys
that revealed users’ privacy perceptions and psychological
states that explained our field experiment observations.

The rest of the paper is organized thus:  the next section
reviews the prior studies on the personalization–privacy
paradox.  The subsequent section introduces the UGT and
IBT.  The following sections develop our hypotheses, docu-
ment our field experiment, and report our hypothesis testing. 
We then present the post-experiment investigations that reveal
more details about users’ psychological states that explain our
field experiment results more fully.  The pentultimate section
discusses our findings and draws some implications.  Finally,
we present our conclusions.

5Jensen et al.’s study found that only 26 percent of users read privacy policies
during a laboratory experiment, and the readership in real situations is
believed to be far lower.

6A mobile application is a software application that is developed to run on a
mobile phone.  The application is typically downloaded in a mobile applica-
tion store (e.g., Apple App Store).  Mobile applications can serve many
purposes such as social networking, location-based social marketing, and
provision of information (e.g., news and weather forecast).  A mobile adver-
tising application is a specific type of mobile application that delivers
advertisement information to users (e.g., adverts of a fashion brand, adverts
from a particular store).
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Prior Studies

The several prior studies which have examined the personali-
zation–privacy paradox serve as the research foundation for
this study.  Table 1 summarizes the key extant studies and
how they relate to our research.  Our review highlights two
issues.  First, the theoretical interpretation of consumers’
responses to information personalization and privacy issues is
not entirely clear.  As Table 1 shows, while most previous
studies clearly highlight privacy as a pertinent issue that can
prevent consumers from using and enjoying personalized
applications, some studies argue otherwise.  Thus, for
instance, although Awad and Krishnan (2006) build on
utilization maximization theory to argue that, while privacy
may not significantly influence individuals’ attitudes toward
personalized services, consumers’ concerns remain detri-
mental to their responses to personalized advertising.  Xu et
al.’s (2011) laboratory simulation (where subjects responded
to given privacy scenarios but without interacting with real
applications) found personalization could, to an extent, over-
ride subjects’ privacy concerns.  These inconsistent findings
also confirm the need for more theory-grounded investiga-
tions to gain deeper understandings into how much privacy
anxieties impact people’s acceptance and enjoyment of per-
sonalized applications.  Table 1 shows that most prior studies
in this research area, with the exception of Awad and
Krishnan who adopted the utility maximization theory, lack
comprehensive theoretical foundations.  While acknowl-
edging the weakness of this theory (in that consumers do not
compute exact cost–benefit analyses for each information
exchange), they argue for the theory’s appropriateness for
their study as consumers do weigh the tradeoff involved (in
this case, between a personalized offering and information
privacy).  Our study goes beyond examining this tradeoff to
address specifically the personalization–privacy paradox
through a validated IT solution.  As noted above, this involves
the adoption of two theories, UGT and IBT, the former
yielding a more refined consideration of the enjoyment people
derive from personalization, and the latter offering a comple-
mentary understanding of the limits on how privacy may
impact the different gratifications derived.

Second, extant studies typically restrict their empirical
research methodologies to surveys and controlled laboratory
experiments, so that it is unclear whether their findings would
be robust in actual commercial contexts.  Previous research
has cautioned that there could be significant differences bet-
ween individuals’ perceptual responses and their actual
behaviors (Hui et al. 2007; Jensen et al. 2005; Norberg et al.
2007).  For instance, Norberg et al. (2007) show that indi-
viduals’ perceptions of trust may have no significant impact
on their actual behaviors in terms of disclosing their personal

information, so research needs to assess user responses to per-
sonalized applications more realistically, in actual commercial
contexts.  Our study proposes and designs a technological
solution that satisfies users’ desires for personalization but
also alleviates their information privacy concerns, and then
validates this solution via a multimethod approach.  Speci-
fically, we conducted a field experiment that provided users
with our self-designed applications to assess their response in
the actual commercial context, and corroborated our findings
through surveys to gain more robust understandings that in-
corporate both the perceptual beliefs and the actual behaviors
of users.

Theoretical Foundations

Uses and Gratifications Theory (UGT)

UGT originates from research on the use and impact of com-
munication media (Klapper 1963; Lin 1999; McGuire 1974;
Rubin 1985), and is often applied by scholars to understand
why individuals become involved in particular types of media
and what gratifications they receive from that involvement
(Ruggiero 2000).  Prior UGT research has suggested that con-
sumers use a medium either for the experience of the process
itself (e.g., playing with the technology), or for the content
(information, etc.) it delivers (Stafford et al. 2004), and these
two broad dimensions are categorized as process gratification
and content gratification (Cutler and Danowski 1980; Stafford
and Stafford 1996; Swanson 1992).  “Content gratification
includes use of the messages carried by the medium, and pro-
cess gratification relates to enjoyment of the act of using the
medium, as opposed to interest in its content” (Stafford and
Stafford 2001, p. 96).  Stafford et al. (2004) also note that the
distinctions between process and content gratifications should
be defined in context, with operational definitions and
resulting measures that are specific to the medium.

In the context of visiting websites, Stafford and Stafford
(2001, p. 97) illustrated that “aimless surfing is an apt Internet
characterization of process gratification.”  Relating to our
context of a pull-based mobile personalized application, when
people enjoy the process of navigating a technology (e.g., a
mobile application), they are more likely to use it, even when
they have no clear interest in any particular content provided
by the technology:  in the web context, this corresponds to
aimless surfing (Stafford and Stafford 2001).  The argument
is also consistent with previous literature on technology
acceptance, which shows that peoples’ enjoyment of a tech-
nology can lead to them using it more often, as measured by
the number of times users log into a system (Venkatesh et al.
2002), the number of times they engage in a technology ses-
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Table 1.  Summary of Prior Work on the Personalization–Privacy Paradox and Comparison with Our
Paper

Authors

(Year) Focus Theory Methodology

System

Developed Findings

Awad and

Krishnan

(2006)

Information transparency on

collected personal data and

consumer attitude regarding

online profiling.

Utility

maximization

theory

Survey

(400 online

consumers)

None In the case of personalized services, where the

benefits are more apparent to consumers,

previous privacy invasions are not significant, as

the potential benefit of the service outweighs the

potential risk of a privacy invasion.

In the case of personalized advertising, where the

benefit is less apparent and the risk is more

apparent, previous privacy invasion is significant.

Consumers who value information transparency

are less likely to participate in personalized

services and advertising.

Norberg et

al. (2007)

Investigated the effects of risk

and trust perceptions on

personal information

disclosure.

— Exploratory study

(Survey and

interview

involving 23

students)

None Risk perception has a significant negative impact

on individuals’ stated intentions to disclose

personal information.

Trust perception has no significant impact on

individuals’ actual personal information disclosure.

Sheng et al.

(2008)

Impact of personalization and

privacy concerns in an

ubiquitous environment.

— Scenario-based

survey (100

students)

None Privacy concerns have a negative impact on

intention to adopt personalized services.

There is no significant relationship between

privacy concerns and intention to adopt non-

personalized services.

The results also provide evidence for the

personalization-privacy paradox, that is,

personalization triggers privacy concerns, which

can, in turn, influence users’ intention to adopt u-

commerce applications.

Treiblmaier

and Pollach

(2007)

Probes users’ perspectives on

benefit and cost of

personalization.

— Interview (25

experts in

personalized

communication)

Survey (405

online

consumers)

None Users’ general attitudes toward personal data

(i.e., their perceived level of risk associated with

data disclosure) determines their perceptions of

personalized marketing communication.

The finding that users expect personalization to

lead to an increase in unsolicited commercial

messages suggests that personalization may

have varying consequences, depending on how

responsibly companies use the data they collect.

Utz and

Kramer

(2009)

Investigated whether users of

a social network are benefitting

from the ability to set different

privacy levels.

— Multiple surveys

(217 online user,

70 students,  147

students)

None The vast majority of users had changed the

default privacy settings into more restrictive

settings.

Xu et al.

(2011)

Investigated the dynamics of

the personalization–privacy

paradox when dealing with the

disclosure of personal informa-

tion in the location-awareness

marketing context.

— Laboratory

Experiment (545

undergraduate

and graduate

students)

Scenario-based

simulation

Personalization could somehow override privacy

concerns for both covert-based and overt-based

location-aware marketing.

Consumers are more likely to regard location-

aware marketing as valuable if advertising

messages are perceived to be relevant and

customized to their context.

This study Argues that consumer

response to personalization–

privacy paradox could vary

depending on whether he/she

is engaging in process or

content gratifications.

Addresses the personaliza-

tion–privacy paradox through a

validated technological

solution.

Uses and

gratifications

theory and

information

boundary

theory

Field experiment

(691 actual

mobile phone

users) and post-

experiment

surveys

3 mobile applica-

tions developed (1

proposed applica-

tion solution and 2

bench-marking

applications)

Personalization benefits are expected to lead to

higher process gratifications, but not content

gratifications, due to perceptions about the latter’s

penetration of information boundaries which raise

significant privacy concern.

Users of personalized, privacy-safe application

not only engaged in higher application usage

behavior (process gratification), but also saved

adverts more frequently (content gratification)

than those whose applications lacked this privacy-

safe feature.
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sion (Heerink et al. 2008), and their frequency of access (Yi
and Hwang 2003).  Leading from these, an appropriate proxy
measurement for process gratification would be the frequency
of launching the application.  Such a choice of measurement,
the individual’s capacity and freedom to initiate/discontinue
use of a medium, is also of great interest in practice.  Despite
intensive media competition, the act of running an application
is a good indication of the user’s affinity with the medium
(Rubin 1993).7

Stafford and Stafford (2001) also note in the context of
visiting websites that

bookmarking a site might be more representative of
motivations arising from content gratifications.
When a user finds a site compelling enough to mark
the return passage for a later visit, this is likely indi-
cative of strong content interest (p. 97).

In relation to the context of a mobile application, when a user
is interested in the content (advert) transmitted by a mobile
personalized advertising application (i.e., content gratifi-
cation), they are more likely to save it so it can be retrieved
later, the equivalent of bookmarking a website in the web-
surfing context.  Thus, we measure content gratification in
terms of the frequency of saving adverts.

Studies applying UGT have mainly treated process and con-
tent gratifications as antecedents of media selection, use, and
addiction (e.g., Song et al. 2004; Stafford et al. 2004; Zeng
2011), but questions of what might promote or prevent people
from obtaining process and content gratifications (i.e., the
social and psychological factors highlighted in UGT) are
given little attention.  To gain a better understanding about
these factors, which affect the process and content gratifi-
cations users may derive from mobile personalized adver-
tising applications, given the personalization-privacy paradox,
we consult IBT.

Information Boundary Theory (IBT)

IBT was formulated to explain the psychological processes
individuals use to try to control the outflows of private and
valued information to other parties (in our case, marketers)
(Stanton 2003; Stanton and Stam 2003).  The theory suggests
that consumers form physical or virtual informational spaces

around themselves which have defined boundaries, and that
these boundaries play pivotal roles in their willingness to
disclose information (or not) (Petronio 1991; Stanton and
Stam 2003).  An attempt by an external party to cross such a
boundary (e.g., a marketer collecting information about the
consumer) may be perceived as an invasive act that makes
them feel uncomfortable (Solove 2006).  Whether such a
potential crossing of a personal information boundary is
actually perceived as an intrusion—and so arouses anxiety —
depends on the extent to which the individual concerned
considers it to likely to be harmful, or if disclosing the
information to the party concerned would be worthwhile to
the user (Petronio 1991).  An individual may engage in that
calculation based on a risk-control assessment, that is,
weighing their perceptions of the risk of disclosing the infor-
mation (and the extent of their control over that disclosure)
(Xu et al. 2008) against the benefits they can expect to receive
from doing so.  A consumer may deem such a disclosure as
unacceptable and as raising uncomfortable privacy concerns
if they see a high risk to disclosing the information, a lack of
control over the information, the absence of worthwhile bene-
fits, or a combination of these worries.  The type and nature
of the information that individuals contemplate disclosing is
central to their considerations about this trade-off (Petronio
1991; Stanton and Stam 2003),  so, for instance, given similar
benefits (such as receiving personalized financial recommen-
dations), information about an individual’s poor health is
likely to be seen as a higher risk and as requiring greater
control than other information, such as their age.

IBT has been widely applied in assessing individuals’ privacy
concerns about IT applications.  Previous research has used
the theory to understand the effects of privacy issues on the
implementation and acceptance of IT systems in healthcare
contexts (Zakaria, Stam, and Stanton 2003), the cultural fac-
tors involved in individuals’ reactions to communication
applications in general (e.g., e-mail, bulletin boards) (Zakaria,
Stam, and Sarker-Barney 2003), and the antecedents of pri-
vacy concerns in the context of e-commerce sites (Xu et al.
2008).  Zakaria, Stam, and Sarker-Barney (2003) note that
IBT can 

predict an individual’s preferences and choices
regarding the amount and type of personal infor-
mation [he/she] would be willing to reveal in various
e-commerce [i.e., IT application] scenarios (p. 57).

Stanton and Weiss (2000) suggest individuals frame their uses
of IT applications to reveal information about themselves in
similar terms to how they reveal it in human relationships
(characterizing the revelations as, for example, “telling about
me,” or “becoming visible to others”), so they need to feel 

7According to Sebastian Holst, chief marketing officer for preemptive
solutions, developers are naturally keen to see how end users are invoking the
applications they build (Vizard 2010).
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comfortable in revealing personal information when the
process is mediated by IT applications.  Our study leverages
this refined understanding about the different gratifications
users may derive from a specific class of IT applications,
personalized mobile advertising applications, and employs
IBT to investigate where privacy concerns are significant
enough to undermine those specific gratifications.

Hypotheses Development

This section develops our research hypotheses grounded in
UGT and IBT, using the two types of gratification (process
and content) UGT highlights as coming from using a medium
(Rubin 1993; Stafford et al. 2004) as the bases for assessing
the effects of personalization and of privacy concerns in the
context of the use of mobile personalized advertising appli-
cations:  whether and how these factors affect individuals’
ability to derive these gratifications are then considered via
the IBT lens (Petronio 1991; Stanton and Stam 2003).

Effects of Personalization
on User Gratifications

Research on personalization, which arises from the emergence
of Internet-based applications, has been best articulated by
Abrahamson (1998) who envisioned that technological
advancement could offer a “vehicle for the provision of very
specific high-value information to very specific high-
consumption audiences” (p. 15), an insight that was shared by
Ha and James (1998) who concluded that the application
medium would evolve from a mass-produced and mass-
consumed commodity to an “endless feast of niches and
specialties” (p. 2).  The fact that each particular smartphone
is closely tied to a specific consumer (Kavassalis et al. 2003;
Lee and Benbasat 2003; Watson et al. 2002), gives marketers
the opportunity to identify, differentiate, interact with, and
send personalized adverts to each individual user (Stewart and
Pavlou 2002), and this process—of using the individual’s
information to deliver specifically customized advertising
messages—is known as “personalized advertising” (Peppers
and Rogers 1997).  The ability to personalize the advertising
information specific users receive via mobile applications
gives users a degree of flexibility and control in how they
interact with the application (Brusilovsky and Tasso 2004).
Annoying irrelevant adverts can be filtered out, and only
those relevant to the user can be displayed in a personalized
form, reducing the cognitive load involved in browsing
through the adverts and also meeting individuals’ personal
needs more effectively, leading to more positive results for all

concerned (West et al. 1999).  From the UGT lens, cus-
tomized communications should attract users’ attention and
induce positive responses in them, such as higher loyalty and
lock-in (Ansari and Mela 2003), so mobile advertising
applications that can filter and display adverts based on users’
information when requested should enhance users’ process
gratification in browsing and navigating via the application.

H1a:  The provision of a personalization feature in
a mobile advertising application will result in a
higher level of users’ process gratification com-
pared to an application without the personalization
feature.

Given the widespread recognition of the supposed benefits of
technology-enabled personalization since the advent of the
Internet (Peppers and Rogers 1997) and more recently of the
smartphone (Brusilovsky and Tasso 2004), optimistic predic-
tions have been made regarding users’ receptiveness of
applications that offer personalization.  According to Reza
Chady, head of global market research at Nokia Networks,
“users are receptive to advertising that is personalized and
relevant to their lifestyle” (DeZoysa 2002).  Previous research
has suggested personalization as the key to overcoming
consumers’ negative attitudes about mobile advertising (Xu
2007), even if it requires them to reveal their personal infor-
mation to some extent (Chellappa and Sin 2005; Xu et al.
2008), which may be reflected by “consented personal infor-
mation and habit gathering to receive special offers and
coupons” (Xu et al. 2008, p. 4).

However, there could be a boundary beyond which consumers
interacting with mobile personalized advertising applications
consider revealing their information would be unacceptable.
We argue that the provision of personalization can only
enhance users’ process gratification, not their content grati-
fication.  We follow IBT in suggesting the nature of user
information involved in deriving that these two different types
of gratification may play a determining role.  To derive pro-
cess gratification (i.e., a more enjoyable experience of navi-
gating and using applications), users may be willing to pro-
vide some level of personal information (such as age, gender,
dietary preferences etc.) so that irrelevant adverts can be
filtered out (e.g., poultry product adverts are not sent to
vegans), leaving only relevant material to be displayed on the
users application interface.  In contrast, for users to derive
content gratification from adverts implies that they actually
act on their contents (Stafford and Stafford 2000), in the
mobile personalized advertising application context, this
typically involves them saving adverts for the convenience of
retrieving them later, an action (similar to bookmarking a
website) which indicates their attention to and interest in the
content (Lee 2001).
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In practice, however, saving an advert to the application
usually demands the user reveal a far deeper level of personal
information than the broader, everyday elements (e.g., age,
gender, dietary preferences) noted earlier.  Saving an advert
is analogous to the user confirming their genuine interest in a
specific product.  And, importantly, the act of saving it also
typically leaves footprints on the application, showing which
adverts the user has browsed and which they have marked as
favorites.  This information is then likely to become a perma-
nent part of some digital profile of the user which is held
without their knowledge by an organization and in a location
they know nothing about, and which they are unlikely to be
given the option to challenge or change in the future.  Thus,
compared to revealing “simple” personal information to gain
process gratification, saving a mobile personalized advert may
deliver content gratification, but is also likely to cause users
to worry the advertising application may be breaching their
personal information boundary (Stanton and Stam 2003).
This information privacy concern may cause users to hesitate
to save such messages to their mobile applications, so that

H1b:  The provision of a personalization feature in
a mobile advertising application will not result in a
higher level of users’ content gratification when
compared to an application without the personali-
zation feature.

Effects of the Proposed Privacy-Safe
Feature on User Gratifications

To address the issue that users’ concerns about the privacy of
their information may undermine their achievement of content
gratification, we propose a design for mobile personalized
advertising applications that stores and processes user infor-
mation locally (on their phone, as opposed to sending it out to
a marketer’s central server), which we refer to as the privacy-
safe feature.  As it remains held within their own information
space, such a design gives users control over their personal
information, as well as over the adverts they choose to save.
The fact that marketers can no longer insist on having infor-
mation transmitted to their central servers before they offer
personalized services alleviates users’ concerns about the risk
that it may be abused (e.g., exploited for unintended, secon-
dary usage) or intercepted during the transmission (Smith et
al. 1996).

This privacy-safe feature may thus resolve users’ concerns
that their information boundary may be intruded upon,
allowing them to make a more favorable risk-control assess-
ment about using mobile personalized advertising applications
(Stanton 2003; Stanton and Stam 2003; Xu et al. 2008).  We
argue that the ensuing sense of greater psychological comfort

that this feature could promote may lead users to receive
enhanced gratification from using the application, making
browsing adverts through the application (i.e., process gratifi-
cation), as well as saving adverts of interest for later retrieval
(i.e., content gratification), more enjoyable.  Hence, we
hypothesize

H2a: The provision of a privacy-safe feature (which stores
and processes user information locally) in a person-
alized mobile advertising application will result in
a higher level of users’ process gratification com-
pared to an application without the privacy-safe fea-
ture (which transmits user information to a mar-
keter’s central server).

H2b: The provision of a privacy-safe feature (which stores
and processes user information locally) in a person-
alized mobile advertising application will result in
a higher level of users’ content gratification com-
pared to an application without the privacy-safe
feature (which transmits user information to a mar-
keter’s central server).

Research Methodology

This study primarily uses a field experiment methodology to
collect real usage data in a natural, unobtrusive environment
with manipulation of the independent variables (i.e., the type
of mobile advertising applications).  The dependent variables
employed were the frequency of launching/using the mobile
advertising applications (reflecting users’ process gratifica-
tion with the application) and the number of adverts saved
(reflecting users’ content gratification with the application). 

Mobile Application Design

Three mobile advertising applications were developed specifi-
cally for the purpose of this study:  (1) an application that
broadcasts adverts generally (i.e., a non-personalized applica-
tion), (2) an application that filters and displays adverts based
on a user’s profile information stored in a central server (i.e.,
a personalized, non-privacy-safe application), and (3) an
application that filters and displays adverts based on a user’s
profile information stored on their own smartphone (i.e., a
personalized, privacy-safe application).  All applications
allow consumers to save adverts for later scrutiny; unsaved
adverts are deleted the next time the application is run.  The
proposed personalized, privacy-safe solution, incorporated in
the third application, was developed to offer personalized ad-
verts while preserving the user’s sense of psychological com-
fort that their information space was not invaded.  Figure 1
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Figure 1.  Architectural View of the Designed Personalized, Privacy-Safe Application

gives an overall architectural view of this application, which
personalizes advertising messages on the smartphone rather
than at the marketer’s central server.  The marketer simply
broadcasts new adverts to consumers, but without knowing
their personal information; the personalized, privacy-safe
application then filters out irrelevant adverts before dis-
playing them based on the personal information the user has
previously stored on their smartphone.

Figure 2 shows the overall mobile advertising process and our
three experimental versions of the mobile applications.  The
internal mechanism of the personalized, privacy-safe applica-
tion is shown in section 3c at the bottom of the figure.  The
other two benchmarked applications (discussed later) are
presented in the upper sections.  The process starts with the
marketers uploading new advertising messages to the appli-
cation’s central server (point 1), after which the adverts and
their targeting rules are added to the advert database (point 2).
An important mechanism of the personalized, privacy-safe
application is the short-lived mobile advertising-agent, one of
which is created for each advert (Figure 2, point 3c), con-
taining details of the advert (i.e., the content, the targeting rule
and the expiry date).  Each agent is then cloned and broadcast
to the phones of all consumers using the application.  Once
delivered, the agent first retrieves the consumer’s locally
stored personal information and then matches the adverts’
targeting rules to the mobile phone owner’s profile, selecting
only the best matches (as specified in the targeting rules) to
display on the consumer’s phone (point 4c).  Having com-
pleted this task, the mobile agent expires and auto-deletes.
The fact that the agent is short-lived means marketers can
only broadcast new adverts to consumers, but cannot gain
knowledge about their personal information.

Given that the personalized, privacy-safe application is
equipped with two features (i.e., personalization and local
protection of consumer’s information), assessing the effects
of these two individual features on users’ process and content
gratifications requires us to have two benchmarked mobile
applications:  a base version that broadcasts non-personalized
adverts (non-personalized application) and another version
that sends users’ profile information to a central server to per-
form personalization (personalized, non-privacy safe applica-
tion).  The first of these selects adverts at random to be sent
to consumers, and ignores the adverts’ targeting rules (see 3a
in Figure 2).  In the second (the personalized, non-privacy-
safe application), consumer data is transmitted to and cen-
trally stored at the server, which filters the adverts according
to that data before sending them to the consumers (Figure 2,
point 3b).8

8The design of our mobile advertising application also considered per-
formance issues, to ensure there were no systematic differences in processing
and communication response times.  We built on two main principles:  web
services for machine-to-machine interoperability interface over the network,
and mobile agency for distributed computation and consumer privacy
protection.  Web services were designed around the representational state
transfer (REST) idiom, mainly because of its efficiency.  In fact, REST has
a better relationship with the Web than simple object access protocol (SOAP)
based Web services (Shi 2006).  This approach differs from SOAP services
that usually require specific libraries to be included in the client software. 
The mobile agency enables us to distribute the computational power.  The
match between the adverts and the users’ profile is distributed in the users’
mobile device.  Consequently, the number of users that can be handled is
highly scalable and the server-side infrastructure is very light.  The task of the
application’s central server is to dispatch the mobile agents to the users;
involving a workload comparable to a simple web server.  Moving the
matching computation to the client side is the key to protecting consumers’
information privacy.
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Figure 2.  Overview of the Three Experimental Versions of Mobile Advertising Applications

In all three cases, the early part of the process is the same:  the
marketer enters new advertising messages and their targeting
rules on the system server, which adds them to database.  The
difference between the three applications is how the adverts
are selected and delivered to consumers.  The second and
third mobile advertising applications in Figure 2 both offer
personalization, but differ with respect to whether they are
equipped with the privacy-safe feature.  Both applications
question the user to gain personal information (Figure 3), but
the personalized, privacy-safe advertising application saves
the answers to the user’s own mobile phone (as at 3c in Figure
2), along with a privacy-safe label (see Figure 3), whereas the
personalized, non-privacy-safe version transmits consumers’
answers to a central server (3b in Figure 2), so that users only
received adverts that match their updated profiles.  The core
differences in the process concern where (and thus by whom)
the filtering decisions are taken:  in the privacy-safe applica-
tion, adverts are filtered locally (actually on the consumer’s
phone), while in the non-privacy-safe application, the adverts

are filtered at the marketers’ servers, a process that is under
their control.

For the advertising messages delivered to the users in our
study, we partnered with an advertising agency specializing
in retail supermarkets, an ideal industry for this study, given
its appeal to a wide consumer base and the tremendous oppor-
tunities to offer personalization over a broad range of pro-
ducts.  The agency fed new adverts to our server on a daily
basis for dissemination to the users of the three different
mobile advertising applications.  Our primary purpose in
arranging an industrial collaboration for our advertising con-
tent was to ensure the practical relevance of our advertising
messages to consumers at large.  The personalization ques-
tions we used were also developed in consultation with the
advertising agency, and based on advert categories they sug-
gested (see Table 2), and were used in common by all three
mobile advertising applications, which also accessed the
advertising messages from the same database.
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Personalized, Privacy-Safe Application Personalized, Non-Privacy-Safe Application

Figure 3.  Personal Information Request Pages of the Two Personalized Mobile Advertising Applications

Table 2.  Product Categories and Subcategories (furnished by the collaborating advertising agency)

Categories Subcategories

Food Pork, beef, chicken, fish, mixed meat, diet, tobacco, ice cream, chocolate, biscuits,
sweets, other desserts, snacks, dairy, lactose-free, processed food 

Beverages Energy drinks, alcohol, soda, coffee, tea, fruit juice

Household Products Household cleaning products, laundry detergents

Pet and Animal-Related Products Cat products, dog products

Personal Care Male products, female products, baby products, kids’ products, sports products,
general personal care

Table 3.  Examples of Personalized Questions Asked

Questions Options

Do you have a lifestyle diet? No; Vegetarian; Vegan

Do you consume alcoholic beverages? Yes; No

Do you have pets? No; Cat(s); Dog(s); Cat(s) and Dog(s)

Research has shown that effective marketing offers should be
customized according to consumers’ personal information
rather than their indicated product preferences, as consumers’
actually appear to have limited insights into their own product
preferences, which are (to at least some significant degree)
undeveloped and unstable (Simonson 2005), so we based the
personalization for our study on personal information elicited
from consumers.  Table 3 shows examples of some of the
personalization questions asked.

Measurements of Process and
Content Gratifications

We follow previous literature (Lee 2001; Stafford et al. 2004)
in measuring users’ process gratification in terms of their
frequency of launching the application and content grati-
fication in terms of their frequency of saving adverts.  The
first measure is in line with UGT, which highlights indi-
viduals’ ability to initiate/discontinue using a medium (Rubin
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1993).  Application use was pull-based, in that there was no
notification sent to users regarding new adverts, and choosing
to browse through adverts involved users launching the appli-
cations themselves.  We also deliberately designed the appli-
cations so that they primarily supported browsing through
adverts, with no functionality (such as search features) pro-
vided to let them access adverts directly to see their content.
This minimized the possibility of users launching the applica-
tions because they were already interested in the content of a
particular advert, which would have made it difficult for us to
disentangle process and content gratification motivations.  So
if a user enjoys the process of using the application, this will
be reflected by how often they launch it (Lee 2001; Rubin
1993).  The second measure, using advert saving to indicate
users’ content gratification, is based on the rationale that users
interested in the content of an advert will have to save it so
that they can retrieve and use it later (e.g., opening the appli-
cation in the store to retrieve the message and buy the relevant
product).  As previous literature notes (Lee 2001), this
resembles browsers bookmarking an interesting website.
Figure 4 depicts the steps consumer take when using a mobile
application, and how these steps correspond to process and
content gratifications.

Pilot Test

Before starting the actual field experiment, we conducted a
pilot test with eight consumers—two males with IT back-
grounds (M1, M2), two females with IT backgrounds (F1,
F2), two males without IT backgrounds (M3, M4), and two
females without IT backgrounds (F3, F4).  The test had two
main objectives:  (1) to find out if consumers had less infor-
mation privacy concerns with our privacy-safe mobile adver-
tising application than with the non-privacy-safe application,
and (2) to understand the diverse levels of process and content
gratifications they gained from using the three different appli-
cations.  It also allowed us to ensure the main experiment
would be well planned and efficiently executed.  All parti-
cipants of the pilot test signed confidentiality agreements not
to reveal information about the applications or the discussion
to any third-party or to participate in the subsequent field
experiment.  Participants trialed all three mobile advertising
applications over a nine-day period, first installing and using
the application without the personalization feature for three
days, then using the personalized, non-privacy-safe applica-
tion for the next three days, and finally the personalized,
privacy-safe application for the final three days.  We asked
them to record their experiences and share them in the subse-
quent 1.5-hour focus group discussion.  Our server captured
all installations and usage logs, which the authors reviewed
and which showed that the participants had utilized all three

mobile advertising applications diligently as requested.  They
each received US $40 for their efforts.

We began the focus group discussion by asking all eight parti-
cipants which application they preferred and why.  Six of the
eight expressed higher process and content gratifications with
the personalized, privacy-safe mobile advertising application: 
only F3 and M2 preferred the non-personalized advertising
application, and their answers showed that they both habitu-
ally preferred browsing through adverts on their own.

F4:  “Why would you browse through 500 [adverts]?”
F1:  “I wanted to see products related to my taste...like
I don’t have any kids.  I don’t want to see any products
for kids.”
M2:  “Even if I have to browse through 500 [adverts]
per week, I do not mind.”
F3:  “Yes, I also prefer to browse through all [adverts]. 
Instead of having an application filter them for me.”

Next we focused our discussion on comparing the privacy-
safe and non-privacy-safe mobile advertising applications, to
check if participants could identify the differences between
the two.

M1:  “Yes, it is this one [pointing to the privacy-safe
label.]”
F2 (nodding her head, indicating agreement with M1): 
“The only difference is the security part.”

Participants were asked for their perceptions on the person-
alized, privacy-safe mobile advertising application.

M1:  “I would say that it is actually quite nice
[referring to the privacy-safe application].  And even if
the people who did the privacy-safe application lie to
me and give away my...information, I could sue the
company.  So I think I am doubly secure...I have never
heard about people hacking the mobile phone.  But
there are people hacking the server.”
F2 and M3:  “Of course I prefer the one where the
information does not leave the phone.”

Next, we asked:  “Who thinks that a privacy-safe version
would be better at controlling your information and thus
would make you feel more comfortable about using it?”  The
same six individuals noted above agreed, but, again, con-
firmed their dislike for personalized applications.
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Figure 4.  Uses and Gratifications of Mobile Advertising Application

M3:  “Local storage on my mobile phone gives me
more control!...I prefer local storage”
M4 agreed with M3
F1:  “I would prefer that my selections [referring to the
personal information and adverts saved] are stored in
my mobile phone.  I would not trust my data to be sent
to a server....Since I store my messages, contacts, and
everything in my mobile phone, it means I trust my
phone and I will trust the data stored in it.”
M1:  “Definitely more control, since no second/third
person has access.  On a server, people like the server
administrator may have access to the information.”
F4:  “I think that sending my information out to a
server is much less secure than storing everything on
my mobile phone because...the company is able to...
know what kind of person I am.”
F2:  “Yes, I do feel more secure with the local version. 
Knowing that everyone else could easily have access to
my logs, makes me feel slightly uncomfortable when I
am using the application.”

Based on their answers, it seems that most participants had
less information privacy concerns when using our privacy-
safe mobile advertising application than they had with the
non-privacy-safe application, and so felt more comfortable
using it for browsing (process gratification) and for saving the
individually personalized adverts to the application (content

gratification).  To validate these observations more compre-
hensively, we performed field experiment as described next.

Field Experiment

For our field experiment, we developed mobile advertising
applications and made them available via Apple’s App Store
(www.apple.com/iphone/apps-for-iphone) to users in one
European country, so anyone living there and owning an
iPhone could download and install them.  In practice, the
three applications were randomly distributed to iPhone users:
the App Store only listed one application title, and every time
an iPhone user downloaded that item, our system randomly
allocated one of the three versions to their phone.  The field
experiment ran for 3 months (mid-November 2009 to mid-
February 2010) during which time 629 users downloaded one
of our applications.  The first application (the non-persona-
lized version) was sent to 31 percent of the users, 30 percent
were sent the second application (the personalized, non-
privacy-safe version), and 39 percent were sent the third
application (personalized, privacy-safe version).  About 70 per-
cent of the application users were male, and their ages ranged as
follows:  under 18 (4.5%), 18–25 (27%), 26–35 (36.4%), 36–45
(20%), 46–55 (7.5%), and over 55 (4.6%).  Over the three-
months, we transmitted a total of 73,077 adverts, which were
updated daily, based on daily input from our collaborating adver-
tising agency.  Figure 5 shows how often each application was
launched during the experiment period.
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Figure 5.  Daily Usage Graph of the Mobile Advertising Applications

Table 4.  Count Data Descriptive Statistics

Variable

Non-personalized
Personalized, Privacy-

Safe
Personalized, Non-

Privacy-Safe 

Count Std.  Error Count Std.  Error Count Std.  Error

Application Launch 956 69.594 1,707 163.416 1,469 119.273

Adverts Received 11,025 631.618 11,368 1,167.719 10,486 884.458

Adverts Saved 749 83.442 1,653 377.512 1,220 223.939

Personalization Questions  Skipped n.a. n.a. 291 36.860 283 34.698

Data Analysis

Table 4 provides the descriptive statistics of the dependent
variables—application launch/usage denoting process gratifica-
tion and advert saving (indicating content gratification), and key
control variables (number of adverts received and number of
personalization questions skipped), which are count data.  For
data skewness reasons, log transformations were performed on
the variables except for demographic variables (age and gender),
which were also used as additional control variables.

As the two dependent variables (i.e., frequency of application
launch and the number of adverts saved) are counts data, there
are two possible regression models we could adopt:  Poisson
regression and negative binomial regression.  The latter model
builds on the former by adding a parameter α to reflect unob-
served heterogeneity among the observations.  Fitting our dataset
to both models showed the negative binomial regression model

was a better fit for our dataset (as illustrated in Figure 6), and we
further confirmed its appropriateness for our analysis by testing
for over-dispersion in outcome, as the negative binomial regres-
sion model is more appropriate for datasets with highly dispersed
outcomes (Long and Freese 2006), which is particularly
prevalent in field experiments like this case.  To validate our
testing, we computed the likelihood-ratio test of the null
hypothesis where α = 0.  The test indicated the null hypothesis
could be rejected (G² = 985.78, p < .01), as visually indicated in
Figure 6, again confirming the suitability of the negative
binomial regression model for analyzing this dataset.

Table 5 presents the results of the negative binomial regression
comparing the impact of the personalization feature (H1a and
H1b).  H1a posits that providing a personalization feature as part
of a mobile advertising application will lead users to launch it
more often, and is supported by the results that show its presence
significantly enhances the number of application launches (Z =
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Figure 6.  Fitting Poisson and Negative Binomial Regression Models to the Datasets

Table 5. Results on Personalization (versus Non-Personalization) Application

Application Launch Adverts Saved

Coefficient Std.  Error Z Coefficient Std.  Error Z

Personalization
(0 – absence; 1 – present)

0.49 0.05 10.44*** 0.22 0.15 1.49

Application launch (log) – – – 1.00 0.45 2.23

No.  of adverts received (log) 1.99 0.06 34.30*** 2.00 0.33 6.03

Age -0.02 0.03 -0.69 -0.07 0.09 -0.79

Gender 0.05 0.10 0.49 -0.51 0.32 -1.62

Intercept -1.86 0.17 -11.05*** -2.36 0.49 -4.86

Alpha (log) -3.73 0.35 -0.06 0.11

Log likelihood -884.841 -948.59

LR Chi²(4) 660.44, p < .01 281.62, p < .01

*p < .10; **p < .05; ***p < .01

10.44, p < .01).  H1b posits that the provision of the personali-
zation feature will make no difference to how often users save
adverts, the results (Z = 1.49, p > .10) indicate this hypothesis is
also supported.

Table 6 presents the analyses of our tests of the effects of pro-
viding a privacy-safe feature (H2a and H2b).  H2a suggests that
the presence of such a feature will lead to the application being
launched and used more often, and our analysis results—after
controlling for the number of adverts received, the number of
personalization questions users skipped, and the demographic
information—suggest it did have a significant and positive influ-
ence on application launch figures (Z = 2.02, p < .01), thus
supporting H2a.  We also observed that the privacy-safe feature
had a significant influence on the numbers of adverts saved (Z

= 1.95, p = .05), so H2b is also supported.  Table 7 summarizes
the test results for our four hypotheses.

To check whether both process and content gratifications (mani-
fested in application launch and advert saving) were greater
when the personalized, privacy-safe mobile advertising applica-
tion was used than the non-personalized version, we conducted
two additional negative binomial regressions (see Table 8), the
results confirm our predictions.

We also conducted further robustness tests.  Specifically, we
observed a surge in the intensity of usage when the applications
were initially offered in Apple’s App Store at the start of the
experiment (as Figure 5 shows).  To address this problem, we
removed the data for the first six days of the experiment (i.e., be-
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Table 6.  Results on Privacy-Safe (Versus Non-Privacy-Safe ) Application

Application Launch (DV) Adverts Saved (DV)

Coefficient Std.  Error Z Coefficient Std.  Error Z

Privacy-safe (0 = absence; 1 = presence) 0.09 0.05 2.02*** 0.22 0.11 1.95**

Application launch (log) – – – 1.01 0.40 2.52**

Number of adverts received (log) 1.92 0.05 38.59*** 1.74 0.29 6.00***

Number of personalized questions skipped (log) 0.27 0.07 3.63*** 0.43 0.19 2.27**

Age -0.10 0.03 -3.65*** -0.11 0.07 -1.59

Gender 0.08 0.08 1.03 -0.43 0.22 -1.95**

Intercept -1.12 0.14 -8.07*** -1.83 0.36 -5.06***

Alpha (log) -2.92 0.19 0.02 0.10

Log likelihood -1,033.04 -1,058.40

LR Chi²(4) 818.56, p < .01 379.18, p < .01

*p < .10; **p < .05; ***p < .01

Table 7.  Summary of Results on Hypotheses Testing 

H1a:  The provision of a personalization feature in a mobile advertising application will result in a
higher level of users’ process gratification when compared to an application without the personalization
feature.

Supported

H1b:  The provision of a personalization feature in a mobile advertising application will not result in a
higher level of users’ content gratification when compared to an application without the personalization
feature.

Supported

H2a:  The provision of a privacy-safe feature (which stores and processes user information locally) in a
personalized mobile advertising application will result in a higher level of users’ process gratification
when compared to one without the privacy-safe feature (which transmits user information to a
marketer’s central server).

Supported

H2b:  The provision of a privacy-safe feature (which stores and processes user information locally) in a
personalized mobile advertising application will result in a higher level of users’ content gratification
when compared to one without the privacy-safe feature (which transmits user information to a
marketer’s central server)

Supported

Table 8.  Comparing Personalized, Privacy-Safe, and Non-Personalized Advertising Applications

Application Launch (DV) Adverts Saved (DV)

Coefficient Std.  Error Z Coefficient Std.  Error Z

Non-personalized (0) vs.  Privacy-safe (1) 0.58 0.05 12.16*** 0.44 0.16 2.78***

Application launch (log) – – – 0.73 0.47 1.56

No.  of adverts received (log) 2.12 0.06 37.36*** 1.95 0.37 5.22***

Age -0.14 0.04 -3.67*** -0.08 0.10 -0.77

Gender 0.10 0.10 1.02 -0.43 0.32 -1.34

Intercept -1.76 0.19 -9.26*** -2.13 0.58 -3.67***

Alpha (log) -3.24 0.24 0.01 0.10

Log likelihood -882.52 -980.44

LR Chi²(4) 745.92, p < .01 293.63, p < .01

*p < .10; **p < .05; ***p < .01
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fore November 22, 2009) and repeated our negative binomial
regression analysis on the trimmed dataset, but this additional set
of results confirmed our prior analyses.  Specifically, the fre-
quency of application launch of the non-personalized advertising
application was significantly lower than that of the two versions
offering personalization (Z = 6.12, p < .01).  However, the
numbers of advertising messages saved did not differ signifi-
cantly between those delivered to users via the non-personalized
and personalized applications (Z = 1.45, p > .10), two observa-
tions that confirmed the earlier test results for H1a and H1b.  In
the same way, further analysis on the results for the non-privacy-
safe and privacy-safe personalized applications suggested that
the inclusion of the privacy-safe feature leads both to applica-
tions being launched more often (Z = 3.13, p < .01) and to more
advertising messages being saved (Z = 3.09, p < .01).

Post-Experiment Investigations

To further corroborate our field experiment observations and to
uncover the underlying psychological reasons behind them, we
approached the advertising agency about the possibility of con-
ducting further studies with the users.  Given the potential risk
to the agency’s reputation from annoying its users, it was
thought more appropriate to start with a short survey to probe
general user perceptions about the applications.  In consultation
with the agency, we designed a short survey consisting of four
succinct questions, which was sent to the smartphones of 120
users (i.e., 40 users of each mobile advertising application), of
whom 85 responded (a response rate of 70.83%).  Table A1 in
the Appendix shows the mean responses.

Question 1 asked users of all three applications the degree to
which they perceived the number of advert messages to be
excessive and (as expected) the users of the non-personalized
advertising application reported the highest level of this percep-
tion.  Answers to question 2 showed that users also seemed to
perceive the adverts to be more annoying than did those who
used the personalized applications, although it is interesting to
note that users of the privacy-safe version perceived the adverts
as being the least excessive.  Questions 3 and 4 focused on the
privacy feature.  As expected, users of this application expressed
fewer worries about personal data storage (Q3) and were more
likely to provide answers to the personalization/profiling ques-
tion (Q4).  These findings further corroborated our field experi-
ment observations, and suggested how we might gain deeper
insights into the reasons behind users’ perceptions.  The fact that
they proved generally receptive about sharing their feelings
about the applications (as partly indicated by the fairly high
response rate) allayed (at least to some extent) concerns that a
further survey might be annoying, and the agency agreed it was

worthwhile engaging in a more comprehensive survey to gain
deeper understanding about the psychological reasons behind
users’ field experiment behaviors.

Given that the relative advantage of the personalized applica-
tions over the non-personalized version was more clearly indi-
cated in the initial survey, our second survey focused on the
users of the two applications with personalization features.  The
overarching aim was to understand why the proposed privacy-
safe technological design worked—as users’ perceptions indi-
cated it did—in alleviating their privacy concerns, and so
allowing them to derive greater process and content gratifi-
cations from interacting with it.  We invited 189 users of the
personalized, non-privacy-safe application and 245 users of the
personalized, privacy-safe application to participate in the
second survey; 80 and 113 of them responded, respectively,
representing response rates of 42.33 percent and 46.12 percent.
We designed the survey questions around four themes:  

(1) Users’ general perceptions about how commercial entities
offering personalization deal with their personal infor-
mation.

(2) Whether the types of information involved in users’
deriving process and content gratifications from an appli-
cation differed in terms of the privacy concerns raised.

(3) How users’ information privacy concerns, in terms of per-
ceived intrusion to their information boundaries, under-
mined the level of gratification (specifically of content) they
gained from using the application.

(4) The extent to which the privacy-safe feature, by alleviating
users’ information privacy concerns, allowed them to gain
greater content gratification from the application beyond
that offered by personalization alone.

The first theme was dealt with by an open-ended question:  How
do you think a marketer would use your information that was
collected through the personalized application offered?  The
other three themes revolved around the logic of our hypothesis
based on IBT, and consisted of items measuring the following
constructs:  information privacy concerns (in using the applica-
tion to perform different activities), perceived sensitivity (of
disclosing different types of information), psychological com-
fort, perceived intrusion of information boundaries, benefits of
personalization, perceived effectiveness of privacy-safe feature,
and intention to save adverts to the application.  We also
included items measuring trust in the application software pro-
vider and in their reputation as a controlled variable.  Table A2
in the Appendix lists the constructs, their corresponding items,
and references, while Tables A3 and A4 document the satisfac-
tory results of the convergent and discriminant validity tests.
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Overall, the results from this second survey reveal four key
insights, corresponding to the four themes above.  First, users are
strongly inclined to assume that marketers who provide persona-
lized applications will employ users’ personal information for
secondary or unintended uses, as reflected in such comments as:
“I believe marketers would store my information for a prol-
onged period, so they can use it for other purposes later,” “I
wouldn’t be surprised that marketers will sell my information to
other third parties,” “this [marketers’ use of personal informa-
tion for unintended purposes] is unethical, but I think it is com-
mon as personal information of consumers is valuable resource
[to them],” and “marketers may use my information to send
various messages to me, some of which may be inappropriate.”

Second, users are concerned that their privacy is compromised
when saving adverts to their mobile phone applications, signifi-
cantly more so than when providing basic personal information
(gender, age, dietary preferences, alcohol consumption; see
Table A5 in the Appendix).  The mean differences between
users’ perceived sensitivity to saving adverts and to providing
personal information are significant at the p < 0.001 levels, and
this perception was further reflected in the greater information
privacy concerns they expressed when saving adverts, compared
to just browsing/viewing them9 (see Table A6 in the Appendix.
Together the results support our arguments that users’ saving of
adverts reveals deeper levels of information about themselves,
increasing their privacy concerns.

Third, this heightened privacy concern related to saving adverts,
which (IBT suggests) users are likely to perceive as intruding on
their information boundaries, will undermine their psychological
comfort in using the application (see the statistical test results in
Figure A1 in the Appendix), in turn tending to prevent them
from using it to save adverts.  The negative effect of perceived
privacy intrusion is significant even after controlling for the
reputation of and users’ trust in the agency providing the
application.

Finally, users’ favorable perceptions about the effectiveness of
our privacy-safe feature imply they see it as serving to reduce
their worries about information boundary intrusion, while at the
same time enhancing their perceptions of the benefits of person-
alization (see Figure A1 for the statistical test results).  So our
proposed privacy-safe feature (which stores and processes the

user information needed to personalize their adverts locally on
their mobile phone) promoted the positive factor (perceived
benefits of personalization) and alleviated the negative factor
(perceived privacy intrusion) in users’ psychological comfort
with the application, thereby increasing the frequency with
which they saved adverts to the application (reflecting their
content gratification).

Overall these findings not only corroborate our field experiment
observations, but also enrich our understanding about how
privacy concerns undermine users’ gratification when using
mobile personalized advertising applications, and confirm how
our proposed privacy-safe feature could address those concerns.

Discussion

Our objective in this study has been to contribute to previous
research and provide useful guidance to practitioners on how to
address the personalization–privacy paradox (Kavassalis et al.
2003; Lee and Benbasat 2003; Watson et al. 2002).  Noting that
consumers face an important dilemma between enjoying the
benefits of personalization and being concerned about the
privacy of their personal information, we argue that additional IT
design considerations need to be addressed if the benefits
offered by smartphone-enabled applications are to be more fully
utilized.  Indeed, our field experiment, conducted in a real com-
mercial setting using actual mobile advertising applications,
allowed us to observe that consumers demonstrated greater pro-
cess gratification via the personalized mobile advertising
application than from traditional broadcast-based advertising
applications.  Our post hoc analysis reveals that application
usage increased by 62.4 percent (p < .01), all other variables
remaining constant.  However, we also found that there was no
significant difference in consumers’ content gratification bet-
ween personalized (without privacy-safe) and non-personalized
applications (i.e., the number of adverts saved was not signi-
ficantly different).  Through the IBT lens, we suggest this
finding may be explained by understanding how consumers tend
to form an information space around them with boundaries they
use to control the flow of their personal information to other
people/entities.  Compared to broad-based, mundane personal
information (age, gender, etc.), saving adverts explicitly indi-
cates an individual’s interest in specific products and, more
importantly, requires the user to reveal deeper levels of informa-
tion than their boundaries really allow, which is more likely to
cause them uncomfortable feelings of being intruded upon, and
to hesitate to save adverts to the application.  Our post-
experiment surveys confirmed our conjectures, revealing con-
sumers’ greater privacy concerns when saving adverts.  Recog-
nizing these issues, the question is:  How can we improve
personalized mobile advertising applications to achieve a better
result in terms of the number of adverts saved?

9Except in the privacy-safe application, users’ expressed privacy concerns
with saving adverts was the same as that with viewing adverts, which is
consistent with our expectation that the privacy-safe feature we propose can
alleviate users’ privacy concerns about saving adverts to the application.  For
the non-privacy-safe application, the test of mean difference between users’
privacy concerns about saving and browsing adverts and between saving and
viewing adverts are both significant (at p < 0.001 and p < 0.01 respectively).
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Answering this question is important, because a consumer
saving advertising messages is taking a significant step beyond
merely using an application to browse adverts.  While marketers
who invest in developing and/or providing mobile advertising
applications would certainly hope their applications would be
launched more frequently (Vizard 2010), they may be more
concerned with achieving further steps (i.e., consumers reacting
to product messages by saving them to view later, indicating
they are interested in the message and may be heading toward a
purchase decision).

This study proposes a novel technological design solution to
address the personalization–privacy paradox that can preserve
users’ information space by storing their information (including
the adverts they choose to save) locally on their own smart-
phones. Our field experiment shows that our local privacy-safe
personalization design not only increases consumers’ process
gratification (shown in using the application) but also enhances
their content gratification (in that they save more adverts).  In
quantitative terms, application use increased by 9.6 percent (p <
0.05) compared to the personalized, non-privacy-safe appli-
cation, and by a massive 79.1 percent (p < .01) compared to the
non-personalized application.  Furthermore, advert saving
increased by 24.4 percent (p = 0.05) compared to the persona-
lized, non-privacy-safe version, and by 55.1 percent (p < 0.05)
compared to the non-personalized application.  Post-experiment
survey investigations show our design reduces users’ perceptions
about their information boundaries being breached when saving
adverts, while also enhancing their perceptions of the benefits of
personalization in mobile advertising applications.  By alle-
viating the personalization/privacy tension, users’ psychological
comfort with the application improves, and the number of
adverts they save increases.

Before discussing the study’s implications, we need to note a
caveat.  We use the frequency of users’ launching applications
to indicate their process gratification, deeming this a reasonable
measure for our self-developed application, which was deliber-
ately designed to limit users’ activity to browsing lists of
adverts, in order to make it clear that how often users launch an
application reflects how much they enjoy the process of using it.
But future research that intends to replicate this study using off-
the-shelf applications (rather than self-developed applications
such as the ones we developed) may be confronted with more
sophisticated issues in measuring process gratification.  For
instance, applications that incorporate a search function may
allow users to access adverts of interest directly (e.g., where they
are already considering purchasing it), making it more difficult
to disentangle process gratification from content gratification.

Despite the care we took in designing our applications, the possi-
bility that some users launched the applications because they

were already interested in certain advertising content cannot be
completely ruled out.  We conducted a further assessment based
on the variation in users’ viewing of adverts (average per use
session, i.e., from launching to closing the application), and the
correlation of this measure with their frequency of launching the
application.  The rationale is that if many users launched the
application to view advert contents they already have in mind,
this should show up in systematic patterns in how users viewed
advert contents in the data.  Two observations were made.  First,
the variation in users’ average viewing of adverts per session
was low (i.e., standard deviation = 1.029, max.  = 10.75), im-
plying they viewed more or less the same number of adverts per
session, that is, it did not appear that some users viewed signifi-
cantly fewer adverts because they already had some content in
mind that they wanted to view.  This may have to do with our
application design, which primarily encouraged browsing and
saving of adverts, and provided users with no search function to
allow them to access to adverts directly.  Second, the correlation
between the average number of adverts viewed per session and
the frequency of launching the application was also quite low
(0.183).  This would suggest that there was no clear systematic
pattern in users’ frequency of launching the application and their
interest in certain advert contents.  In other words, it did not
appear that users launched the application frequently because
they were interested in certain advert contents rather than just
browsing through the adverts.  Despite this post hoc analysis,
researchers may attempt to solve this problem by recording
every instance of user-application interaction (e.g., so as to dif-
ferentiate between aimless and purposive search by examining
prior activity patterns), but they will need to be aware that
obtaining such activity data may make users feel excessively
monitored.  Indeed, the trade-off between minimizing interven-
tion and bias and ensuring data collection procedures are
acceptable to subjects in a field experiment (Harrison and List
2004) is an intricate challenge to be addressed cautiously.

Notwithstanding this limitation, this study makes several signi-
ficant contributions that we believe are worth highlighting.

Implications for Research

UGT suggests individuals obtain both process and content grati-
fication when using media, but does not explain how the parti-
cular features of a given medium may alter the degree of these
two gratifications.  By integrating personalization and privacy
research with the UGT, our study extends theory as well as
raising several issues for future research.  A first important
implication of our study for UGT is that, while personalization
enhances user gratification, it is only from the process angle: 
gratification in content terms may still be undermined by privacy
concerns.  By integrating UGT with IBT, we suggest the fol-
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lowing reasoning, which was supported by our post-experiment
survey investigations:  saving adverts to the application may give
users greater content gratification, but will also heighten their
worries that their information boundaries may be being
breached, undermining their psychological comfort and so
inhibiting them from saving adverts.  Such insights make non-
trivial contributions to current discourses on the personalization–
privacy paradox, some of which emphasize privacy as being of
the utmost importance (e.g., Culnan and Milne 2001; Phelps et
al. 2000), while others depict a bounded impact of privacy when
personalization is desired (e.g., Hann et al. 2002).  Our findings
more clearly demarcate the extent to which personalization and
privacy affect users’ gratifications from mobile personalized
advertising applications, and a similar approach could be
employed in future research to conduct finer-grained investi-
gation into the limits to which personalization and privacy
influence process and content gratifications on different techno-
logical platforms (e.g., Web, mobile, and the emerging cloud
computing) and for applications for purposes other from adver-
tising (e.g., for checking bus or train schedules, or for social
networking).  This stream of research may aid commercial
organizations in their efforts to ensure their technological appli-
cations give greater user gratification, resulting in more
favorable user responses.  Our findings also suggest that the type
of information involved plays a determining role in whether
privacy concerns affect the gratification users get from persona-
lized applications:  future research may follow this direction to
pay more fine-grained attention to which information aspects
users consider too private or sensitive, and most likely to violate
their sense of privacy.

Second, our study shows that IT solutions can effectively over-
come the personalization–privacy paradox that the technology
itself effectively creates.  Our empirical studies (entailing field
experiment, focus group, and surveys) show consistently that our
proposed technological design, which stores and processes users’
information locally on their smartphones, promotes their sense
of psychological comfort by preserving their information space. 
Such findings contribute to IBT by demonstrating how tech-
nological design can help preserve a user’s information space,
and to UGT by showing how a medium’s design features can
lead to fuller gratification for its users.  Essentially, by giving
users greater gratifications from personalization, technological
design can increase their psychological comfort that their infor-
mation space is secure.  We hope this conclusion will stimulate
an exciting direction of future mobile phone application
research, in which—given the highly personal and private nature
of the device—the notion of preserving users’ information
security is seen as paramount.  We believe IS researchers are
particularly qualified to explore a range of possible technological
designs, beyond that proposed in this study, which can give
users this increased sense of comfort, and that such a stream

would be a good complement to the extant research focused on
ensuring data transmission security (e.g., Brar and Kay 2004;
Gedik and Liu 2008) and on providing users with the assurance
that the information transmitted about them will not be abused
(e.g., Andrade et al. 2002; Xu et al. 2005; Youssef et al. 2005).
Such efforts may also draw the mobile application industry’s
attention to the importance, viability, and plausible ways of
incorporating such features.

Implications for Practice

Jules Polonetsky, director and cochair of the Future of Privacy
Forum, commented,

The reality is that companies are getting a huge
amount of data and the effort to getting privacy right is
just as critical and getting an app to work.…Making
sure that users feel mobile devices are becoming more
useful to them and are not tracking them is impor-
tant.…We cannot afford for consumers to have a
nagging sense of lack of control for a device that is so
personal (Tode 2012).

Our research responds to this call in terms of mobile applica-
tions, and alerts various stakeholders, including mobile appli-
cation developers, mobile phone providers, merchants, adver-
tising companies and their consumers, to important implications
for their industry.

For mobile application developers who face mounting pressure
to address information privacy issues (Tode 2012), our study
provides practical guidance on designing an effective techno-
logical solution for the problem we identify, which builds on the
notion that the provision of personalization through mobile
applications can be achieved without gathering user information
into a central server, but by storing and processing user informa-
tion locally on individuals’ own phones.  Our approach to vali-
dating our design solution may also provide insights to appli-
cation developers wanting to test the effectiveness of their
applications.  We developed three mobile advertising application
prototypes for our field experiment and launched them simul-
taneously, with users downloading, installing, and using one of
them at random, without being aware of the other two proto-
types, using an application versioning approach that is a viable
option for developers trying to assess consumers’ gratification
with an application.  Many IT companies have recently at-
tempted to test and market their applications to the user commu-
nity simultaneously.  For instance, at Google, the two phases are
virtually indistinguishable from each other, which creates a
unique relationship with consumers, who become integrated into
the company’s development efforts as new products take shape
and grow (Iyer and Davenport 2008).

1160 MIS Quarterly Vol. 37 No. 4/December 2013



Sutanto et al./Addressing the Personalization–Privacy Paradox

Our study suggests the need to develop mobile handsets, oper-
ating system architectures, and application market platforms that
together afford stronger protection of users’ information and
more effective prevention against hacking and unauthorized ac-
cess at the hardware and architectural levels.  This way, mobile
application developers can work within enhanced and agreed
platforms and architectures to offer effective privacy-safe appli-
cations based on our proposed design principle.  Our applica-
tions leveraged the WebKit sandboxed environment of Apple’s
iOS platform, which helps protect locally stored user informa-
tion.  Further efforts should be invested to continuously improve
platforms and architectures to improve users’ psychological
comfort and the increase the satisfaction they gain from using
applications.

This study contributes to the knowledge stock of mobile phone
providers by presenting an architectural design that can be easily
adapted to support various “context-aware” personalized ser-
vices, a capability that builds on an important recent trend
among phone providers competing to develop mobile handsets
with the most sophisticated personalized features.  Every new
personalization, such as context-aware personalized services 
including ring tones customized according to users’ moods, and
customized speaker volumes based on the background noise
levels at the user’s location, - is likely to increase users’
anxieties about their privacy.  Mobile phone providers are not
only competing to develop sophisticated personalized services,
but at the same time are accusing each other of violating users’
privacy in their attempts to win more buyers for their handsets.
Our study suggests providers should focus on enhancing their
handsets’ platforms and operating system architectures by incor-
porating our proposed design feature for addressing the
personalization–privacy paradox.

For marketers (merchants and advertising companies) engaged
in mobile advertising campaigns, our study recommends they
work closely with those application developers who incorporate
privacy-safe features in their application designs.  Specifically,
given users’ heightened concerns about privacy when using such
applications, advertisers should delegate the personalization of
their advertising messages to application developers, rather than
attempting to solicit user information directly for centralized
storage, as is typical in Web contexts.  On their part, the adver-
tisers must accept that they do not need to know their individual
consumers to be able to deliver personalized advertising
messages to achieve their desired results, but need to make
efforts in raising the interest level of their advertising messages
to be delivered via our proposed design, whose principles can be
applied not just to smartphones and other mobile devices, but to
computing devices generally.

Finally, for consumers, we hope to draw their attention to the
option of technological solutions, such as the one demonstrated

and validated in this study, which can alleviate their privacy
concerns while still affording them the benefits of personali-
zation.  Such design solutions may both place less cognitive
burdens on them than do existing measures (such as the usually
lengthy privacy statements that take time and effort to compre-
hend fully) but also allow them to feel more secure that their
personal information never actually leaves their handsets.
Consumers have the right to preserve their own information
space; we hope using mobile applications based around our
proposed privacy-safe feature may make their mobile computing
experiences more gratifying.

Conclusions

Building on the uses and gratifications theory and information
boundary theory, this research seeks to exemplify how the
fundamental thrust of the personalization–privacy paradox can
be addressed effectively through technology.  Results from the
empirical validation indicate that our privacy-safe solution for
delivering personalized advertising messages, which stores and
processes consumers’ information locally (on their own smart-
phones) significantly increases both the usage of the application
(process gratification) and the saving of adverts (content
gratification).  Beyond demonstrating how IT solution could be
developed to address the personalization–privacy paradox, this
research addresses a broader, enduring challenge of how to
better understanding consumers’ concerns over information
privacy in the digital age.
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Appendix 

Table A1. Post-Experiment Short Survey

Question

Mean (Std Dev.) Responses from Users of the Respective Mobile
Advertising Applications

Non-Personalized
(34 responses)

Personalized, Non-
Privacy-Safe

(26 responses)

Personalized,
Privacy-Safe
responses)

Q1. Do you find the advertisements excessive?
[Likert scale of 5 with 1 (Not at all) and 5 (Always)]

3.29 (1.088) 3.04 (1.241) 2.77 (1.032)

Q2. Do you find the advertisements annoying?
[Likert scale of 4 with 1 (Not at all) and 4 (Very)]

1.53 (.662) 1.44 (.507) –

Q3. Are you concerned about your personal data
when using the application?
[Likert scale of 4 with 1 (Not at all) and 4 (Very)]

– 2.64 (1.075) 2.38 (1.329)

Q4. Are you concerned with answering the questions?
[Likert scale of 4 with 1 (Not at all) and 4 (Very)]

– 2.32 (1.406) 1.80 (1.118)
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Table A2.  Construct Measurements

Construct Measurement items Source

*For the questions below, “application” refers to the mobile advertising application; and “company” refers to the entity
providing the “application”

Privacy concern
[Scale:  From “Not at
all” to “Very much”]

* This construct was
measured with
respect to each of the
followings:
1) Browsing

advertisements 
2) Viewing

advertisements 
3) Saving

advertisements

1. I am concerned that I could be identified by the company when
using the application for [the focal activity]

Chellappa and Sin (2005)

2. I am concerned with how information about me may be exploited
by the company when using the application for [the focal activity]

3. I am concerned with how the information captured during my use
of the application to perform [the focal activity] can be employed
by the company to identify me as an individual

4. It bothers me when my personal information is gathered when I
use the application for [the focal activity]

5. I am concerned that my personal information gathered during my
use of the application for [the focal activity] may be accessed by
unauthorized people

6. I am concerned that my personal information that is captured
when I use the application for [the focal activity] may be kept in a
non-accurate manner

7. To what extent are you concerned that your privacy will be
compromised when using the application for the specific activity?

Sensitivity of
information released
[Scale:  From “Not at
all” to “Very much”]

When the application obtains the following information from me, I am
concerned that my privacy will be compromised:
• Gender
• Age
• Dietary preference
• Daily products used
• Preference of soft drink
• Preference of snack
• Whether consume alcoholic beverages
• Advertisements saved into the application 

Self-developed

Trust
[Scale:  From “Strongly
disagree” to “Strongly
agree”]

1. The company providing the application would be trustworthy in
handling my information

Malhorta et al. (2004)

2. The company providing the application would tell the truth and
fulfill promises related to the information provided by me

3. I trust that the company providing the application would keep my
best interests in mind when dealing with my information

4. The company providing the application is in general predictable
and consistent regarding the usage of my information

Reputation
[Scale:  From “Strongly
disagree” to “Strongly
agree”]

1. The company providing the app is well-known Gefen (2000)

2. I am familiar with the company providing the app

3. The company providing the app has a good reputation in the
market

Psychological
comfort [Scale:  From
“Strongly disagree” to
“Strongly agree”]

1. I am comfortable providing information to this application in return
for personalized advertising messages

Chellappa and Sin (2005)

2. I feel at ease in using the application to obtain personalized
advertising messages
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Table A2.  Construct Measurements (Continued)

Construct Measurement items Source

Intrusion of personal
information
boundary
[Scale:  From “Strongly
disagree” to “Strongly
agree”]

1. I feel that if I save advertisements into the application, the
company may know about me more than I feel at ease with 

Xu et al. (2008)

2. I believe that if I save advertisements into the application, the
information about me which I consider should only be kept to
myself will be more readily available to others than I would want to

3. I believe that if I save advertisements into the application, the
information about me is out there that, if used, will invade my
boundary of revealing about myself 

4. I feel that if I save advertisements into the application, my limit of
disclosing information about me would be invaded by the
company that provides the application

Personalization
benefits
[Scale:  From “Strongly
disagree” to “Strongly
agree”]

1. The application provides personalization services that are based
on my information

Chellappa and Sin (2005)

2. The application personalizes my advertisement viewing
experience

3. The application personalizes the advertising messages for my
viewing by acquiring my personal preferences

4. The application personalizes and delivers advertising messages
to me according to my information

5. The application delivers personalized advertising messages to me
based on the previous information I indicated

Perceived
effectiveness of
privacy-safe feature
[Scale:  From “Strongly
disagree” to “Strongly
agree”]

*Privacy-safe feature
was explained to be
the feature that stores
user information locally

1. I believe I can preserve my personal information space with the
privacy-safe feature.

Adapted from the Privacy
control measures (Xu et al.
2008)

2. I think the privacy-safe feature restricts the release of my
information from my mobile phone.

3. I believe my information is kept in the mobile phone only to myself
with the privacy-safe feature.

4. I believe I have control over my information with the privacy-safe
feature

Intention to save
advertisements into
the application
[Scale:  From “Strongly
disagree” to “Strongly
agree”]

1. I would like to save the advertisement I am interested in to the
application as soon as I saw it

Adapted from Taylor and
Todd (1995)

2. If possible, I would like to save the advertisement I am interested
in to the application at the moment I saw it

3. In near future, I would like to save the advertisement of interest to
me into the application as much as possible
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Table A3.  Reliability, Convergent Validity, and Discriminant Validity Test Results of the Constructs

Cronbach’s
Alpha

Composite
Reliability AVE

Inter-construct Correlation*

1 2 3 4 5 6 7

Ad. saving
intention

0.78 0.87 0.69 0.83

Psychological
comfort

0.84 0.92 0.86 0.39 0.93

Boundary intrusion 0.94 0.95 0.83 -0.24 -0.30 0.91

Personalization
benefits

0.86 0.90 0.64 0.40 0.45 -0.17 0.80

Privacy-safe
feature

0.95 0.96 0.86 0.44 0.38 -0.21 0.45 0.93

Trust 0.88 0.92 0.74 0.47 0.54 -0.29 0.45 0.58 0.86

Reputation 0.88 0.92 0.80 0.38 0.35 -0.04 0.21 0.31 0.38 0.89

*Diagonal cells represent the square-root of AVE of the respective construct

Table A4.  Factor Analysis Results

Component

1 2 3 4 5 6 7

Personalization_benefit1 .213 .022 .766 -.050 -.005 .124 .271

Personalization_benefit2 .148 -.102 .704 -.076 -.082 .171 .277

Personalization_benefit3 .127 .094 .807 .335 .143 .044 -.001

Personalization_benefit4 .084 .055 .835 .249 .137 .109 -.081

Personalization_benefit5 .218 -.361 .640 .104 .034 .152 .164

Boundary_intrusion1 -.229 .835 -.059 -.124 .055 -.070 -.164

Boundary_intrusion2 -.007 .941 -.040 -.043 -.053 -.099 -.055

Boundary_intrusion3 .063 .911 -.005 -.084 -.006 -.016 .032

Boundary_intrusion4 -.056 .920 .004 -.110 .022 -.097 -.093

Privacy_safe1 .837 -.133 .253 .158 .059 .161 .102

Privacy_safe2 .875 -.089 .233 .179 .052 .150 .128

Privacy_safe3 .862 -.044 .150 .236 .161 .158 .050

Privacy_safe4 .873 .020 .072 .179 .204 .090 .067

Trust1 .292 -.054 .178 .575 .177 .394 .348

Trust2 .379 -.048 .190 .649 .131 .246 .343

Trust3 .237 -.139 .205 .814 .087 .003 .039

Trust4 .178 -.209 .030 .800 .123 .081 .150

Reputation1 .070 .002 -.050 .150 .896 .059 .072

Reputation2 .124 .054 .063 .114 .870 .185 .087

Reputation3 .199 -.048 .148 .046 .800 .159 .165

Psychological_comfort1 .125 -.039 .174 .276 .235 .088 .778

Psychological_comfort2 .130 -.271 .263 .171 .145 .124 .778

Ad_saving1 .071 -.019 .184 -.019 .330 .766 .123

Ad_saving2 .206 -.163 .222 .072 .113 .821 -.051

Ad_saving3 .217 -.123 .062 .268 .039 .697 .182
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Table A5.  Sensitivity with Disclosing Different Information

Mean Std. Deviation
Gender 2.7 | 2.7 1.53 | 1.53
Age 3.3 | 2.9 1.67 | 1.52
Dietary preferences 2.6 | 2.7 1.46 | 1.44
Daily product consumed 3.2 | 3.2 1.65 | 1.51
Alcohol consumed 3.2 | 2.9 1.65 | 1.53
Advertisements saved 4.2 | 3.9 1.88 | 1.72

*Privacy concerns attached by users (non-privacy-safe (N=80) | Privacy-safe (N=113))

Table A6.  Information Privacy Concern with Performing Different Activities

Mean Std. Deviation
Browsing adverts. 5.2 | 5.2 1.25 | 0.99
Viewing adverts. 5.4 | 5.3 1.09 | 0.92
Saving adverts. 5.6 | 5.3 0.98 | 1.06

*Privacy concerns attached by users (non-privacy-safe (N=80) | Privacy-safe (N=113))

*p < 0.05, **p < 0.01, ***p < 0.001

Figure A1.  Statistical Test Results of the Effects of Privacy-Safe Feature
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