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Research on software piracy often relies on self-reports by individual users and thus suffers from possible
response distortion attributable to a variety of human motivations. Conclusions drawn directly from dis-

torted self-reports may misguide managerial and policy decisions. The randomized response technique (RRT)
was proposed as a remedy to response distortion. In this paper, a model based on RRT was used to illustrate
how truthful responses to sensitive questions can be empirically estimated. The model was tested in two empir-
ical studies on software piracy. Consistent with our expectations, respondents responding to RRT were more
willing to disclose sensitive information about their attitudes, intentions, and behaviors on software piracy.
Nontrivial distortions were demonstrated in causal relationships involving sensitive and nonsensitive variables.
The study extends RRT to multivariate analysis and illustrates the feasibility and usefulness of the method in
studying sensitive behavioral issues in the information systems (IS) domain.

Key words : response distortion; software piracy; randomized response technique; unrelated question design;
method of moments; socially desirable responding; structural equation modeling

History : Accepted by Soon Ang, Senior Editor; H. Raghav Rao, Associate Editor. This paper was received on
November 15, 2006, and was with the authors 5 months for 2 revisions. Published online in Articles in
Advance March 1, 2010.

1. Introduction
Response distortion has long been a recognized prob-
lem in behavioral research that relies on self-reported
data (Himmelfarb 1993). It generally refers to situa-
tions where the answer provided by a subject does not
accurately reflect his genuine opinion, belief, feeling,
intention, or behavior. Conceivably, such distortions
are likely consequences when respondents find ques-
tions or answers sensitive or when a response might
incur legal liability (Locander et al. 1976). Response
distortion poses serious difficulties for behavioral
research in at least two ways. First, it threatens the
validity of the conclusions of such research. Substan-
tive conclusions could be biased if response distortion
is not taken into consideration. Second, researchers
may resort to studying less relevant variables if the
variables of primary interest are extremely sensitive

and susceptible to response distortion that cannot be
properly accounted for. Ironically, this may result in
a lack of research in areas where objective investiga-
tions are badly needed.
Modern information technology (IT) is having a

growing impact on the lifestyle and social behavior
of individuals. More and more sensitive behavioral
issues pertaining to the use of IT have come to
light. Two decades ago, Mason (1986) advocated four
principles1 to guide the ethical uses of IT. Unfortu-
nately, these principles are not universally observed.
There is mounting evidence on the unethical uses of
IT as reflected in the increasing activities related to

1 They are privacy, accuracy, ownership, and accessibility of infor-
mation.
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software piracy, cyberslacking,2 unauthorized online
gambling, web pornography, etc. Though investi-
gations into these activities are highly warranted
because of their societal impact, research in these
areas is likely impeded by response distortion due to
the research’s sensitive nature.
Our study focuses on problems related to response

distortion and illustrates the resolution of those prob-
lems in the context of software piracy. The Business
Software Alliance (BSA) reported that piracy costs
the industry more than U.S.$48 billion a year (BSA
2007). Over the past 20 years, there has been a con-
tinuous (and expanding) stream of research on soft-
ware piracy, using self-reported data solicited from
individuals. It is not uncommon for information sys-
tems (IS) researchers to acknowledge response dis-
tortion as a limitation of their empirical findings
(e.g., Cheng et al. 1997, Christensen and Eining 1991,
Limayem et al. 2004, Moores and Chang 2006, Seale
2002, Sims et al. 1996, Taylor and Shim 1993). How-
ever, little effort has been expended to resolve this
problem.
In this study, the randomized response technique

(RRT) is applied to model the causal relationships
in software piracy. Randomized response is a tech-
nique that was first conceived by Warner (1965) and
has been deployed to study sensitive topics in many
areas. However, the vast majority of applications have
involved simple univariate analysis. The current work
extends the application of RRT to multivariate analy-
sis. Our intention is not to develop another behavioral
model on software piracy or refute existing ones, but
to suggest ways to alleviate the methodological limi-
tations that undermine empirical research in this area.
The current work aims at introducing RRT to the IS
community, especially to researchers working on sen-
sitive issues pertaining to the development and usage
of IT services.

2. Respondent Confidentiality by
Design

2.1. Assuring Respondents of Confidentiality
Traditionally, researchers soliciting self-reports on
sensitive topics provide confidentiality assurance to

2 Cyberslacking refers to the practice of employees using the Inter-
net for leisure during work hours.

respondents. This is usually accomplished by convinc-
ing respondents that the survey is completely anony-
mous and confidential. Over the years, numerous
survey practices (e.g., physical separation of respon-
dents, promises of confidentiality, emphasis on truth-
ful responding rather than a “right” answer) have
been advanced for different types of survey adminis-
tration (see Paulhus 1991). Confidentiality assurance,
if successfully implemented, is a very powerful strat-
egy and should eliminate most of the undesirable
motivations leading to response distortion. Its success
hinges on whether or not the respondent is convinced
by the assurance. When questions are considered sen-
sitive, embarrassing, or threatening, the credibility of
such a confidentiality assurance should be of prime
importance and respondents will demand more con-
vincing assurance.

2.2. The Randomized Response Technique
RRT was introduced to provide the assurance neces-
sary to induce truthful responses to sensitive ques-
tions. It asks questions in ways that incorporate
respondent confidentiality by design. It was first
conceived by Warner (1965) and since then various
forms of RRT have been proposed to solicit truthful
responses to difficult or embarrassing questions (Fox
and Tracy 1986, Greenberg et al. 1969, Himmelfarb and
Lickteig 1982, Warner 1965). The core idea of RRT is to
assure the complete confidentiality of a participant’s
response by contaminating it with random “noise”
with known statistical properties.
In the “unrelated question” variant of RRT (Green-

berg et al. 1969), respondents are instructed to choose
between a pair of questions to answer according to
a randomizing device they control privately (e.g.,
flipping a coin). Each sensitive question is paired
with another unrelated and innocuous (i.e., nonsen-
sitive) question such that the respondent answers
one of them depending on the outcome of the pri-
vately performed random choice procedure. Because
the researcher has no way of knowing exactly which
question was answered, complete confidentiality can
be assured. This helps to dilute any stigma or embar-
rassment caused by the sensitive question and results
in more truthful responses. Because the probabili-
ties associated with the random choice procedure are
known, distribution of the answers to the sensitive
question can be estimated.
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Previous research has shown that using RRT
can lead to greater candor about sensitive per-
sonal attributes or behaviors (Armacost et al. 1991).
Validation studies with participants whose sensitive
attributes were known in advance also revealed
that RRT outperformed other techniques in soliciting
valid responses to sensitive questions (Hosseini and
Armacost 1993, Lensvelt-Mulders et al. 2005, Scheers
1992, Umesh and Peterson 1991).
Though RRT has shown promise in reducing

response distortion, a number of issues still need to be
considered. First, because the data it generates contain
random noise, the overall measurement reliability is
inevitably reduced. Larger samples are required. Sta-
tistical power depends on the probability of respon-
dents answering the sensitive questions truthfully, so
researchers have to strike a balance between per-
ceived confidentiality and data collection efficiency
(Fox and Tracy 1986). Hosseini and Armacost (1993)
concluded that RRT should be used only for sensitive
questions. Obviously, questions pertaining to software
piracy behavior belong to this category.
Second, the complexity due to the random choice

procedure may sometimes result in the answering
process not being completely understood by respon-
dents. This can lead to incorrect responses or missing
data. In addition, respondents who do not understand
the procedure may not be convinced of the confiden-
tiality protection that is built into the method; this
can undermine RRT’s benefits. In the case of software
piracy studies, target respondents are computer users.
These people are more likely to be capable of under-
standing the procedure.
It is important to note, however, that though RRT

is a procedural improvement that should increase the
credibility of assurances of response confidentiality
(Podsakoff et al. 2003), there may still be untruthful
responding. The amount of distortion should, how-
ever, be much lower than with direct self-reports. In a
validation study of RRT, van der Heijden et al. (2000)
compared the proportions of respondents admitting
to income fraud using different questioning meth-
ods. The study revealed that RRT increased the per-
centage of truthful responses to 43%, up from 25%
with face-to-face direct questioning and from 19%
with computer-assisted self-interviews. Although RRT
is not a complete cure for the problem of response

distortion, it helps to improve the likelihood of truth-
ful responses.

2.3. RRT in Multivariate Analysis
In its original form, RRT was limited to two-choice
questions only but was later extended to multiple-
choice and other types. In particular, the quantitative
answers often required in modern behavioral research
can be obtained using the unrelated question design of
Greenberg et al. (1971). However, the majority of the
literature on RRT focuses on univariate analysis (e.g.,
the proportion of people committing a certain crimi-
nal behavior, the mean value of a sensitive characteris-
tic, etc.) and there is a common misunderstanding that
RRT is limited in its use to univariate analysis.3 This is
not true in principle, although more sophisticated sta-
tistical estimators would be required for multivariate
analysis.
Fox and Tracy (1984) developed a method to esti-

mate the correlation between randomized responses
obtained from an unrelated question design. Their
model treats the random choice procedure as a
source of measurement error with known statisti-
cal properties. They showed that the true underly-
ing correlation between the randomized responses can
be estimated simply by eliminating the measurement
errors. However, apart from the basic assumption that
the innocuous questions are unrelated to the sensitive
questions, there are two additional assumptions in Fox
and Tracy’s (1984) analysis: (1) the innocuous ques-
tions are unrelated to each other; and (2) the statistical
properties of the answers to the innocuous questions
are known. These assumptions are not easy to satisfy,
and they make the technique less practical because
they significantly increase the difficulty of choosing
an appropriate set of innocuous questions. Fox and
Tracy (1984) did not report any empirical evidence for
the feasibility and applicability of their method, but
despite its shortcomings their work demonstrates that,
in principle, it is possible to apply RRT in analyzing
correlated responses to different questions.
The aim of the present study is to deploy RRT in

multivariate causal analysis of software piracy behav-
ior without being constrained by Fox and Tracy’s

3 For example, the comments made by Sudman and Bradburn
(1982, p. 81) on RRT reflect such an impression (see Fox and Tracy
1984, p. 189; 1986, p. 53).
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(1984) two assumptions. In the next two sections,
a basic univariate analysis is first used to measure
respondents’ attitudes, intentions, and behaviors with
respect to software piracy. The basic model is then
extended to multivariate analysis of data collected in
a large-scale online survey. The findings demonstrate
how research findings on software piracy can be sub-
stantively different when response distortion is miti-
gated by the application of RRT.

3. Basic Model: The Unrelated
Question Design

The unrelated question design proposed by Greenberg
et al. (1971) was used to solicit quantitative answers to
sensitive questions. In the unrelated question design,
respondents are presented with a pair of unrelated
questions consisting of a sensitive and an innocuous
question. They are instructed to conduct a private ran-
dom choice procedure and then follow the outcome to
choose a question from the pair to answer. A simple
illustration using coin flipping as the random choice
procedure is shown below:

Instruction: Please flip a coin and answer Question X
if it is heads: otherwise, please answer Question Y

Question X: I like to browse pornographic web sites.
Question Y: I like to browse online newspaper web sites.

1 2 3 4 5 6 7

Strongly Disagree Slightly Neutral Slightly Agree Strongly
disagree disagree agree agree.

In practice, if no prior knowledge of the distribu-
tion of answers to the innocuous question is assumed,
it is necessary to collect two samples using different
probabilities in the random choice procedure in order
to estimate the unknown variables using the method
of moments.

3.1. Model Definition and Mean Estimator
Consider a pair of questions qX and qY , where qX is
sensitive and qY is innocuous. The design requires that
two samples differing in the probability of answer-
ing the sensitive question be collected. For notational
clarity, all variables pertaining to the first and second
samples will be subscripted by �1� and �2�, respectively.
Assume that the probability of answering the sensi-
tive question is p�1� for the first sample and p�2� for the
second. By design, p�2� �= p�1�.

Denote Z as the observed response, and X and Y as
the underlying responses to qX and qY , respectively.
By design, the random variables X and Y are related
to Z as follows:


Z�1� = I�1�X+ �1− I�1��Y

Z�2� = I�2�X+ �1− I�2��Y 	
(1)

where I�1� and I�2� are independent indicator variables
such that

I�1� =
{
1 with probability p�1�

0 with probability 1−p�1�

I�2� =
{
1 with probability p�2�

0 with probability 1−p�2�
and p�1� �=p�2�


Equation (1) is the basic model for the unrelated
question design. Its use of the indicator variables I�1�
and I�2� allows convenient parameter estimation based
on the method of moments because their expected
values are simply the corresponding probabilities
p�1� and p�2�.

Proposition 1. The method-of-moments estimators for
the population means of the underlying variables X and Y ,
namely, �X and �Y , are4

�̂X = �1− p�2��
�Z�1�− �1− p�1�� �Z�2�
p�1�− p�2�

	 (2)

�̂Y =
p�1� �Z�2�− p�2� �Z�1�
p�1�− p�2�


 (3)

Proposition 2. The distributions of the underlying
variables X and Y are

Pr�X =m�

= �1− p�2��Pr�Z�1� =m�− �1− p�1��Pr�Z�2� =m�
p�1�− p�2�

	 (4)

Pr�Y =m�= p�1� Pr�Z�2� =m�− p�2� Pr�Z�1� =m�
p�1�− p�2�


 (5)

The proofs of Propositions 1 and 2 are shown in
Appendix A.

4 �Z�1�and �Z�2� are the sample means of the observed variable in the
first and second samples, respectively.
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3.2. Variance of the Mean Estimator
Consider the sampling variance of the mean estima-
tors in (2) and (3). Because the two samples are inde-
pendent, the sampling variances of these estimators
become

var��̂X� =
1

�p�1�− p�2��2
[
�1− p�2��2var�Z�1��

n�1�

+ �1− p�1��
2var�Z�2��
n�2�

]
	 (6)

var��̂Y � =
1

�p�1�− p�2��2

·
[
p2�2�var�Z�1��

n�1�
+ p

2
�1�var�Z�2��

n�2�

]
	 (7)

where var�Z�1�� and var�Z�2�� are the variances of the
observed responses Z�1� and Z�2�, and n�1� and n�2�
are the respective sample sizes.5 Becasue �̂X and �̂Y
are linear combinations of the two sample means,
asymptotic normality can be assumed. This enables
conventional statistical inferences about the estimated
means.

3.3. Choice of Probability Values
To administer a survey using the unrelated question
design, the researcher needs to choose two different
probability values for use with the two independent
samples. In practice, a high probability of answering
the sensitive question would tend to deter respon-
dents from giving truthful answers. Also, the assigned
probability needs to be made known to the respon-
dents to avoid suspicion. To help respondents under-
stand the method, the random choice procedure is
usually a simple task such as flipping a coin or throw-
ing a die. Therefore, the chance of answering the sen-
sitive question is often expressed as a simple frac-
tion. Fox and Tracy (1986) have described how a
common misconception about randomness might be
exploited in this situation: “One of the advantages of
a 0.5 selection probability, particularly when using unso-
phisticated or skeptical populations, is that many people
wrongly believe that 0.5 is random and that anything
else is “stacked” (p. 25). In other words, a transparent
probability of 0.5 can be a very good choice to allay

5 Although this derivation is based on the method of moments, the
result is consistent with that of Greenberg et al. (1971).

respondents’ suspicions. However, because two dif-
ferent probabilities are needed, values other than 0.5
must be considered. Furthermore, extreme values also
cause respondents’ suspicion; therefore, a probability
higher than 0.75 may not be suitable. Appendix B
shows a detailed analysis of the statistical consider-
ations involved in minimizing the sampling variance
shown in (6). In summary, the following two criteria
can be used:
1. The difference between the two probability

values should be as large as practicable; and
2. Once one of the probability values and the

spread between the two probability values are deter-
mined, the other probability value should be chosen
from the larger side of the first probability value.
Balancing psychological considerations with statis-

tical considerations suggests two possible strategies.
First, a disparate pair of probability values, neither
higher than 0.75, may be used. An example would be
(p�1� = 0
25, p�2� = 0
75). Alternatively, we may choose
0.5 for one sample and a probability value between
0.5 and 0.75 for the other. An example is the choice
of �p�1� = 0
75, p�2� = 0
5�. The first strategy empha-
sizes statistical efficiency while the second aims to
reduce respondents’ worries and suspicions. In any
case, researchers are advised to strike a good balance
between statistical and psychological considerations.

3.4. Sample Size
The sampling variance of the mean estimator as
shown in (6) reveals that the sampling variance is a
strictly decreasing function of the sample sizes n�1�
and n�2�. However, it is unclear how the sampling
variance is affected by the relative magnitudes of n�1�
and n�2�. Rewrite the sampling variance using two
new parameters N and k, where N is the total number
of randomized responses and k is the ratio between
the two sample sizes. By definition,


N = n�1�+n�2�

k= n�1�
n�2�

⇒



n�1� =

kN

�1+ k�

n�2� =
N

�1+ k� 

(8)

Substituting n�1� and n�2� with N and k in (6) yields

var��̂X�

= �1+k���1−p�2��
2var�Z�1��+k�1−p�1��2var�Z�2���
kN �p�1�−p�2��2


 (9)
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Table 1 Pairing of Sensitive and Innocuous Questions (Study 1)

Variable Sensitive question Innocuous question Scale

Control To me, singing at a karaoke bar is: To me, dining at an expensive
restaurant on a holiday is:

1–7 (Good–Bad)

Attitude1 To me, unauthorized copying of
software is:

To me, killing an insect at home
is:

1–7 (Not guilty–Guilty)

Attitude2 To me, unauthorized copying of
software is:

To me, recording daily expenses
in detail is:

1–7 (Foolish–Wise)

Attitude3 To me, unauthorized copying of
software is:

To me, taking vitamin pills every
day is:

1–7 (Helpful–Harmful)

Intention1 I may copy software without
authorization in the future.

I think Chinese osteopathy is best
for treating sprains.

1–7 (Agree–Disagree)

Intention2 If I have the opportunity, I would
copy software without
authorization.

I think the pace of people in Hong
Kong is too fast.

1–7 (Agree–Disagree)

Intention3 I would copy software without
authorization.

I would travel to Mainland China
or Macau in the coming year.

1–7 (Agree–Disagree)

Behavior1 How much computer application
software that you use is
pirated?

How often do you take public
transportation?

1–7 (None–All)

Behavior2 How much computer application
software that you give to
others is pirated?

How often would you have rice
for dinner?

1–7 (None–All)

Behavior3 How much computer application
software that you copy is
pirated?

How often do you spend your
weekend with your family?

1–7 (None–All)

As with the choice of probability values, the prob-
lem of choosing sample sizes can be framed as choos-
ing N and k to minimize the sampling variance.
Appendix C provides a detailed analysis of the effects
of N and k on var��̂X�. Confirming our expecta-
tion, sampling variance decreases as the total sample
size N increases. On the other hand, Equation (C5)
in Appendix C shows that the optimal choice of k
depends on four factors: the sample variances of the
observed responses (i.e., var�Z�1�� and var�Z�2��� as
well as the probability values chosen. All of these fac-
tors are positively related to the optimal sample size.6

3.5. Study 1: Piracy Attitudes, Intentions, and
Behavior

The estimators presented in §3.1 were tested in a
self-administered online survey (Study 1) on software
piracy. Study 1 was also intended to verify whether
or not the unrelated question design is operationally
feasible in an uncontrolled online environment. The
domain of Study 1 included a set of sensitive ques-
tions about a respondent’s attitudes, intentions, and

6 Our results are consistent with Greenberg’s findings (Equa-
tion (13), Greenberg et al. 1971).

behaviors pertaining to software piracy, though this
pejorative term was avoided in the questions posed.
Three versions of the online questionnaire were pre-
pared. Direct questioning (DQ) was used in the first
version while the second and third utilized RRT. In
all three versions, the academic nature of the study as
well as strict respondent confidentiality was empha-
sized. The ordering of questions was the same for all
three versions. Table 1 shows the set of sensitive ques-
tions as well as their paired innocuous questions.
An important consideration for choosing innocu-

ous questions is respondent privacy, that is, earning
complete trust by respondents. Those who answer
the sensitive question and admit sensitive attributes
must not be easily identifiable from their observed
responses. For example, consider the question pair
for “behavior3” in Table 1. An honest answer to the
sensitive question, say “7,” essentially admits piracy
behavior. On the other hand, we anticipated that it
is common to have the answer “7” to the innocuous
question (i.e., always spending one’s weekend with
one’s family). Therefore, even observing a response
of “7” does not make the respondent appear to have
admitted to committing software piracy.
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Also, all innocuous questions were selected by
three researchers who judged them to be unrelated
to the sensitive questions. A small-scale pretest was
then conducted to determine if there was any signifi-
cant correlation between answers to the sensitive and
innocuous questions. Inappropriate innocuous ques-
tions were pruned.
Because Study 1 was self-administered and con-

ducted online, the private random choice procedure
presented a special challenge. It was accomplished
with a two-step procedure. First, respondents were
asked to select a number between one and four and
keep it to themselves. Second, the online question-
naire system generated a random number between
one and four. Depending on whether the gener-
ated random number matched their privately selected
number, respondents were instructed to answer either
the sensitive or the innocuous question.
In the second survey, the probability of answering

the sensitive question was set to 0.25 (p�1� = 0
25�. This
was achieved by instructing respondents to answer
the sensitive question only when the generated ran-
dom number matched their privately selected num-
ber. In the third version, the probability was set to
0.75 (p�2� = 0
75� and respondents were instructed to
answer the innocuous question only when the gen-
erated random number did not match their privately
selected number.
A total of 714 respondents were recruited from

members of a public portal site in Hong Kong and
assigned to one of the three trials: 124 to the first trial;
474 to the second; and 116 to the third. Posthoc analy-
sis based on the findings in Appendix B showed that
such a ratio achieves relatively satisfactory efficiency

Table 2 Estimated Means Based on Direct and Randomized Responses (Study 1)

Means diff.
Variable Mean (RRT) Mean (DQ) (RRT−DQ) Student’s T p-value Standard error (RRT) S.E. (DQ)

Control 2.797 2.347 0�4509 1�7957 0.0735 0.2503 0.0207
Attitude1 3.823 4.535 −0�7115 −2�9819 0.0031 0.2373 0.0245
Attitude2 3.885 3.901 −0�0157 −0�0688 0.9452 0.2274 0.0193
Attitude3 3.844 4.733 −0�8883 −4�1645 0.0000 0.2127 0.0164
Intention1 3.647 4.752 −1�1053 −4�8197 0.0000 0.2278 0.0264
Intention2 3.784 5.050 −1�2658 −5�3363 0.0000 0.2356 0.0274
Intention3 3.743 4.931 −1�1872 −4�5994 0.0000 0.2564 0.0300
Behavior1 3.514 2.891 0�6234 2�2611 0.0245 0.2742 0.0287
Behavior2 3.975 2.505 1�4696 4�9793 0.0000 0.2937 0.0288
Behavior3 3.646 2.554 1�0912 3�8197 0.0002 0.2842 0.0286

in data collection. All respondents to the second and
third questionnaires were required to confirm that
they understood the RRT procedure before they were
allowed to proceed.
Using Equations (2), (6), and (4), the mean esti-

mator for each sensitive question and its sampling
variance as well as the probability distribution of sen-
sitive answers could be determined as follows:

�̂X = 1
5 �Z�2�− 0
5 �Z�1�	 (10)

var��̂X�= 2
25
S2Z�2�
116

+ 0
25
S2Z�1�
474

	 (11)

Pr�X =m�= 1
5Pr�Z�2� =m�− 0
5Pr�Z�1� =m�
 (12)

3.6. Differences Between Direct and
Randomized Responses

The estimated means based on direct responses (i.e.,
answers to the first questionnaire) and randomized
responses (i.e., answers to the second and third ques-
tionnaires) are shown in Table 2. There was no signifi-
cant difference between the means estimated from the
direct and randomized responses to the nonsensitive
control question. This helps to allay the concern that
using RRT might introduce method bias. Through
the sensitive questions about piracy attitudes, inten-
tions, and behavior, statistically significant differences
between direct and RRT responses were observed in
most cases. More specifically, respondents in the ran-
domized response groups expressed significantly less
guilt about piracy (i.e., “attitude 1”) and less agree-
ment that harm was being done through piracy (i.e.,
“attitude 3”) than those who responded directly. RRT
respondents admitted significantly higher software
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piracy intentions (“intentions 1 to 3”) and dealt with
pirated software more often (“behaviors 1 to 3”) than
did their directly questioned counterparts.
Judging from the directions of the differences, a

general pattern of underreporting of software piracy
attitudes, intentions, and behaviors is found in the
direct response group when compared with the two
randomized groups. These distortions appear to be
more serious in self-reports of intentions and behav-
ior compared with attitudes toward pirated software.
Table 3 shows the estimated distribution of the under-
lying responses. In general, RRT respondents showed
greater willingness to report politically incorrect or
illegal attitudes, intentions, and behaviors.
These findings support the use of RRT as a mea-

sure to reduce response distortion in surveys on sen-
sitive topics such as software piracy. One may argue
that underreporting of sensitive attitudes, intentions,
and behaviors is expected even without resorting to
RRT. However, estimating to what extent such under-
reporting may lead to distortions in causal relation-
ships is not a trivial matter, especially when the extent
of the distortions differs across different variables.

Table 3 Percentages of Responses by the DQ and Combined RRT
Groups (Study 1)

1 2 3 4 5 6 7 ≤3 4 ≥5
(%) (%) (%) (%) (%) (%) (%) (%) (%) (%)

DQ group
Control 37 28 13 15 5 1 2 8 15 77
Attitude1 5 6 12 27 18 24 9 50 27 23
Attitude2 8 10 10 41 23 6 3 32 41 28
Attitude3 0 3 11 37 21 17 12 50 37 14
Intention1 2 4 17 32 7 17 22 46 32 23
Intention2 2 3 14 26 10 16 30 55 26 19
Intention3 3 3 16 28 8 12 31 50 28 22
Behavior1 28 25 11 13 15 9 0 24 13 63
Behavior2 47 13 8 14 14 5 0 19 14 67
Behavior3 43 17 7 17 10 7 0 17 17 66

RRT group
Control 23 33 15 13 7 5 4 16 13 71
Attitude1 6 19 25 12 21 15 4 39 12 49
Attitude2 9 6 21 33 18 7 6 30 33 36
Attitude3 7 9 23 32 17 10 3 30 32 38
Intention1 11 13 20 26 19 7 4 30 26 44
Intention2 6 18 18 31 10 8 8 26 31 42
Intention3 9 19 19 23 8 12 9 29 23 48
Behavior1 19 23 3 17 22 17 0 39 17 44
Behavior2 27 9 5 4 21 24 11 55 4 40
Behavior3 25 17 3 8 16 27 2 46 8 46

The basic model has its limitations because only
the first moments of the randomized responses were
estimated. It was not possible to estimate the effect
sizes of the differences between the direct and ran-
domized responses because computation of Cohen’s
d index (Cohen 1988) requires variance in the ran-
domized responses. To address this, the basic model
was extended to multivariate analysis for a large-scale
empirical study on software piracy in which causal
relationships were considered.

4. Multivariate Analysis
Assume that there are two sensitive questions qX1 and
qX2 in a survey. They are paired with two unrelated
and innocuous questions qY1 and qY2 , respectively. The
design dictates that the set of sensitive questions are
unrelated to the set of innocuous questions. Denote
Z1 and Z2 as the observed responses, X1 and X2 as the
underlying responses to qX1 and qX2 , and Y1 and Y2
as the underlying responses to qY1 and qY2 . By design,
these random variables are related in the following
way: 



Z1�1� = I1�1�X1+ �1− I1�1��Y1
Z2�1� = I2�1�X2+ �1− I2�1��Y2
Z1�2� = I1�2�X1+ �1− I1�2��Y1
Z2�2� = I2�2�X2+ �1− I2�2��Y2	

(13)

where I1�1�, I2�1�, I1�2�, and I2�2� are independent indica-
tor variables such that

I1�1�	 I2�1� =



1 with probability p�1�

0 with probability 1− p�1�
	

I1�2�	 I2�2� =



1 with probability p�2�

0 with probability 1− p�2�
and

p�1� �= p�2�

4.1. Method-of-Moments Estimators
Equation (13) is an extended multivariate model for
the unrelated question design. It facilitates the use
of the method of moments to obtain estimators for
population variances and covariances of the underly-
ing responses in terms of the sample statistics of the
observed responses.
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Proposition 3. The method-of-moments estimators for
the population variances and covariances of the underlying
variables X1, X2, Y1, and Y2 are

��2Xi = ��p�1�− p�2����1− p�2��S2Zi�1� − �1− p�1��S2Zi�2� �
− �1− p�1���1− p�2��� �Zi�1�− �Zi�2��2�
· ��p�1�− p�2��2�−1 i= 1	2 (14)

��2Yi =
�p�1�− p�2���p�1�S2Zi�2� − p�2�S2Zi�1� �− p�1�p�2�� �Zi�1�− �Zi�2��2

�p�1�− p�2��2
i= 1	2 (15)

��2X1X2 =
�1− p�2��2S2Z1�1�Z2�1� − �1− p�1��2S2Z1�2�Z2�2�
�p�1�+ p�2�− 2p�1�p�2���p�1�− p�2��

(16)

��2Y1Y2 =
p2�1�S

2
Z1�2�Z2�2�

− p2�2�S2Z1�1�Z2�1�
�p�1�+ p�2�− 2p�1�p�2���p�1�− p�2��


 (17)

The proof of Proposition 3 is in Appendix A.

4.2. Covariance Between a Randomized Response
and a Direct Response

The above covers two sensitive items in the same sur-
vey that were measured using RRT. In practice, it is
also common to have other nonsensitive items in the
same survey, and these nonsensitive items are mea-
sured by direct questioning rather than RRT. Assume
qX3 to be a nonsensitive question that is asked directly
in the same survey that deploys RRT for another
sensitive question qX1 . Denote X3 as the observed
response to qX3and p as the probability of answering
the sensitive question qX1 .

7 By design,

Z1X3 = �IX1+ �1− I�Y1�X3	

where I =
{
1 with probability p

0 with probability 1− p

(18)

Proposition 4. The method-of-moments estimator for
the population covariance between X1 and X3 is their sam-
ple covariance divided by p:

��2X1X3 =
S2Z1X3
p

 (19)

7 Only one RRT sample needs to be considered in this case as will
become apparent in the derivation.

The proof of Proposition 4 is shown in Appendix A.
To recap, starting with a representation of the rela-
tionships among the random variables using indica-
tor variables, we have developed method-of-moments
estimators for the means, variances, and covari-
ances for any two variables (direct or randomized
responses). A covariance matrix can thus be con-
structed based on the estimation of variance terms and
the pairwise estimation of covariance terms. Such a
matrix can be used to perform various multivariate
analyses.

4.3. Study 2: Determinants of Piracy Attitudes,
Intentions, and Behaviors

Study 2 was a large-scale online survey examining
the determinants of software piracy behavior using
a causal modeling framework. Recent work by Peace
et al. (2003) on software piracy was adapted to pro-
duce the simplified causal model for Study 2 as
depicted in Figure 1. It is important to note that
the current analysis was not intended to validate or
refute existing theories on piracy attitude. Rather, the
adapted Peace et al. (2003) model was used to illus-
trate RRT’s applicability in structural equation model-
ing (SEM) analysis.
The causal model incorporated four constructs, all

of which except for “piracy behavior” were measured
by items adapted from Peace et al. (2003) (shown in
Appendix D). The additional construct “piracy behav-
ior” was measured using three items refined from
Study 1. The items measuring “attitude” and “piracy
behavior” were considered sensitive and were paired
with innocuous questions. The other two constructs
were not. As in to Study 1, these sensitive questions
were paired with unrelated and innocuous questions
as shown in Table 4.
In this study, three surveys were conducted: one

using direct questioning and two using RRT for the

Figure 1 Causal Model of Software Piracy

Attitude

Software
cost

Punishment
certainty

Piracy
behavior
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Table 4 Pairing of Sensitive and Innocuous Questions (Study 2)

Construct/variable Sensitive question Innocuous question Scale

Control E-banking service is safe. I will feel ashamed because of my poverty. 1–7 (Strong disagree–Strong agree)

Attitude
1 To me, unauthorized copying of

software is:
I find detective stories: 1–7 (Very unattractive–Very attractive)

2 To me, unauthorized copying of
software is:

To me, taking vitamin pills every day is: 1–7 (Very harmful–Very beneficial)

3 To me, unauthorized copying of
software is:

I find recording daily expenses in detail is: 1–7 (Very foolish–Very wise)

Piracy behavior
1 Among the software that I often

use, most are copied without
authorization.

I often take public transportation. 1–7 (Strong disagree–Strong agree)

2 I often copy the software that I
want without authorization.

I often have dinner at home. 1–7 (Strong disagree–Strong agree)

3 I have a lot of software that was
copied without authorization.

I like holidays. 1–7 (Strong disagree–Strong agree)

sensitive questions. The overall survey administration
was similar to Study 1 except that the probability of
answering the sensitive question was 0.75 in the sec-
ond survey and 0.5 in the third.
Respondents in Study 2 were members of a Hong

Kong government website.8 Participation in a lucky
draw was offered as an incentive for participation to
those who finished the online questionnaire. Partici-
pants were unaware of the topic of the study at the
time of recruitment and were randomly assigned to
one of the three online surveys in the ratio of 1:1.5:1.5.
Posthoc analysis based on the findings in Appendix C
showed that such a ratio achieves relatively satis-
factory efficiency in data collection. A total of 3,896
complete and valid responses9 were received—1,002
to the first survey, 1,449 to the second, and 1,445
to the third (p�1� = 0
75, n�1� = 1	449 and p�2� = 0
5,
n�2� = 1	445�.
The corresponding method-of-moments estimators

based on Equations (2), (14), (16), and (19) are shown

8 The online portal site’s membership was about 250,000, roughly
balanced between genders (46% male and 54% female) and age
groups (5% below 20 years old, 23% between 20 and 24, 23%
between 25 and 29, 21% between 30 and 34, and 28% above 34).
9 A few “check items” of simple questions with obvious answers
were mixed with the questionnaire items. Responses containing
incorrect answers to these check items were excluded from subse-
quent data analysis.

below. These estimators were used to construct a
covariance matrix from the randomized responses:

�̂X1 = 2 �Z1�1�− �Z1�2� (20)

��2X1 = 2S2Z1�1� − S2Z1�2� − 2� �Z1�2�− �Z1�1��2 (21)

��2X1X2 = 2S2Z1�1�Z2�1� − 0
5S2Z1�2�Z2�2� (22)

��2X1X3 = 4
3S
2
Z1�1�X3�1�

(the first sample with

a larger probability is used)
 (23)

All participants who responded using RRT were
presented with a concise explanation of the rationale
behind RRT and an illustration of how it should be
applied in the survey. A two-step procedure similar
to that outlined for Study 1 was deployed. p�2� = 0
5
was used for the third survey. Respondents were first
asked to select either one or two and keep it to
themselves. The online questionnaire system then ran-
domly generated either a one or a two and respon-
dents were instructed to answer the sensitive or
innocuous question depending on whether or not the
generated random number matched their privately
selected number. All respondents to RRT question-
naires were required to confirm that they under-
stood the RRT procedure before they were allowed
to proceed.
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Table 5 Estimated Statistics for the Direct (DQ) and Randomized (RRT) Responses (Study 2)

Means diff.
Construct/variable Mean (RRT) Mean (DQ) (RRT−DQ) Student’s T p-value S.E. (RRT) S.E. (DQ) Var (RRT) Var (DQ) Cohen’s d

Control 4.035 4�065 −0�0302 −0�3234 0�7464 0�0934 0�0023 2�3221 2�2685 0�0200
Attitude

1 4.373 4�127 0�2458 2�7449 0�0061 0�0895 0�0021 2�5722 2�1048 0�1607
2 3.831 3�556 0�2755 3�0775 0�0021 0�0895 0�0021 2�5433 2�0973 0�1809
3 3.802 3�527 0�2753 3�3184 0�0009 0�0830 0�0013 1�7312 1�3105 0�2233

Piracy behavior
1 4.127 3�369 0�7582 6�7837 0�0000 0�1117 0�0023 3�4030 2�2991 0�4490
2 3.538 3�051 0�4876 4�5231 0�0000 0�1078 0�0021 3�0951 2�0963 0�3026
3 3.946 2�942 1�0036 8�4848 0�0000 0�1183 0�0019 3�6313 1�9427 0�6012

4.4. Differences Between Direct and
Randomized Responses

The estimated means and variances of the random-
ized and direct responses are shown in Table 5. As
in Study 1, there was no statistically significant dif-
ference for the nonsensitive control question, but sta-
tistically significant differences were observed for the
sensitive questions on piracy attitudes and behavior.
Cohen’s d effect size indices (Cohen 1988) were cal-
culated by ��̂RRT− �̂DQ�/

√
� ��2RRT+ ��2DQ�/2, where �̂RRT,

�̂DQ, ��2RRT, and ��2DQ are the mean and variance esti-
mates for the RRT and DQ groups, respectively.
Table 5 shows that the effects for the attitude items

are mostly small (i.e., around 0.2) whereas those

Table 6 Percentages of Responses for the DQ and Combined RRT Groups (Study 2)

1 (%) 2 (%) 3 (%) 4 (%) 5 (%) 6 (%) 7 (%) ≤3 (%) 4 (%) ≥5 (%)

DQ group
Control 4 14 23 15 24 20 1 40 15 45

Attitude
1 4 14 7 33 23 16 2 26 33 42
2 6 25 15 30 14 9 1 45 30 25
3 5 17 13 54 7 3 1 35 54 11

Piracy behavior
1 9 29 13 24 15 8 1 51 24 24
2 11 35 15 21 11 5 1 62 21 17
3 13 36 14 23 10 3 1 63 23 14

RRT group
Control 4 17 14 20 26 16 2 36 20 44

Attitude
1 4 15 6 19 27 23 5 26 19 55
2 7 18 17 24 19 11 5 41 24 34
3 5 12 16 42 16 6 2 33 42 25

Piracy behavior
1 8 19 9 17 19 16 11 36 17 46
2 11 27 14 14 14 15 3 52 14 33
3 11 19 13 15 17 14 11 43 15 42

for actual piracy behaviors approach medium size
(i.e., around 0.5). Respondents giving randomized
responses described software piracy as significantly
more beneficial and attractive than did those who
responded directly. The former also claimed to deal
with pirated software significantly more than did the
latter. Consistent with Study 1, a larger discrepancy
was observed in self-reports of behaviors as compared
to attitudes. This could be explained by a higher per-
ceived threat of sanctions resulting from admitting to
having behaved in a certain way compared to the mere
expression of an attitude.
Table 6 compares the estimated distributions of the

underlying responses for the RRT groups with those
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Table 7 Covariance Matrix for the DQ Group

N = 1�002 Cost1 Cost2 Cost3 Cert1 Cert2 Att1 Att2 Att3 Behave1 Behave2 Behave3

Cost1 1�12
Cost2 0�68 1�64
Cost3 0�56 0�55 1�04
Cert1 −0�19 −0�16 −0�16 2�06
Cert2 −0�11 −0�18 −0�08 0�74 1�35
Att1 0�33 0�24 0�29 −0�65 −0�43 2�10
Att2 0�23 0�25 0�19 −0�73 −0�50 1�20 2�10
Att3 0�23 0�23 0�20 −0�58 −0�47 0�89 1�09 1�31
Behave1 0�27 0�18 0�28 −0�63 −0�39 1�05 1�27 0�92 2�30
Behave2 0�25 0�14 0�23 −0�66 −0�31 0�93 1�17 0�88 1�58 2�09
Behave3 0�21 0�12 0�18 −0�59 −0�36 0�81 1�08 0�90 1�54 1�57 1�94

of the direct respondents. In general, responses esti-
mated for the RRT groups showed a greater tendency
to report sensitive attitudes and behavior.

4.5. Pairwise Construction of a Covariance Matrix
A total of 11 items were used to measure the 4 con-
structs in the model shown in Figure 1. Table 7 shows
the sample covariance matrix based on data from the
first survey in which only direct questioning was used
(the DQ group).
The estimators in Equations (21), (22), and (23)

were used to estimate the variance terms and pair-
wise covariance terms for the sensitive items in the
second and third surveys (the RRT groups). For non-
sensitive items, the corresponding direct responses in
the two surveys were pooled. The resulting covari-
ance matrix is shown in Table 8. A potential prob-
lem in pairwise construction of the covariance matrix

Table 8 Covariance Matrix by Pairwise Estimation (RRT Group)

N = 1�809 Cost1 Cost2 Cost3 Cert1 Cert2 Att1 Att2 Att3 Behave1 Behave2 Behave3

Cost1 1�19
Cost2 0�69 1�52
Cost3 0�67 0�61 1�12
Cert1 −0�27 −0�21 −0�23 2�10
Cert2 −0�15 −0�25 −0�11 0�82 1�43
Att1 0�44 0�34 0�27 −0�71 −0�50 2�56
Att2 0�37 0�34 0�19 −0�73 −0�31 1�27 2�54
Att3 0�38 0�30 0�23 −0�71 −0�38 0�95 1�15 1�72
Behave1 0�48 0�29 0�31 −0�63 −0�20 1�19 0�96 0�95 3�38
Behave2 0�31 0�29 0�26 −0�73 −0�25 1�11 1�35 1�16 2�10 3�09
Behave3 0�40 0�27 0�33 −0�79 −0�41 1�04 1�21 1�12 1�87 2�09 3�63

Note. Bold figures were estimated using the method-of-moments estimators in Equations (12), (14), and (17).

is that the resulting matrix may not be positive-
definite due to sampling errors in the component
terms. A nonpositive-definite covariance matrix essen-
tially indicates internal contradictions among the com-
ponent terms and poses difficulties in multivariate
analysis (Wothke 1993). In general, the chance of
encountering such a problem can be minimized if the
sampling error associated with each term in the matrix
is small, which is usually achievable by increasing the
sample size. In this study, fairly large samples were
used for the RRT group and the covariance matrix
constructed by pairwise estimation was verified to be
positive-definite and suitable for use in multivariate
analysis.

4.6. Causal Modeling Based on Direct
Questioning and RRT

With the above covariance matrices, the model in Fig-
ure 1 was empirically tested using covariance-based
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Figure 2 Causal Modeling Results Using the DQ and RRT Samples

Attitude

Software
cost

Punishment
certainty

Piracy
behavior

DQ sample

GFI = 0.98 AGFI = 0.96

NFI = 0.98 NNFI = 0.99 CFI = 0.99

RMSEA = 0.045  90%-CI = (0.036, 0.054)

R 2 =  0.60R2 = 0.40

0.77
(18.61)

–0.58
(12.54)

0.17
(4.41)

R2 = 0.55R2 = 0.35–0.47
(13.62)

0.26
(8.79)

RRT sample

GFI = 0.97 AGFI = 0.95

NFI = 0.97 NNFI = 0.97 CFI = 0.98

RMSEA = 0.057  90%-CI = (0.051,0.064)

χ2 = 278.89 df = 40 n = 1,809χ2 = 120.31 df = 40 n = 1,002

0.74
(20.93)

Note. Figures in shade are for RRT sample.

SEM.10 Figure 2 shows the results for the DQ and
RRT groups. It also presents overall model fit statis-
tics as well as standardized path loadings. Assess-
ment of the overall model fit was based primar-
ily on the 90% confidence interval (CI) for the root
mean square of error approximation (RMSEA) of the
approximate fit statistics, as recommended by Mac-
Callum et al. (1996).11 This was supplemented by a
number of heuristics-based descriptive fit indices sug-
gested by Gefen et al. (2000) for IS research. In both
groups, the 90% CI fell below the 0.08 threshold, indi-
cating a fair model fit (Browne and Cudeck 1993).
The descriptive fit indices, including the network fit
index (NFI), goodness-of-fit index (GFI), and adjusted
goodness-of-fit-index (AGFI), were higher than the
recommended 0.90 or 0.80 levels (Gefen et al. 2000,
Hu and Bentler 1999), indicating satisfactory overall
model fit.

10 In addition to the covariance matrix, covariance-based SEM
requires sample size information for computing fit indices and
statistics. Because the sensitive questions were answered only part
of the time in the RRT group, the effective sample size for the RRT
group was determined to be 1,809 (i.e., 1	445×0
75+1	449×0
50).
11 Browne and Cudeck (1993) examined a number of empirical
examples and suggested that an RMSEA in the range of 0.05 to
0.08 indicates fair fit. As the statistical properties of the RMSEA
are known, interval estimates can be computed and the associated
statistical power of a study can be determined by the confidence
interval (MacCallum et al. 1996).

Table 9 shows the composite reliabilities and aver-
age variance explained (AVE) for both groups. The
composite reliabilities of most constructs were above
0.7, suggesting satisfactory internal consistency of
these constructs.12

Though the AVEs of “software cost” and “punish-
ment certainty” fall slightly below 0.5 for the DQ
group, all constructs for the RRT group were found
to have an AVE equal to or greater than 0.5. This
suggests that convergent validities of the concerned
constructs are largely acceptable. Discriminant valid-
ity was tested by comparing the �2 of the original
model with an alternative model where the constructs
in question are united as one construct (Gefen et al.
2000). We tested all possible pairings of the four con-
structs and the difference in �2 was found to be highly
significant in all cases. Overall, the construct validities
are regarded as acceptable.
In comparing the effect sizes, note that the relation-

ship between “attitude” and “piracy behavior” is very
similar in the DQ group (a standardized path load-
ing of 0.77) and the RRT group (a standardized path
loading of 0.74). However, there are more notable
differences in the relationships between “punishment

12 The reliabilities of “punishment certainty” are less satisfactory
but are still above the acceptable level of 0.6 (Bagozzi and Yi 1988,
Diamantopoulos and Siguaw 2000).



Kwan, So, and Tam: Research Note: Applying RRT to Elicit Truthful Responses to Sensitive Questions in IS Research
954 Information Systems Research 21(4), pp. 941–959, © 2010 INFORMS

Table 9 Construct Reliability and Validity (Study 2)

Software cost Punishment certainty Attitude Piracy behavior

Composite reliability 0�74 0�77 0�62 0�68 0�82 0�75 0�90 0�82
AVE 0�49 0�52 0�45 0�52 0�60 0�50 0�75 0�61

Interconstruct correlation (diagonal item shows the square root of the AVE of the corresponding construct)
Software cost 0�70 0�72
Punishment certainty −0�21 −0�24 0�67 0�72
Attitude 0�29 0�37 −0�61 −0�53 0�77 0�71
Piracy behavior 0�23 0�28 −0�47 −0�40 0�77 0�74 0�86 0�78

Note. Figures for the RRT group are bold.

certainty” or “software cost” and “attitude.” The stan-
dardized relationship of “punishment certainty” was
−0
58 in the DQ group but −0
47 in the RRT group.
That of “software cost” was 0.17 in the DQ group and
increased to 0.26 in the RRT group.
To determine if the structural paths of the DQ group

and the RRT group do differ significantly, we used
multigroup SEM by treating the two groups as two
independent samples for fitting against the same the-
oretical model. We performed two multigroup analy-
ses using different constraints on the structural paths.
Structural paths were allowed to vary across the
groups in the first analysis but were assumed to
be equal in the second one (resulting in eight more
degrees of freedom). Because the two analyses are
nested, the difference in the “global �2 statistics”
between the two analyses reveals if the estimated
structural paths in the DQ group do differ signifi-
cantly from those in the RRT group (Steiger et al. 1985).
The global �2 was found to be 878.26 �df = 85� for
the first analysis and 1,003.04 �df = 93� for the sec-
ond one. Because the difference in �2 (��2�8�= 124
78,
p < 0
0001) is highly significant, we conclude that the
structural paths do differ significantly across the DQ
group and RRT group.

5. Discussion
This study empirically examined the use of RRT to
solicit truthful self-reports in two empirical studies
on software piracy. Comparing direct and random-
ized responses confirmed consistent underreporting
of sensitive attitudes, intentions, and behaviors by
respondents using the traditional, direct questioning
approach. These findings complement those from pre-
vious research (e.g., Armacost et al. 1991) that respon-
dents are more willing to admit to sensitive behaviors

with randomized responses. Moreover, responses to
the nonsensitive control question deliberately inserted
into the two studies showed no significant difference
between direct and randomized responses. The fea-
sibility of using RRT in an online survey was also
demonstrated.
Although underreporting of sensitive attitudes,

intentions, and behaviors could be anticipated in
direct questioning, the magnitude of distortion is not
clear. It is also unclear to what extent such underre-
porting may lead to distorted conclusions about causal
relationships, especially when the extent of the distor-
tion differs across variables. The results of this study
revealed that distortion was less severe when report-
ing attitudes as opposed to intentions and behaviors.
Such differences are reasonable given the higher risk
of prosecution, but they may also account for nontriv-
ial and convoluted distortions in research findings. As
revealed in Study 2, the influences of attitudes and
punishment certainty may be overreported whereas
that the effect of cost may be underreported.
These findings have at least two important impli-

cations. First, they demonstrate that a covariance-
based SEM can be analyzed using data collected using
RRT approach. Our results demonstrate how a self-
administered piracy survey can be conducted using
the unrelated question design in an online setting. The
empirical findings suggest that the RRT is feasible and
effective. Second, response distortion was detected
in two empirical studies of software piracy using
RRT. Our work represents a pioneering effort to pro-
vide empirical evidence to substantiate the worries of
many previous researchers about response distortion
in software piracy research. With better understand-
ing of the extent of response distortion and its effects
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on causal relationships, efforts to combat piracy could
be more precisely directed.
Furthermore, using method-of-moments estimators

for variance and covariance allows us to relax two
impractical assumptions about the set of innocuous
questions. Namely, the model does not assume that
these innocuous questions are independent of each
other, and it does not presume prior knowledge of
the statistical properties of the responses. The results
of the two studies demonstrate the feasibility and
usefulness of the method. Putting the method to
real use has enriched our understanding of its fea-
sibility through tackling issues such as conducting
private random choice procedures online and estimat-
ing the covariance between direct and randomized
responses.
More investigations of the statistical properties

(e.g., sampling properties) of the method-of-moments
estimators are certainly warranted. Also, the pairwise
construction of the covariance matrix can be further
improved by a full information estimation13 approach
such that inadmissible solutions can be pruned com-
pletely. Researchers are encouraged to consider pos-
sible extensions of the current approach and other
applications of RRT in the IS domain.

6. Conclusions
The results show that response distortion can be a
real threat in research on software piracy that relies
on self-reports. This problem may not be limited to
the domain of software piracy research but may also
exist in the context of other sensitive topics such as
data privacy, cyberslacking, hacking, online gambling,
and pornography viewing. RRT is recommended as
a method to tackle response distortion in research
related to sensitive topics. In view of its potential,
more investigation aimed at improving the applica-
tion of RRT in IS research is warranted.
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Appendix A
Proof of Proposition 1. Taking expectations on both

sides of (1) yields the following set of moment equations:



EZ�1� = p�1��X + �1− p�1���Y
EZ�2� = p�2��X + �1− p�2���Y 


(A1)

By equating �Z�1� and �Z�2� with the right-hand sides of
(A1), we obtain a system of two equations containing the
method-of-moments estimators of �X and �Y as follows:


�Z�1� = p�1��̂X + �1− p�1���̂Y
�Z�2� = p�2��̂X + �1− p�2���̂Y 


(A2)

Solving (A2) for �̂X and �̂Y , we have

�̂X = �1− p�2�� �Z�1�− �1− p�1�� �Z�2�
p�1�− p�2�

	

�̂Y = p�1� �Z�2�− p�2� �Z�1�
p�1�− p�2�




(A3)

Proof of Proposition 2. By design, the probability of
observing a certain response is related to the underly-
ing probabilities of the respondent giving that particu-
lar response to the sensitive and innocuous questions, as
follows:

Pr�Z�1� =m�= p�1� Pr�X =m�+ �1− p�1��Pr�Y =m�
Pr�Z�2� =m�= p�2� Pr�X =m�+ �1− p�2��Pr�Y =m�


(A4)

Solving (A4) for Pr�X =m� and Pr�Y =m�, we have

Pr�X =m�

= �1− p�2��Pr�Z�1� =m�− �1− p�1��Pr�Z�2� =m�
p�1�− p�2�

	 (A5)

Pr�Y =m�= p�1� Pr�Z�2� =m�− p�2� Pr�Z�1� =m�
p�1�− p�2�


 (A6)

Proof of Proposition 3. Based on Equation (13), we can
write a set of 10 moment equations using Z1�1�, Z1�2�, Z2�1�,
and Z2�2� as well as their square and product terms first,
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then further rewrite them in terms of 10 unknown distribu-
tion parameters as follows:14



EZ1�1� = p�1��X1 + �1− p�1���Y1
EZ2�1� = p�1��X2 + �1− p�1���Y2
EZ1�2� = p�2��X1 + �1− p�2���Y1
EZ2�2� = p�2��X2 + �1− p�2���Y2
EZ21�1� = p�1���2X1 +�2X1 �+ �1− p�1����2Y1 +�2Y1 �
EZ22�1� = p�1���2X2 +�2X2 �+ �1− p�1����2Y2 +�2Y2 �
EZ21�2� = p�2���2X1 +�2X1 �+ �1− p�2����2Y1 +�2Y1 �
EZ22�2� = p�2���2X2 +�2X2 �+ �1− p�2����2Y2 +�2Y2 �
EZ1�1�Z2�1� = p2�1���2X1X2 +�X1�X2 �

+ p�1��1− p�1����X1�Y2 +�X2�Y1 �
+ �1− p�1��2��2Y1y2 +�Y1�Y2 �

EZ1�2�Z2�2� = p2�2���2X1X2 +�X1�X2 �
+ p�2��1− p�2����x1�y2 +�X2�Y1 �
+ �1− p�2��2��2Y1Y2 +�Y1�Y2 �


(A7)

The 10 unknown parameters can be estimated by solving
(A7) after substituting sample moments for the population
moments. The resulting method-of-moments estimators are
consistent estimators of the population parameters. We fur-
ther rewrite the sample moments of the square and product
terms in terms of sample statistics as shown below:

Square/ Square/
product Sample product Sample
terms moments terms moments

Z21�1� S2Z1�1� + � �Z1�1��2 Z21�2� S2Z1�2� + � �Z1�2��2
Z22�1� S2Z2�1� + � �Z2�1��2 Z22�2� S2Z2�2� + � �Z2�2��2
Z1�1�Z2�1� S

2
Z1�1�Z2�1�

+ �Z1�1� �Z2�1� Z1�2�Z2�2� S2Z1�2�Z2�2� + �Z1�2� �Z2�2�


We obtain the method-of-moments estimators as follows:

�̂Xi =
�1− p�2�� �Zi�1�− �1− p�1�� �Zi�2�

p�1�− p�2�
	

�̂Yi =
p�1� �Zi�2�− p�2� �Zi�1�

p�1�− p�2�
i= 1	2�

(A8)

14 Note that multiplying an indicator variable by its complement
would always yield zero, i.e., Ii�j��1 − Ii�j�� = 0 ∀ i	 j . Squaring an
indicator variable also yields itself, i.e., I 2i�j� = Ii�j� and �1− Ii�j��2 =
�1− Ii�j�� ∀ i	 j . Furthermore, X1 and X2 are unrelated to Y1 and Y2
by design and, thus, EX1Y2 = EX1EY2 and EX2Y1 = EX2EY1.

��2Xi = ��p�1�−p�2����1−p�2��S2Zi�1�−�1−p�1��S2Zi�2� �−�1−p�1��
·�1−p�2��� �Zi�1�− �Zi�2��2�·��p�1�−p�2��2�−1 i=1	2� (A9)

��2Yi =
�p�1�− p�2���p�1�S2Zi�2�− p�2�S2Zi�1� �− p�1�p�2�� �Zi�1�− �Zi�2��2

�p�1�− p�2��2
i= 1	2� (A10)

��2X1X2 =
�1− p�2��2SZ1�1�Z2�1� − �1− p�1��2S2Z1�2�Z2�2�
�p�1�+ p�2�− 2p�1�p�2���p�1�− p�2��

	

��2Y1Y2 =
p2�1�S

2
Z1�2�Z2�2�

− p2�2�S2Z1�1�Z2�1�
�p�1�+ p�2�− 2p�1�p�2���p�1�− p�2��


 (A11)

Proof of Proposition 4. Taking expectations on both
sides of (18) yields

EZ1X3 = pEX1X3+�1−p�EX3Y1
⇒ EZ1X3−EZ1EX3 = pEX1X3+�1−p�EX3Y1−EZ1EX3

= pEX1X3+�1−p�EX3Y1
−E�I1X1+�1−I1�Y1�EX3

= pEX1X3+�1−p�EX3Y1
−pEX1EX3−�1−p�EX3EY1

= p�EX1X3−EX1EX3�
+�1−p��EX3Y1−EX3EY1�

⇒ �2Z1X3 = p�2X1X3 ��
2
X3Y1

is assumed to be zero
in an unrelated question design)

⇒ ��2X1X3 =
S2Z1X3
p

(estimate �2Z1X3by S
2
Z1X3

)


(A12)

Appendix B. Choice of Probability Values
A major statistical consideration in choosing p�1� and p�2�
is that the sampling variance of the resulting estimators
should be minimized. Equation (6) gives the sampling vari-
ance of the mean estimator for the underlying sensitive
answer X, and it may be further expanded by writing
var�Z�1�� and var�Z�2�� in terms of the population means �X
and �Y of the sensitive and innocuous questions as well as
their population variances �2X and �

2
Y . Thus,

var�Z�1�� = E�Z2�1��−E�Z�1��2

= p�1���
2
X +�2X�+ �1− p�1����2Y +�2Y �

− �p�1��X + �1− p�1���Y �2	 (B1)

var�Z�2�� = p�2���
2
X +�2X�+ �1− p�2����2Y +�2Y �

−�p�2��X + �1− p�2���Y �2
 (B2)
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Substituting (B1) and (B2) into (6) yields

var��̂X� =
1

�p�1�−p�2��2

·
{
�1−p�2��2��2Y +p�1���2X−�2Y �+p�1��1−p�1����X−�Y �2�

n�1�

+ �1−p�1��
2�� 2Y +p�2��� 2X−� 2Y �+p�2��1−p�2����X−�Y �2�

n�2�

}



(B3)

With (B3), consider how the sampling variance var��̂X� can
be minimized with respect to p�1� and p�2�. In particular, sim-
plify the problem by considering the choice of p�1� when p�2�
is given. It can be seen that var��̂X� becomes excessively
large as p�1� approaches p�2�. To minimize var��̂X�, consider
its first derivative with respect to p�1�:

�var��̂X�
�p�1�

= 1
−�p�1�−p�2��3

×
{
1
n�2�

�2�1−p�1���1−p�2����1−p�2���2Y +p�2��2X

+p�2��1−p�2����X−�Y �2��+�1−p�2��2

× 1
n�1�

��1−p�1�+1−p�2���2Y +�p�1�+p�2���2X

+�p�1��1−p�2��+p�2��1−p�1�����X−�Y �2�
}



(B4)

It can be seen that all terms on the right-hand-side of (B4)
are always positive except for the first denominator term
−�p�1� − p�2��3. In other words, the sign of �var��̂X�/�p�1� is
equal to the sign of −�p�1�− p�2��. It follows that

p�1� > p�2� ⇒ �var��̂X�
�p�1�

< 0	

p�1� < p�2� ⇒ �var��̂X�
�p�1�

> 0


(B5)

In other words, var��̂X� is monotonically decreasing in p�1�
when p�1� > p�2� and monotonically increasing in p�1� when
p�1� < p�2�. This property indicates that the sampling vari-
ance will be reduced by choosing p�1� to be far from p�2�.
It follows that the sampling variance would be at its min-
imum when the distance between p�1� and p�2� is largest,
i.e., �p�1�− p�2�� = 1. However, this is not feasible because it
means that respondents in one of the samples would always
be answering the sensitive question.
Given p�2� and �p�1�− p�2��, we further consider whether

it might be better to choose a p�1� larger than p�2� (i.e.,
p�2� < p�1� < 1�. From (B3), whether a larger or smaller
p�1� would lead to a smaller var��̂X� depends on the

relative magnitudes of �X , �Y , �2X , and �2Y . Consider a
simplified situation where the population means and vari-
ances of the sensitive and innocuous answers are similar
(�2X ≈ �2Y and �X ≈ �Y �. In fact, this is an appropriate
situation for RRT because the confidence of the respon-
dents would be high. In such a situation, (B3) can be
approximated by

var��̂X�=
�2X

�p�1�− p�2��2
[
�1− p�2��2
n�1�

+ �1− p�1��
2

n�2�

]

 (B6)

From (B6), it can be seen that p�1� exerts its influence on
var��̂X� essentially through two terms: the denominator
term �p�1�−p�2��2 and the numerator term �1−p�1��2. Though
choosing p�1� either larger or smaller than p�2� with the same
deviation would result in the same effect on the denomina-
tor term �p�1�−p�2��2, choosing p�1� larger (holding p�2� fixed)
will always lead to a smaller numerator term �1−p�1��2. This
means that the sampling variance var��̂X� is best minimized
by choosing p�1� to be larger than p�2�.

Appendix C. Choice of Sample Sizes
Equation (6) facilitates examining the effect of total sample
size by taking the partial derivative of var��̂X� with respect
to N :

�var��̂X�
�N

=− �1+k���1−p�2��
2var�Z�1��+k�1−p�1��2var�Z�2���
kN 2�p�1�−p�2��2

< 0
 (C1)

As expected, var��̂X� is strictly decreasing in N because
�var��̂X�/�N is always negative. Though it is obvious that
a larger total sample size helps reduce the sampling vari-
ance, researchers need to decide wisely on the proportion
of respondents to be assigned to each of the two samples.
Given N , they seek the optimal proportion k that would
lead to the minimum sampling variance. Consider the par-
tial derivative of var��̂X� with respect to k:

�var��̂X�
�k

= k
2var�Z�2���1−p�1��2−var�Z�1���1−p�2��2

k2N�p�1�−p�2��2

 (C2)

Because �var��̂X�/�k can be positive or negative, it suffices
that we find whether or not there exists a k that leads to
a minimum var��̂X�. The first-order condition (FOC) and
second-order condition (SOC) are

FOC: k2var�Z�2���1−p�1��2−var�Z�1���1−p�2��2=0 (C3)

SOC: 2
var�Z�1���1−p�2��2
k3N�p�1�−p�2��2

>0
 (C4)

Because the SOC is always positive, var��̂X� would
reach its minimum when the FOC is satisfied, specifically,
when

k=
√
var�Z�1��
var�Z�2��

�1−p�2��
�1−p�1��


 (C5)
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Appendix D. Measurement Items for Study 2

Standardized
Construct Measurement item loading

Software cost
1 Licensed software is expensive. 0.79 0.81
2∗ The price of licensed software nowadays is cheap. 0.64 0.64
3 If I need to buy licensed software, I need to pay a lot. 0.66 0.71

Punishment certainty
1∗ If I copy software without authorization, the chance of

getting punished is very low.
0.72 0.87

2 If I copy software without authorization, I would easily
get punished.

0.62 0.54

Attitude
1 To me, unauthorized copying of software is: (Very

Unattractive � � �Very Attractive).
0.68 0.65

2 To me, unauthorized copying of software is: (Very
Harmful � � �Very Beneficial).

0.82 0.72

3 To me, unauthorized copying of software is: (Very
Foolish � � �Very Wise).

0.81 0.75

Piracy behavior
1 Among the software that I often use, most are copied

without authorization.
0.84 0.74

2 I often copy the software that I want without
authorization.

0.87 0.87

3 I have a lot of software that was copied without
authorization.

0.88 0.73

Notes. 1. All responses were on a 7-point scale. Those marked with an asterisk were reverse coded
with respect to the corresponding constructs.
2. Unless specified otherwise, responses spanned 7 points from “strongly disagree” (1) to “strongly

agree” (7).
3. Standardized loadings for randomized responses are in boldface.
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