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hile privacy is a highly cherished value, few would argue with the notion that absolute privacy is

unattainable. Individuals make choices in which they surrender a certain degree of privacy in exchange
for outcomes that are perceived to be worth the risk of information disclosure. This research attempts to bet-
ter understand the delicate balance between privacy risk beliefs and confidence and enticement beliefs that
influence the intention to provide personal information necessary to conduct transactions on the Internet. A the-
oretical model that incorporated contrary factors representing elements of a privacy calculus was tested using
data gathered from 369 respondents. Structural equations modeling (SEM) using LISREL validated the instru-
ment and the proposed model. The results suggest that although Internet privacy concerns inhibit e-commerce
transactions, the cumulative influence of Internet trust and personal Internet interest are important factors that
can outweigh privacy risk perceptions in the decision to disclose personal information when an individual uses
the Internet. These findings provide empirical support for an extended privacy calculus model.
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Introduction

The fact that privacy is a widely coveted and highly
privileged value in American society reflects the
importance of individualism in the country’s philo-
sophical foundations (Etzioni 1999). In recent years,
the explosive growth of Internet use to obtain infor-
mation, goods, and services has fueled debate and
controversy about potential threats to privacy. While
contemporary information systems provide clear effi-
ciencies that allow firms to gather, process, and
store consumer data, providing important marketing-
related competitive opportunities, they also intro-
duce risks for individuals who disclose personal
information to retailers. Most polls reveal that con-
sumers strongly value privacy (Westin 2001, UCLA
2000-2004). Yet, while privacy concerns are reported
to be a major factor inhibiting e-commerce, sales over
the Internet continue to increase. Economists and
practitioners who refer to this paradox argue that
consumers’ actual behaviors may be different from
their revealed privacy preferences. Either their behav-
ior reflects lower privacy concerns than polls and
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research would suggest (Ackerman et al. 1999, Sweat
2000), or other factors mitigate privacy concerns.

The objective of our research is to address this para-
dox by attempting to better understand the predic-
tors of a user withholding or surrendering personal
information when using the Internet. In the following
section, we develop a theoretical model that includes
important antecedents related to the disclosure of per-
sonal information in the context of online transac-
tions. The subsequent section describes data collection
procedures, survey instrument validation, and model
testing using structural equations modeling (SEM)
with LISREL. In the last section, we discuss the con-
tributions of this paper, which include empirical sup-
port for demonstrating that a number of factors are
related to the intention to disclose personal informa-
tion when using the Internet to conduct transactions.
Identification of these antecedents should help Web
retailers better address the challenge of supporting
the confidence of those who seek to obtain informa-
tion, products, and services. In turn, this should lead
to an increase in e-commerce (Gefen et al. 2003).
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Theoretical Framework

Over the last half of the past century, social scien-
tists spent a considerable amount of effort in trying
to understand the predictors of individuals’ behav-
ior. Numerous studies focusing on behavior related to
information technology were based on the theory of
reasoned action (TRA) (Ajzen and Fishbein 1980) and
its later revision, the theory of planned behavior (TPB)
(Ajzen 1988), that established a parsimonious frame-
work for investigating behavioral intention and per-
formance. From the earliest examples of this research
(Davis 1989, Davis et al. 1989) to one of the more
recent (Venkatesh et al. 2003), MIS researchers have
tried to advance theoretical specification by testing
numerous predictors of behavioral intention.

Our investigation follows the direction of this lit-
erature by specifying a model that focuses on two
of the primary components of the TRA and TPB
models, namely beliefs and behavioral intention, an
approach that others have taken (e.g., McKnight et al.
2002). Specifically, we are interested in the beliefs that
influence the behavioral intention to disclose the per-
sonal information necessary to successfully complete
a transaction on the Internet.

Concurrently, our study attempts to gain a bet-
ter understanding of the role that contrary beliefs
play in an individual’s intention to disclose personal
information. Most empirical models have attempted
to test the relative strength of noncontrary factors
(e.g., shopping convenience, ecology concerns, cus-
tomer relations, and product value) as predictors
of e-commerce success (e.g., Torkzadeh and Dhillon
2002). However, we assume that the salient beliefs
that influence the intention to disclose the personal
information, which is required to successfully com-
plete Internet transactions can be contrary, and that
together the beliefs comprise a set of elements in a
calculus, or decision process, in which the Internet
user engages. The influence of one belief might over-
ride another to the extent that the resulting proba-
bility favors one behavioral intention over another.
However, the strength of the overriding belief’s influ-
ence does not eliminate the role or the importance of
the contrary belief. In the theoretical model that we
describe, contrary factors are included because it is
possible for individuals to have strong beliefs about
each one simultaneously.

The notion of a calculus as a cumulative antecedent
to information disclosure in general has been
addressed by a number of scholars in the past. Laufer
and Wolfe (1977) argued that a calculus of behavior,
accounting for situational constraints such as institu-
tional norms of appropriate behavior, anticipated ben-
efits, and unpredictable consequences (involving the
presence of “computerized data banks [sic],” p. 37), is
an important predictor of when and whether individ-
uals would disclose personal information. They fur-
ther argued that a crucial element of the calculus of
behavior is that individuals are “often unable to pre-
dict the nature of that which has to be managed”
(Laufer and Wolfe 1977, p. 37), which implicitly sug-
gests the importance of personal beliefs in swaying
behavioral intention.

Following Laufer and Wolfe (1977), Culnan and
Armstrong (1999) argued that, in the more specific
context of purchasing products and services, individ-
ual decision processes prior to the disclosure of per-
sonal information necessary to complete a transaction
involve a privacy calculus. Specifically, when con-
sumers are informed about the vendor’s information
practices and perceive the business as fair to them,
they are more willing to consent to personal infor-
mation disclosure. The research model we test herein
can be viewed as an extension of Culnan and Arm-
strong’s privacy calculus, in that we account for an
individual’s willingness to provide personal informa-
tion with respect to Internet transactions specifically,
rather than with respect to transactions with retailers
in general.

Internet users’” behavioral intentions should be
consistent with expectancy theory, which holds that
individuals will behave in ways that maximize pos-
itive outcomes and minimize negative outcomes
(van Eerde and Thierry 1996, Vroom 1964). A com-
prehensive assessment of the costs and benefits related
to information disclosure in a range of settings was
addressed by Stone and Stone (1990). In focusing
on consumer and retailer relationships in particular,
Culnan and Bies (2003) argued that individuals will
disclose personal information if they perceive that the
overall benefits of disclosure are at least balanced by,
if not greater than, the assessed risk of disclosure.
Thus, they equated a cost-benefit analysis with the
privacy calculus. They further argued that “a positive
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net outcome should mean that people are more likely
to accept the loss of privacy that accompanies any dis-
closure of personal information as long as an accept-
able level of risk accompanies the benefits” (Culnan
and Bies 2003, p. 327). The research undertaken here
should shed light on the paradox that, while the dis-
closure of personal information is a major inhibitor
of business-to-consumer (B2C) e-commerce, the latter
nonetheless continues to increase. In the next section
of this paper we provide the theoretical justification
for our proposed model.

Behavioral Intention

The dependent variable representing behavioral
intention in our model is the willingness to pro-
vide personal information to transact on the Internet.
Personal information refers to the type of informa-
tion necessary to conduct an online transaction. This
includes credit card numbers and identifiers and any
other information that might be required to pur-
chase goods, information, or services or to register
at websites, such as home addresses and other con-
tact information, and possibly customer or product
preferences. This construct differs from similar con-
structs used in prior research in two important ways.
First, it refers not to only to the intention to trans-
act on the Internet (e.g., Gefen et al. 2003, Jarvenpaa
et al. 2000, Pavlou 2003, Pavlou and Geffen 2004), but
also the willingness to provide personal information
as a condition for transacting (McKnight et al. 2002).
This construct is consistent with the attempt to better
understand the relationship between the information-
related antecedents specified in the theoretical model

Figure 1

Perceived Internet

Internet privacy
concerns (PC)

and the behavioral intention to conduct online trans-
actions. Second, this construct refers to intended use
of the Internet in general rather than specific websites
in particular, which is an operationalization of inten-
tion to transact used in a number of other e-commerce
studies (e.g., Gefen et al. 2003, Jarvenpaa et al. 2000,
Pavlou 2003, Pavlou and Gefen 2004). Again, this is
consistent with the focus of our study that seeks to
better understand the influence of beliefs on willing-
ness to disclose information in an online environment,
rather than perceptions related to particular features
of certain websites or particular website vendors and
their influence on transaction intentions.

Following Culnan and Bies’s (2003) admonition, the
belief antecedents we describe focus on costs and
benefits, or as we call these polarities, risk beliefs and
confidence and enticement beliefs. Figure 1 shows the
proposed hypotheses and Table 1 indicates the con-
structs and their definitions.

Risk Beliefs

Risk has been defined as “the possibility of loss”
(Yates and Stone 1992, p. 4) and is “an inherently sub-
jective construct” (Yates and Stone 1992, p. 5; Chiles
and McMackin 1996). Perception of risk can be related
to the uncertainty caused by the possibility of the
seller’s opportunistic behavior that can result in loss
for the consumer (Ganesan 1994). In the context of
conventional transactions, there is a certain amount
of risk involved for the consumer who, for example,
may be uncertain about the quality or the durability
of a product purchased. Familiarity with brands and

Hypothesized Relationships of the Extended Privacy Calculus Model
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Personal Internet
interest (PI)

to transact on
the Internet (PPIT)




Dinev and Hart: Extended Privacy Calculus Model for E-Commerce Transactions

64 Information Systems Research 17(1), pp. 61-80, ©2006 INFORMS
Table 1 Constructs in the Extended Privacy Calculus Model
Construct category Construct Acronym Definition
Willingness to act Willingness to provide personal information PPIT Willingness to provide personal information required to complete
to transact on the Internet transactions on the Internet.
Risk beliefs Perceived Internet privacy risk PR Perceived risk of opportunistic behavior related to the disclosure of
personal information submitted by Internet users in general.
Internet privacy concerns PC Concerns about opportunistic behavior related to the personal information
submitted over the Internet by the respondent in particular.
Confidence and Internet trust T Trust beliefs reflecting confidence that personal information submitted to
enticement beliefs Internet websites will be handled competently, reliably, and safely.
Personal Internet interest Pl Personal interest or cognitive attraction to Internet content

overriding privacy concerns.

assurances from salespeople mitigate the perception
of risk in these conventional contexts. However, the
more information technology has come to be used to
facilitate transactions, the greater is the privacy risk
associated with the requirement for personal informa-
tion disclosure. There are few assurances in place to
mitigate the perception of privacy risk that is based on
the possibility of another’s opportunistic acquisition
and use of this personal information. However, Milne
and Culnan (2004) reported that Internet users find
privacy notices to be an important assurance, partic-
ularly when dealing with unfamiliar vendors.

A number of e-commerce studies tested models
that included risk as an antecedent to intentions to
conduct transactions. However, none of these studies
accounted for the possible loss of personal informa-
tion in their assessments of perceived risk; risk was
measured either in more general terms or emphasized
the possibility of economic loss rather than privacy
loss. For example, Jarvenpaa et al. (2000) assessed risk
perceptions in terms of the potential for economic loss
in their study of specific bookstore and travel web-
sites, and found negative relationships between per-
ceived risk and willingness to buy from both types,
but more so for the travel websites. In a related cross-
cultural study, using the same measures but assess-
ing only risk related to specific bookstore websites,
Jarvenpaa et al. (1999) found a consistent negative
relationship between perceived risk and willingness
to buy among respondents in Australia and Israel.
Using similar risk measures, Pavlou (2003) also found
a negative relationship, although his research design
incorporated specific respondent-selected websites. In
another study, Pavlou and Gefen (2004) assessed risk

in terms of economic loss in the context of a commu-
nity of sellers in an online auction, and again found a
negative relationship with intention to transact. These
studies differ from more recent investigations, such
as McKnight et al. (2002) and Malhotra et al. (2004),
in which risk was assessed as the perceived uncer-
tainty related to the disclosure of personal informa-
tion online. The strength of the relationships in the
McKnight et al. (2002), —0.28, and Malhotra et al.
(2004), —0.63, studies compared to those in investi-
gations mentioned above, for example Pavlou (2003),
—0.11, or Pavlou and Gefen (2004), —0.20, suggest that
perceived privacy risk might be a more influential fac-
tor than economic risk in dissuading individuals from
conducting e-commerce transactions.

In our attempt to assess privacy risk, we account for
the perceived risk of opportunistic behavior related
to obtaining personal information submitted by Inter-
net users. Sources of opportunistic behavior include
selling to, or sharing information with, parties not
involved in immediate transactions, such as third-
party marketing firms, financial institutions (Budnitz
1998, FTC 1999) or government agencies (Preston
2004, Wald 2004). Privacy risk could also include
the misuse of personal information, such as insider
disclosure or unauthorized access and theft (O’Brien
2000, Rindfleisch 1997). A recent study by the Pew
Internet & American Life Project examined Internet
users’ fears. The top ranking revealed that 84% of over
1,000 Internet users surveyed were concerned that
businesses and people they did not know were get-
ting personal information about them and their fami-
lies (Fox 2000). The perception that third parties could
use personal information in unintended ways or that
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information might not be securely protected reflects
the possibility that individuals might suffer the conse-
quences of opportunistic behavior with respect to per-
sonal information submitted over the Internet. This
perception of uncertainty in the Internet environment
makes individuals hesitant to disclose personal infor-
mation necessary to conduct e-commerce transactions.
The behavioral intention not to provide information
when perceptions of risk are high is consistent with
expectancy theory’s explanation that individuals are
motivated to minimize negative outcomes.

HyprotHEsis 1. A higher level of perceived Internet pri-
vacy risk is related to a lower level of willingness to provide
personal information to transact on the Internet.

Perceptions of risk concerning Internet websites
should be directly related to privacy concerns. Both
are risk beliefs, although the latter reflects an internal-
ization of the possibility of loss. The former reflects
a belief that amounts to an assessment of Internet
websites in general. The latter is an assessment about
what happens to the personal information that the
user discloses on the Internet. Perceived risk and pri-
vacy concerns are closely related, but distinct, factors.

Privacy concerns are based on the Internet’s tech-
nical capabilities and how companies can advance
their own strategic purposes using IT investments.
The growth of Internet use and recent heightened
awareness about privacy issues have paralleled the
evolution of scholarly interest in privacy concerns.
Although researchers from social science and busi-
ness disciplines have studied this issue—including
researchers from psychology (Altman 1975, Laufer
and Wolfe 1977), human resources (Stone and Stone
1990, Tolchinsky et al. 1981), sociology (Etzioni 1999),
law (Rosen 2000), political science (Westin 1967),
and marketing (Goodwin 1991)—interest among MIS
researchers has been more recent and followed the
growth of investments in IT (Culnan 1993, 2000;
Culnan and Armstrong 1999; Culnan and Bies 2003;
Malhotra et al. 2004; Mason 1986; Smith 1993; Smith
et al. 1996; Stewart and Segars 2002). These invest-
ments over time have allowed companies to better
gather, store, and analyze consumer information. In
more recent years, the growth of the number of Inter-
net users has broadened the extent of data collec-
tion. Increasingly sophisticated technologies such as

data mining, which require a large amount of data
from which consumer patterns can be extracted, have
improved the capability of companies to profile and
target specific individuals. While these advances have
made it possible for firms to identify consumer pref-
erences, develop better products, and improve cus-
tomer relations (Glazer 1991, Kling and Allen 1996),
those advances have also increased concern among
consumers about access to their personal information
and how it is used. Individuals are concerned that,
without their knowledge, their personal information
is available to an invisible network of information
seekers.

As Culnan and Armstrong (1999) have noted, “in
an absolute sense, individuals surrender a measure
of privacy whenever they disclose personal informa-
tion” (p. 109). Disclosing personal information over
the Internet can increase privacy concerns because
the technology introduces greater uncertainty about
who has access to the information and how it is used.
Privacy concerns are beliefs about who has access to
information that is disclosed when using the Inter-
net and how it is used. The greater the uncertainty
about the access and use, the greater the privacy con-
cerns. Individuals who perceive the Internet as an
environment in which there is a risk of other parties’
opportunistic behaviors should also have concerns
about who has access to the personal information they
themselves disclose.

HyprotHEsIs 2. A higher level of perceived Internet pri-
vacy risk is related to a higher level of Internet privacy
concerns.

Privacy concerns, in turn, should be related to the
willingness to provide personal information to trans-
act on the Internet. Findings described in a series
of UCLA (2000-2004) reports bear this out, indicat-
ing that privacy concerns and the requirement to
submit personal information are among the primary
factors that discourage users from shopping online.
Researchers found that only one out of three attempts
to conduct online transactions was successfully com-
pleted; the failures were primarily due to the user’s
reluctance to submit personal information. Privacy
concerns are the single most frequently cited reason
by non-Internet users for declining to use the Internet
(Westin 2001).
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At the same time, it is not clear that companies
are doing much to mitigate consumers’ privacy con-
cerns. Culnan and Armstrong (1999) found support
for the notion that consumers would be more will-
ing to disclose information if they knew who would
have access to it and how it would be used. However,
recent investigations of Internet site policy disclosures
have shown that privacy policies and adherence to
them vary across industries (Culnan 2000, Miyazaki
and Fernandez 2000). These findings are consistent
with research in other settings that question the via-
bility of self-regulatory mechanisms governing the
disclosure of privacy policies (Milberg et al. 1995,
2000).

The behavioral intention not to provide informa-
tion when perceptions of privacy concerns are high is
again consistent with expectancy theory’s explanation
that individuals are motivated to minimize negative
outcomes.

HyrotHEsis 3. A higher level of Internet privacy con-
cerns is related to a lower level of willingness to provide
personal information to transact on the Internet.

Confidence and Enticement Beliefs

Confidence and enticement beliefs are related to the
willingness to disclose personal information over
the Internet. They do not necessarily eliminate risk
beliefs, but they can override their influence on
behavioral intention.

Trust is a confidence belief that can positively influ-
ence willingness to disclose personal information.
Trust is a multidimensional construct (Gefen 2000,
Gefen et al. 2003, Mayer et al. 1995, McKnight et al.
2002, Rousseau et al. 1998) and has been defined
in numerous ways. Recent studies on e-commerce
have incorporated trust in empirical models and
have defined it as a set of specific beliefs about
another party that positively influence an individ-
ual’s intention to conduct online transactions. These
beliefs embody the expectation that another party
will not engage in opportunistic behavior. For exam-
ple, Jarvenpaa et al. (2000) used a set of beliefs
including the expectations that an online vendor
would keep the best interests of the consumer and
its promises to them in mind. They found that these
beliefs were positively related to attitudes about the

online vendor, which in turn influenced a willing-
ness to make online purchases. Pavlou and Gefen
(2004) found a direct positive relationship between
a set of trust beliefs about a seller’s reliability, hon-
esty, and trustworthiness, and transaction intentions
in using an auction website. Gefen et al. (2003)
found a direct positive relationship between a set
of trust beliefs (including a vendor’s honesty, car-
ing for customers, and predictability), and an indi-
vidual’s intention to disclose information to com-
plete an online transaction. The variance in the spe-
cific trust beliefs used in these studies and others
(Gefen 2000) is considerable. McKnight et al. (2002)
advocate the use of the three factors of perceived
trustworthiness proposed by Mayer et al. (1995),
namely competence (or ability), benevolence, and
integrity. They argued that most beliefs used in
prior research cluster around these three factors.
Furthermore, they found support for three distinct
antecedents to trusting behavioral intentions (i.e., per-
sonal disposition to trust, institution-based trust, and
trusting beliefs), with each containing dimensions of
competence, benevolence, and integrity. Whereas the
degree of specificity in the McKnight et al. (2002)
model represents a significant contribution to clarify-
ing the complexity of trust beliefs and intentions, their
model makes it difficult to incorporate that model into
our model, in which trust is only one of a number of
proposed constructs.

In our model, we incorporate one of the antecedent
constructs following McKnight et al. (2002), namely
trusting beliefs. Trust is defined as a set of three
beliefs that reflect confidence that personal informa-
tion submitted to Internet websites will not be used
opportunistically. These beliefs include competence,
reliability, and safety. As we have noted earlier, the
focus of our investigation is on Internet websites in
general, rather than on beliefs in specific online ven-
dors. Competence refers to the ability of the trustee to
have the necessary expertise to perform the behavior
expected by the trustor. It has been used frequently
in a range of investigations from trust in managers
(Gabarro 1987, McLain and Hackman 1999) to suppli-
ers and vendors (Anderson and Narus 1990, Mishra
1996, Hart and Saunders 1998). Reliability clusters
with integrity (which also included honesty and sin-
cerity) in the McKnight et al. (2002) analysis. Reli-
ability, the consistency between words and actions



Dinev and Hart: Extended Privacy Calculus Model for E-Commerce Transactions

Information Systems Research 17(1), pp. 61-80, © 2006 INFORMS

67

(McGregor 1967), has been used in a number of stud-
ies, including investigations of trust between con-
sumers and salespeople (Swan et al. 1988). Safety
refers to the belief that information provided to the
trustee will be kept safe or held in confidence. Some
researchers have equated this belief with carefulness
(Blakeney 1986, Gabarro 1987). Our assessment of
trust did not include a benevolence belief; that may
be a limitation of our work. However, to the extent
that benevolence refers to beliefs about the trustee not
acting opportunistically or manipulatively (McKnight
et al. 2002, p. 338), we would argue that the belief that
the trustee would hold information in confidence (i.e.,
safely) is at least related to benevolence.

Beliefs that Internet websites are reliable and safe
environments in which to disclose information and
that information will be handled in a competent fash-
ion should increase the willingness of users to pro-
vide personal information. Our assessment of trust
is a relatively complex construct because we mea-
sure not only the set of trust beliefs, but also the
user’s beliefs in the context of exchanging information
and conducting business on the Internet. Higher trust
should influence users to disclose personal informa-
tion, reflecting a behavioral intention with anticipated
positive outcomes.

HypotHEs1s 4. A higher level of Internet trust is
related to a higher level of willingness to provide personal
information to transact on the Internet.

The precise relationship between risk and trust has
been discussed at length and is not as straightfor-
ward as one might expect. For example, Mayer et al.
(1995) have made the following observation indicat-
ing the complexity of the relationship between these
two constructs:

There is no risk taken in the willingness to be vulner-
able (i.e., to trust), but risk is inherent in the behav-
ioral manifestation of the willingness to be vulnerable.
One does not need to risk anything in order to trust;
however, one must take a risk in order to engage in
trusting action. The fundamental difference between
trust and trusting behaviors is between a “willingness”
to assume risk and actually “assuming” risk. Trust is
the willingness to assume risk; behavioral trust is the
assuming of risk. (Mayer et al. 1995, p. 724)

Notwithstanding this valuable insight, most research
assumes that the need to form a trusting belief is

based on the presence of some level of risk (Jarvenpaa
et al. 2000, Tan and Thoen 2001). Researchers have
also assessed the subjective interpretation of these
realities (i.e., perceived beliefs) given the inherent
difficulty in obtaining objective information (Pavlou
2003).

A lower level of perceived privacy risk should
be related to a higher level of trust in the other
party’s competence, reliability, and safekeeping of
personal information. Empirical evidence from prior
e-commerce research supports the expectation of
a negative relationship between these constructs
(Jarvenpaa et al. 1999, 2000; Pavlou 2003).

HyroTHEsIs 5. A lower level of perceived Internet pri-
vacy risk is related to a higher level of Internet trust.

Finally, personal interest is a belief that reflects a
level of enticement to transact. Interest is an intrin-
sic motivation, a cognitive state or belief related to
the self-fulfilling satisfaction derived from performing
the activity, as distinct from an extrinsic motivation
reflecting the force of behavior caused by an extrinsic
outcome (Brief and Aldag 1977). The locus of causal-
ity in the former is internal, whereas in the latter it
is external. Personal interest is an intrinsic motiva-
tion that can positively influence the willingness to
disclose personal information necessary to complete
online transactions.

Overall, there has been a longer and greater effort
in studying extrinsic motivation related to technol-
ogy acceptance. For example, numerous studies have
consistently found that the usefulness of information
technology is an important antecedent to intended IT
use (e.g., Davis et al. 1989, Taylor and Todd 1995,
Venkatesh and Davis 2000). The inclusion of intrin-
sic motivation (which has been captured as computer
playfulness or perceived enjoyment) as a factor in
technology acceptance models (TAM) has been con-
siderably more recent (e.g., Teo et al. 1999; Venkatesh
1999, 2000). Interestingly, in two separate studies van
der Heijden (2002, 2004) found perceived enjoyment
to be a stronger predictor than perceived usefulness
of particular websites.

Although intrinsic motivation has frequently been
captured by computer playfulness and perceived
enjoyment, these are not the only conceivable con-
structs that might reflect intrinsic motivation. We



Dinev and Hart: Extended Privacy Calculus Model for E-Commerce Transactions

68

Information Systems Research 17(1), pp. 61-80, © 2006 INFORMS

would argue that personal interest is another. Fol-
lowing Webster and Martocchio (1992), who defined
computer playfulness as “the degree of cognitive
spontaneity in microcomputer interactions” (p. 204),
we would define Internet personal interest as the
degree of cognitive attraction to Internet interactions.
Personal interest is an appropriate intrinsic motiva-
tion in this investigation because the Internet provides
access to an incredibly wide range of information,
goods, and services that might not otherwise be avail-
able or conveniently available to users. The Internet is
an environment in which a wide range of subjects and
products can be found to match a particular user’s
interest, so personal interest is a salient construct in
a model that attempts to explain behavioral intention
with respect to intended Internet use. This is consis-
tent with the study’s intention to better understand
the relative strengths of contrary factors that influ-
ence the willingness to provide personal information
to transact on the Internet.

HyroTHESs1s 6. A higher level of personal Internet
interest is related to a higher level of willingness to provide
personal information to transact on the Internet.

Research Methodology and Results

Scale Development and Survey Administration

The research model was empirically tested using data
collected with a survey that included items for the
constructs specified in the model. We constructed the
initial set of items by analyzing the literature and
reflecting on the proposed theoretical model. Privacy
concerns (PC) items were based on the instruments
developed by Smith et al. (1996) and further refined
by Culnan and Armstrong (1999). Internet trust (T)
items were based on Cheung and Lee (2001) and Lee
and Turban (2001). The items for personal interest (PI)
and willingness to provide personal information to
transact on the Internet (PPIT) were developed by
the authors, who based them on theoretical defini-
tions described above. The PI items were constructed
to ensure that we captured significant rather than
fleeting or merely transitory interest. We incorpo-
rated “overriding” or “greater than” terms to assess
comparisons with contrary beliefs. This measure-
ment approach was necessitated because our model

focused on Internet use in general, rather than on spe-
cific websites; the latter would have allowed us to
assess the need or desire for the products, services, or
information offered by that website.

Two pilot tests were administered to undergradu-
ate and graduate business students in a southeast-
ern university. The changes made following the first
pilot study were so substantial that a second pilot
test was necessary. The sample size of each pilot test
was 70. Following the second pilot study, several
items were dropped and word changes were made,
but no additional items were added. The final ver-
sion of the items is provided in the appendix. All the
items used a five-point Likert scale. The final survey
was administered to a broad sample of individuals
in the southeastern United States, including under-
graduate and graduate students of a large univer-
sity, employees of four public schools, one large and
one small high-tech company, one banking institution,
and three small retail and service businesses, a direct
mailing to one neighborhood. Participation was vol-
untary and the respondents who chose to participate
returned a completed survey in designated collection
boxes. The response rate was 40% as measured by
the ratio of the number of the completed surveys
returned to the number of the surveys initially dis-
tributed. The final survey respondent profile (sample
size 369) is given in Table 2. The demographic distri-
bution reveals a diverse sample, comprising a wide
range of age, employment, education, and race, with
equal representation of genders.

Structural Equation Modeling—Measurement
Model

Exploratory factor analysis (EFA) of the Internet pri-
vacy concerns and perceived Internet privacy risk
(PR) constructs were reported in Dinev and Hart
(2004). In that article, two dimensions of Internet
privacy concerns were identified: privacy concerns
of information finding (PCIF) and privacy concerns
of information abuse (PCIA). Our analyses demon-
strated that PCIF and PCIA are two distinct con-
structs, but that they display similar relationships
with other constructs in a nomological net. For
the purpose of this study, we used the PCIA con-
struct, which we simply refer to here as PC. The
Cronbach’s « (Table 3) for all constructs were at or
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Table 2 Descriptive Statistics of Survey Respondents (V = 369)

Race Gender Education
White 193 (52.3%) Male 172 (46.6%) High school 1(3.0%)
Black 64 (17.3%) Female 197 (53.4%) Associate degree 58 (15.7%)
Hispanic 65 (17.6% ] University student 192 (52.0%)
Asian 31(8.4%)  Occupation 4-year college degree 67 (18.2%)
Native American 1(0.3%) Clerical - 29 (7.9%) Graduate degree 41 (11.1%)
Other 5 (1.4%) Manage.rlal 38 (10.3%)
Undisclosed 10 (2.7%) Professional 84 (22.8%) Income

Homemaker 0(2.7%) <$20,000 79 (21.4%)

Age Student 148 (40.1%) $20,001-$40,000 113 (30.6%)
<20 years 13 (3.5%) Other 44 (11.9%) $40,001-$60,000 65 (17.6%)
21-30 years 245 (66.4%) Undisclosed 1(0.3%) $61,001-$100,000 70 (19.0%)
31-40 years 73 (19.8%) >$100,000 33 (8.9%)
41-50 years 28 (7.6%)
>50 years 0(2.7%)

above 0.84, and the corrected item—total correlations
were high for most of the items, indicating internal
consistency of each construct’s items.

The research model was tested through structural
equation modeling (SEM) with LISREL. We used the
two-step approach, as recommended by Anderson
and Gerbing (1988) and Segars and Grover (1993)
to first assess the quality of our measures through
the measurement model (sometimes referred as the
CFA stage), and then test the hypotheses through the
structural model (also known as SEM stage; Joreskog
and Sorbom 1993). The CFA stage was performed

on the entire set of items simultaneously with each
observed variable restricted to load on its a priori fac-
tor. Maximum likelihood estimations were employed
for the model assessment. All the necessary steps
in the measurement model validation and reliability
assessments were conducted following Byrne (1998)
and Gefen et al. (2000).

Unidimensionality and Convergent Validity.
Table 3 provides the psychometric properties of the
items. All the items exhibit high-factor loading A’s

Table 3 Confirmatory Factor Analysis Statistics
Completely standardized latent construct
loadings and error terms
Latent PPIT PR PC T PI Construct
variable Item a=0.84 a=0.88 a=0.88 a=0.91 a=0.86 t-value R? reliability ~ AVE
PPIT PPIT1  0.77 (0.05) 16.60  0.59 0.89 0.62
PPIT2  0.68 (0.05) 1412 046
PPIT3  0.89 (0.05) 20.51 0.79
PPIT4  0.72 (0.06) 1532 0.52
PR PR1 0.77 (0.04) 16.98  0.60 0.92 0.69
PR2 0.85 (0.04) 19.47 0.72
PR3 0.87 (0.04) 20.27  0.76
PR4 0.71 (0.04) 15.05  0.51
PC PC1 0.69 (0.05) 1465 048 0.91 0.68
PC2 0.84 (0.05) 19.14  0.70
PC3 0.92 (0.04) 22.09 084
PC4 0.77 (0.05) 16.93  0.59
T T1 0.90 (0.04) 21.81 0.81 0.93 0.81
T2 0.85 (0.04) 19.91 0.72
T3 0.94 (0.03) 23.31 0.88
Pl P 0.84 (0.04) 1862 0.70 0.87 0.69
PI2 0.82 (0.05) 18.12  0.67
PI3 0.83 (0.05) 18.27 0.68
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(most above 0.70) and high statistically significant
t-values reflecting unidimensionality and conver-
gent validity (Bollen 1989). In addition, the average
variance extracted (AVE) for each construct is much
higher than the recommended minimum value of 0.50
(Fornell and Larcker 1981). All items are significantly
related to their specified constructs; the data support
the convergent validity of the CFA model.

Discriminant Validity. Discriminant validity was
assessed by testing whether the correlations between
pairs of construct items (Table 4) were significantly
different from unity (Anderson and Gerbing 1988).
Three techniques were used (Joreskog and Soborn
1993, Bollen 1989, Mullen et al. 1996). First, we
observed that the highest correlation between any two
constructs had a value of 0.60 with an error term of
0.04, which is far from 1.00. Second, the x? differences
between the fixed and the free solutions for each pair
of constructs were in the hundreds, much larger than
the cut-off value of 3.84. Third, the squared correla-
tions between all latent constructs (Table 4) were sig-
nificantly less than the corresponding AVE. All the
criteria adequately demonstrated discriminant valid-
ity of the model.

Reliability. The squared multiple correlations (R?)
of the items are listed in Table 3. Most of them are
higher than 0.5, providing evidence of their reliability.
Construct (composite) reliability and AVE, which are
additional measures of internal consistency, were esti-
mated and are shown in Table 3. The construct relia-
bility indicates the percent variance in a measurement
captured by the trait variance (Bagozzi 1980). Com-
pared with the Cronbach’s alpha, which provides a
lower bound estimate of the internal consistency, the
construct reliability is a more rigorous estimate for the
reliability (Chin and Gopal 1995). The recommended

values for establishing a tolerable reliability are above
0.70 (Werts et al. 1974, Gefen et al. 2000) and for strong
reliability—above 0.80 (Koufteros 1999). The lowest
composite reliability for our model is 0.87 and all esti-
mates of AVEs are above 0.6, which provide further
evidence of the scales reliability (Bagozzi 1980, Fornell
and Larcker 1981, Koufteros 1999).

Model Fit. Only after the measurement model
was finalized did we test the hypothesized model
by employing the LISREL structural model. The fit
indices reported in Table 5 show a converged, proper
solution with a low x? per degree of freedom and a
reasonable fit. In addition to the adequate model fit,
it is worth noting that no significant correlation error
terms were found that, if allowed to be estimated,
would yield a better fit model. Collectively, the model
fit indices, factor loadings, squared multiple correla-
tions, and composite reliability suggest that the indi-
cators account for a large portion of the variance of
the corresponding latent construct and therefore pro-
vide support for the validity of the measures.

Structural Equation Modeling—Structural Model
The results of fitting the structural model to the data
indicate that the model has a good fit with a rel-
atively low x? (Table 5). The dependence of x> on
the sample size and degrees of freedom is widely
understood (Bentler and Bonett 1980) and must be
interpreted with caution. All other measures of fit
(Table 5), including x* per degree of freedom, were
in the acceptable range and above the minimum rec-
ommended values. The completely standardized path
coefficients of the structural model provide evidence
for the hypothesized relationships and are shown on
Figure 2. All the relationships of the tested model are
statistically significant at level 0.01, which provides
support for the hypotheses of the study.

Table 4 Latent Variable Statistics
Mean Std. dev. PPIT PR PC T Pl
PPIT 3.13 0.96 0.62
PR 3.97 0.74 —0.14(0.06) 0.69
PC 3.79 0.91 —0.42 (0.05) 0.38 (0.05) 0.68
T 3.05 0.75 0.60 (0.04) —0.32(0.05) —0.37(0.05) 0.81
PI 3.39 0.91 0.46 (0.05) —0.18 (0.06) —0.25 (0.06) 0.46 (0.05) 0.69

Note. The correlations and error terms () are shown in the off-diagonal terms. The diagonal terms indicate the AVE

for each construct.
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Table 5 Goodness of Fit Assessments for the Measurement and Structural Model

Goodness of fit measures x2 (df) x2/d.f. NFI CFI IFI RFI GFI AGFI RMR RMSEA

Good model fit ranges Non-sign. <2.00 >090 090 =090 >090 ~090 >0.80 <0.055 <0.080

CFA model 211.43 (125) 1.69 0.95 0.98 0.98 0.94 0.94 0.92 0.044 0.042

SEM model 230.42 (129) 1.79 0.94 0.97 0.97 0.93 0.94 0.91 0.054 0.046
The mediation effect of privacy concerns was also  Discussion

tested using alternative models and by examining the
strength of the relationships between perceived risk,
privacy concerns, and willingness to provide personal
information (Joreskog and Sorbom 1993, Bollen 1989).
To test whether perceived risk significantly affects the
dependent variable in the absence of the mediator, the
first alternative model excluded the privacy concerns.
This model resulted in a coefficient between perceived
risk and the dependent variable of —0.22 at level
p < 0.01. In our original model, all the relationships
were statistically significant at level p < 0.01 (0.33 for
PR-PC, —0.38 for PC-PPIT, and —0.15 for PR-PPIT).
Thus, the relationship between perceived risk and
the dependent variable attenuated when privacy con-
cerns were incorporated in the model, establishing
support for partial mediation. To test for full media-
tion, another alternative model was run, in which the
path from privacy risk to the dependent variable was
constrained to zero. The y? difference between this
model and the original hypothesized model was 6.10
for Adf =1, which means that the p-value of the dif-
ference is <0.05. Thus, the data do not support full
mediation.

Figure 2 SEM Completely Standardized Path Coefficients

Perceived Internet

Internet privacy
concerns (PC)

Empirical Results

The primary goal of this paper was to develop
and empirically test an extended model of the pri-
vacy calculus in which a set of contrary beliefs
was hypothesized to affect individuals’ willingness
to provide personal information to complete transac-
tions on the Internet. The analyses indicated that all
the constructs” psychometric properties exceeded the
established criteria for instrument reliability, and con-
vergent and discriminant validity (Tables 3-5). The
model’s goodness of fit indices demonstrated its nomo-
logical validity suggesting that there are causal rela-
tionships among the factors in the model we tested
(Table 5). The results supported each of the hypothe-
ses (Table 6).

Limitations

There are a number of considerations that should
be taken into account prior to generalizing from
these results. First, as is the case with many stud-
ies, common methods bias was a threat we had to
address (Podsakoff et al. 2003, Straub et al. 2004).
We eliminated this threat by ensuring anonymity to

Willingness to provide
personal information to

A4

privacy risk (PR)

*p < 0.05; **p < 0.01.

Personal Internet
interest (PI)

transact on the Internet
(PPIT)
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Table 6 A Summary of the Model’s Hypotheses and Results
Hypothesis
number Hypothesized relationships Results
1 A higher level of perceived Internet Supported
privacy risk is related to a lower level of
willingness to provide personal
information to transact on the Internet.
2 A higher level of perceived Internet privacy Supported
risk is related to a higher level of Internet
privacy concerns.
3 A higher level of Internet privacy concerns is  Supported
related to a lower level of willingness to
provide personal information to transact
on the Internet.
4 A higher level of Internet trust is related to a Supported
higher level of willingness to provide
personal information to transact on the
Internet.
5 A lower level of perceived Internet privacy risk ~ Supported
is related to a higher level of Internet trust.
6 A higher level of personal Internet interest is  Supported

related to a higher level of willingness to
provide personal information to transact on

the Internet.

the respondents, assuring them that there were no
right or wrong answers, and requesting that they
answer each question as honestly as possible. The lat-
ter procedures are known to reduce the likelihood
of bias caused by social desirability or respondent
acquiescence (Podsakoff et al. 2003). Also, following
Podsakoff et al. (2003), we determined the common
method variance using Harman'’s single-factor test by
simultaneously loading all items in factor analysis
using Varimax rotation. All indicators showed high
factor loadings and low cross-loadings. Each principal
component explained almost an equal amount of the
76% total variance, ranging from 13.4% to 16.6%. This
indicates that our data do not suffer from common
method bias.

Further remedies for common method bias include
obtaining measures of the predictors and the criterion
variable from different sources or temporal, proximal,
psychological, or methodological separation of mea-
surement. Despite the beneficial effects, however,
these remedies may also contaminate the measure-
ment with intervening factors (Podsakoff et al. 2003).
When appropriate to the focus of a study, we would
encourage scholars to use research designs in which
data are collected in short interviews during which

individuals could demonstrate how they use the
Internet. For example, if individuals report privacy
concerns, it would be useful to understand whether
and how they attempt to reduce risk by manipu-
lating Web settings. While it might be difficult to
observe individuals at their own computers, demon-
strated knowledge of how to manipulate browser set-
tings and users’ explanations of their choices would
extend the method of data collection and reinforce
findings that would otherwise be based on surveys
alone.

Another consideration related to generalizing from
the results provided here focuses on user willing-
ness to disclose personal information to Internet web-
sites in general. Other studies investigating behavioral
intentions related to Internet transactions have devel-
oped research designs focusing on websites of specific
vendors (e.g., Jarvenpaa et al. 1999, 2000; McKnight
et al. 2002; Pavlou and Gefen 2004; van der Heijden
2004). In doing so, these studies, either by implica-
tion or by incorporating constructs such as vendor
reputation (McKnight et al. 2002) or familiarity with
vendors (Gefen 2000), account for the influence of
specific parties in addition to the influence of the
Internet environment. By focusing on the e-commerce
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websites in general, our research design eliminated
the explicit influence of particular online vendors and
thus emphasized the role of the artifact. We would
argue that user perceptions related to the online envi-
ronment in general as well as to specific vendors
in particular are both important for better under-
standing user behavior related to e-commerce. While
we would intuitively expect that familiarity and rep-
utation would override perceived privacy risk and
privacy concerns and be positively related to will-
ingness to disclose information, additional research
is needed to substantiate this expectation. It may be
that even with familiarity and reputation, residual
risk perceptions and privacy concerns linger because
of the Internet environment alone. By focusing on
websites in general rather than specific websites, the
findings reported here provide evidence in support
of the argument that even when users report per-
ceived risk and have privacy concerns about personal
information disclosed in an online environment, other
perceptions and beliefs are important factors that can
override these concerns.

Careful attention should also be given to the mea-
sures that we have used for the constructs in our
model. In particular, we note that the items we used
for personal interest required respondents to indi-
cate whether personal interest overrode other con-
cerns. We used these measures because we needed
to capture higher levels of personal interest rather
than passing interest, given the focus of our study on
Internet use in general. However, researchers should
attempt to confirm these results using other mea-
sures or other research strategies. For example, more
straightforward personal interest measures could be
used in research designs that focus on specific web-
sites, which would capture interest in the particu-
lar offerings of that online vendor. Results based on
these efforts would provide more support for broadly
generalizing the influence of personal interest than
we can offer here, given the nature of our research
design.

As with most empirical studies, the sample size and
spectrum of respondents presents some limitations
to generalization. Even though we made a concerted
effort to include a range of individuals representing
different demographic groups of Internet users, the

sample was limited to a specific area in the south-
eastern United States, which limits generalizability to
this region of the country. A statistically random sam-
ple of the U.S. population would have increased the
generalizability of our results.

Contributions

The factors examined in the model comprise a set of
beliefs in a calculus or decision process in which com-
peting beliefs are weighed and where the strength of
one may override the influence of another. The results
for the individuals who responded to our survey
show that all of the antecedent beliefs were directly
related to the dependent variable. Overall, the three
factors most strongly related to the willingness to pro-
vide personal information were Internet privacy con-
cerns, Internet trust, and personal Internet interest.
This reinforced our claim that the antecedent beliefs
were indeed competing.

The pattern of these results provides insight into
the complex process that leads to the decision to
provide personal information over the Internet. A
high level of behavioral intention must be pre-
ceded by higher levels of confidence and enticement
beliefs than the levels of general and specific pri-
vacy risk beliefs. Higher levels of privacy risk beliefs
would suggest user resistance to personal information
disclosure.

While prior studies (e.g., Jarvenpaa et al. 1999,
2000; Pavlou 2003; Pavlou and Gefen 2004) incorpo-
rated trust and risk as predictors of willingness to
make e-commerce purchases, the model we tested
incorporated these predictors and specified willing-
ness to provide personal information over the Inter-
net as the dependent variable. Very few studies have
linked these variables to information sharing, much
less incorporated privacy concerns as a predictor
of behavioral intention. Our results concerning the
centrality of trust in influencing the willingness to
provide personal information to transact on the Inter-
net corroborate the results of two notable exceptions
(McKnight et al. 2002, Malhotra et al. 2004). How-
ever, in comparing the results of these investigations
with those reported here, the strength of the rela-
tionship between trust and willingness to provide
information in this study was considerably greater.
(McKnight et al. 2002 reported a coefficient of 0.30 and



Dinev and Hart: Extended Privacy Calculus Model for E-Commerce Transactions

74

Information Systems Research 17(1), pp. 61-80, © 2006 INFORMS

Malhotra et al. 2004 reported 0.23, and the coefficient
in this study was 0.59.) Also, other investigations that
have incorporated risk as a predictor of e-commerce
transactions have specified risk in terms of economic
uncertainty (e.g., Jarvenpaa et al. 1999, 2000; Pavlou
2003; Pavlou and Gefen 2004). In our investigation, as
well as those of McKnight et al. (2002) and Malhotra
et al. (2004), risk was specified as privacy uncertainty.
This is an important distinction that researchers inter-
ested in information sharing on the Internet will want
to emulate.

Incorporating the personal Internet interest factor in
the model represents an incremental contribution that
helps to explain willingness to provide information.
Personal interest enriches the privacy calculus model
and should be included in future models that seek to
explain transaction intentions.

Implications for Research

The framework of a calculus is useful for studying
beliefs that are antecedent to behavioral intentions fol-
lowing the theoretical framework provided in TRA,
TPB, and TAM. The notion of a calculus reinforces
the perspective that antecedents influencing behav-
ioral intention can be contrary, and that their relative
influence needs to be accounted for in attempting to
understand planned behavior and technology accep-
tance. While the inclusion of contrary factors in the
privacy calculus is intuitively appealing, it is also the-
oretically useful because it assumes that deterministic
outcomes, either utopian or anti-utopian (Kling 1996,
Iacono and Kling 1996), are not likely. The explanation
for an Internet user’s willingness to disclose personal
information over the Internet is more complex than a
deterministic perspective suggests.

Theoretical models based on the notion of a cal-
culus can advance our understanding of how indi-
viduals use information technology by providing a
framework for specifying different sets of beliefs that
match particular functionalities of a given technol-
ogy (Orlikowski and Iacono 2001). The belief factors
examined in this investigation are related to the func-
tionality of the Internet that (a) provide a wide range
of information, products, and service-related offer-
ings to users, and (b) allow for the collection of per-
sonal information as a necessary condition for user
transaction completion. The functionality of (a) offers

benefits to Internet users by providing offerings that
match personal interest, whereas the functionality of
(b) is the source of costs related to privacy risk and
concerns.

The model we tested and the results reported
are consistent with expectancy theory, which broadly
holds that individuals are motivated to maximize
positive outcomes (i.e., benefits) and minimize neg-
ative ones (i.e., risks). This theoretical framework
provides a useful basis for further investigations.
Expectancy is the subjective probability that an action
will lead to a certain outcome (Vroom 1964). Sub-
jective probability is influenced by a number of
factors, including an individual’s emotional orienta-
tion to the outcome (Van Eerde and Thierry 1996).
Future investigations focusing on the personal infor-
mation disclosure outcome in an online environment
should account for variance in emotional orientation.
Prior experience in disclosing personal information
in conventional or online settings and the positive
or negative consequence of this action will influence
one’s emotional orientation toward future willing-
ness to disclose personal information. Moreover, as
individuals acquire more experience over time, emo-
tional orientation toward the outcome can change.
Researchers might also find Petronio’s (1991, 2002)
information boundary theory a useful perspective for
explaining how past experience informs decisions to
disclose or withhold information. In sum, an impor-
tant direction for future research is to account for the
dynamic nature of emotional orientations as a factor
in the privacy calculus for personal information dis-
closed in online environments.

Other areas for future exploration involve cogni-
tive antecedents to expected outcomes, which might
be viewed as an extension of expectancy theory. Are
individuals with greater technical knowledge about
information technology in general, or the Internet
in particular, more or less willing to disclose per-
sonal information online? Are “heavy” consumers of
news and information-oriented programs and articles
more or less willing to do so? In a related study, we
reported that Internet literacy (i.e., the ability to use
Internet applications to accomplish practical tasks)
was negatively related to privacy concerns, whereas
social awareness (i.e., interest in following social and



Dinev and Hart: Extended Privacy Calculus Model for E-Commerce Transactions

Information Systems Research 17(1), pp. 61-80, © 2006 INFORMS

75

political developments, including regulations of high-
tech industries, through various media) was posi-
tively related to privacy concerns (Dinev and Hart
2006).

Research focusing on how to manage privacy risk
and encourage trust to offset privacy concerns related
to Internet use is another area in which important
contributions could be made. Recently, Milne and
Culnan (2004) found that reading privacy notices on
websites is one way that individuals manage privacy
risk. Reading the notices was particularly important
when individuals did not have prior experience with
a firm. They also found that perceived comprehen-
sibility of the notice was an important predictor of
whether it was read and whether it contributed to
encouraging trust: “Notices that are perceived by con-
sumers to be obfuscated or excessively legalistic can
contribute to skepticism” (Milne and Culnan 2004,
p- 24).

What other ways do individuals attempt to manage
privacy risk? Does adjusting the settings on a Web
browser diminish privacy risk and concern? Does
installing security tools (e.g., firewalls) have a simi-
lar effect? To what extent are an individual’s subjec-
tive norms, following the theory of reasoned action
(Ajzen and Fishbein 1980), related to an awareness
of these protective measures, the tendency to follow
them, and their overall influence on the behavioral
intention to provide personal information over the
Internet?

Other directions for future effort focus on the per-
sonal interest factor. The strength of the relationship
we found between personal interest and willingness
to provide personal information to transact on the
Internet reflects the influence of enticement within
an electronic gallery in which wide ranges of infor-
mation, products, and services are available. Future
research should attempt to refine the personal inter-
est factor and measure other beliefs related to entice-
ment in the context of Internet use. Certain types
of personal interest, which we defined as cognitive
attraction, might have greater influence in overriding
privacy risk and concerns than others. For example,
interest that is based on needs related to health, work,
education, or family may have a greater overriding
influence compared with interest based on lifestyle or
entertainment.

Another enticement factor that deserves investiga-
tion is convenience that the Internet provides rela-
tive to alternative sources of information, products, or
services (Torkzadeh and Dhillon 2002) and the pos-
sibility that convenience will override perceptions of
privacy risk and concerns. This factor has multiple
dimensions. In the context of e-commerce, geographic
proximity to conventional stores is one aspect of an
alternative source factor. However, the extent of prox-
imity is also important, as is evident in comparing
the case of an Internet user in a rural area with a
user in a metropolis—but even for the latter, prox-
imity can be an overriding influence. There might
also be an interaction between proximity and the
type of product sought (e.g., uncommon or rare prod-
ucts). A user might decide that the need for a highly
desired uncommon product that is not in close prox-
imity overrides privacy risk and concerns. However,
Maslow’s (1954) hierarchy of needs would suggest
that privacy would rank below other needs. Satisfy-
ing privacy needs would be required for individuals
to be attentive to higher needs. Thus, unless privacy
risks and concerns are addressed, we would specu-
late that individuals would not be inclined to disclose
personal information necessary to make online pur-
chases. Maslow’s hierarchy may be a useful frame-
work for further investigating the relative importance
of privacy in online environments.

In addition, there is a temporal dimension to the
convenience factor. Search engines on the Internet and
various indexing protocols embedded in websites can
substantially reduce the amount of time spent locat-
ing desired information, products, and services. Rice
et al. (2001, p. 33) have written an extensive review
of the literature on accessing and browsing infor-
mation. They note that greater perceived and actual
accessibility leads to greater likelihood of use, and
that this “in turn tends to increase perceived acces-
sibility, leading to more use (Culnan 1983) and to
reported increases in effectiveness (Rice and Shook
1988).” Greater use and skill in using the Internet may
be related to an increase in perceived access to the
things that the Internet provides and increased effec-
tiveness in obtaining them. The enticement to reduce
search time and the capability to retrieve information
and obtain goods and services from websites which
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might otherwise be onerous could override perceived
privacy risks and concerns.

These time and geographic (space) dimensions of
convenience are examples of the time-space distancia-
tion, or the separation of time and space, that Giddens
(1990, 1991) argued characterized “high modernity.”
In traditional societies, time and space were linked
through place. The requirement of physical presence
in a specific place to obtain information, products,
and services is substantially alleviated by the Inter-
net. While certain benefits associated with time-space
distanciation may be evident, the challenge for MIS
researchers is to more fully understand the conse-
quences. An important direction for future research is
to investigate the extent to which the benefits of dis-
tanciation through Internet use override or diminish
privacy risks and concerns.

It has been 19 years since the first article on privacy
was published in an MIS journal (Mason 1986). Since
that time, significant advances in digital storage and
networking technologies have paralleled aggressive
corporate initiatives in collecting and analyzing per-
sonal information about current and prospective cus-
tomers. While interest in privacy by MIS scholars is
evident, we would argue that the amount of attention
given does not match its social importance. Consider-
ably greater effort needs to be made in understanding
privacy concerns and how they affect individuals’
interactions with other entities when using informa-
tion technology, particularly the Internet.

Implications for Practice

Our study provides insight into the argument made
by practitioners and economists about the privacy
paradox (see, e.g., Ackerman et al. 1999, Sweat 2000),
namely that consumer behavior contradicts consumer
preference. Why do privacy concerns rank high in
opinion polls while consumers appear to exhibit con-
tradictory behavior by continuing to submit personal
information “as if they didn’t care?” The results of
this investigation show that perceived privacy risk
and privacy concerns are two factors, among a set
of at least four factors, related to the willingness to
provide personal information to conduct transactions
on the Internet. Behavioral intention with regard to
information disclosure is the result of a combination
of factors that do not eliminate perceived privacy risk

and privacy concerns even when there is a decision
in favor of information disclosure.

These results would suggest that practitioners and
economists should not assume that personal informa-
tion disclosure reflects a lack of concern with respect
to privacy. Although further research is required to
better understand how individuals might be per-
suaded to overcome privacy concerns and allow other
factors to override these concerns, the findings pre-
sented here lend support to the notion that web-
site providers ought to be vigilant in seeking ways
to build user confidence and minimize user privacy
risks. In particular, the strong relationship between
perceived Internet trust and willingness to provide
personal information suggests that trust is an impor-
tant condition for completing online transactions.
Therefore, Internet vendors and other website spon-
sors ought to proactively work to sustain and ensure
trust.

Conclusion

Over time, we can expect that information technol-
ogy will be increasingly used to collect personal infor-
mation with consequences that are potentially both
beneficial and harmful to individuals. At the same
time, the debate over individuals’ rights and poli-
cies that has been initiated in attempts to benefit
society as a whole, and the pivotal importance of
privacy in this debate will also continue to increase
(Etzioni 1999). As both of these processes evolve, it
is important to develop a better understanding of
how individuals develop privacy concerns and what
consequences these perceptions have in influencing
interactions with other individuals, groups, agencies,
and vendors. The privacy calculus model is useful
for both researchers and practitioners because it is
a framework that accounts for contrary factors and
thereby better represents the complicated nature of
the issues that are before us.
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Appendix. Items and Scales

Latent variable

Item Scale

Willingness to provide personal To what extent are you willing to use the Internet to do the following activities? Not at all-Very much
information to transact on the PPIT 1: Purchase goods (e.g., books or CDs) or services (e.g., airline tickets
Internet (PPIT) or hotel reservations) from websites that require me to submit accurate
and identifiable information (i.e., credit card information)
PPIT 2: Retrieve information from websites that require me to submit
accurate and identifiable registration information, possibly including credit
card information (e.g., using sites that provide personalized stock quotes,
insurance rates, or loan rates; or using sexual or gambling websites)
PPIT 3: Conduct sales transactions at e-commerce sites that require me to
provide credit card information (e.g., using sites for purchasing goods or

software)

PPIT 4: Retrieve highly personal and password-protected financial
information (e.g., using websites that allow me to access my bank
account or my credit card account)

Perceived Internet privacy risk (PR) What do you believe is the risk for regular Internet users due to the possibility that Very low risk—-Very
PR1: Records of transactions could be sold to third parties? high risk
PR2: Personal information submitted could be misused?
PR3: Personal information could be made available to unknown
individuals or companies without your knowledge?
PR4: Personal information could be made available to government agencies?

Internet privacy concerns (PC) Indicate the extent to which you are concerned about the following: Not at all concerned-Very
PC1: 1 am concerned that the information I submit on the Internet could concerned

be misused.

PC2: | am concerned that a person can find private information about

me on the Internet.

PC3: | am concerned about submitting information on the Internet,
because of what others might do with it.

PC4: | am concerned about submitting information on the Internet,
because it could be used in a way | did not foresee.

Internet trust (T) Rate the extent to which you agree with the following statements: Strongly disagree-Strongly
T1: Internet websites are safe environments in which to exchange information agree

with others.

T2: Internet websites are reliable environments in which to conduct business

transactions.

T3: Internet websites handle personal information submitted by users in a

competent fashion.

Personal Internet interest (PI) Rate the extent to which you agree with the following statements: Strongly disagree-Strongly
PI1: I find that personal interest in the information that | want to obtain from the agree
Internet overrides my concerns of possible risk or vulnerability that

| may have regarding my privacy.

PI2: The greater my interest to obtain a certain information or service from the
Internet, the more | tend to suppress my privacy concerns.

PI3: In general, my need to obtain certain information or services from
the Internet is greater than my concern about privacy.
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